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ABSTRACT

Malware mutants based on existing malware is widely used because it can easily avoid the existing security system even with
a slight pattern change. These malware appear on average more than 1.6 million times a day, and they are gradually expanding
to IoT / ICS as well as cyber space, which has a large scale of damage. In this paper, we propose an analytical method based
on features of PE Section and DLL that do not give much significance, rather than pattern-based analysis, Sandbox-based
analysis, and CFG, Strings-based analysis. It is expected that the proposed model will be able to cope with effective malicious
code in case of combined operation of various existing analysis technologies.
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Table 1. Common Static Analysis Feature

File Size

function name in DIl
and relocation table

Byte Sequence

dll name

String information Control flow graph

Disassembled binary

Static binary files

Dynamic command System command
tracing trace

ASCII format
hexadecimal code

ASCII format hex
code

Assembly
instructions (x86)

opcode sequence

o ¥ API AAl, 24l utz} A&t threshold
Aol ofe¥ we] olrt. WF JAI=E ¥A
317 k] opcode sequence°ﬂ o3k
N-gram(n=3)% featureZ 3}z, feature
hashing® Zzl2e o 5o 7|HE &3fsto
prototypes 7|Hke & o} F =2 Elx]sl= Hlglo]
itk At 99 e Y FE A o] sste
=3 € dF:se o] gle Z=E AA
Fig. 1.3 #o] normalization s8ste] 53l
Hks ARSSte] obA] WEslEl IR oAlE
3l Zo|tH(7, 8). Fig. 1.& Llstmg 19] 7=
FrE =3} 8 Listing 2, 24& oA o4
%i}fﬂ I =9 normalization =4
= AR A Jedt A el &Y
A 2SS o] E k]l Aol B3t

Agkel feature?] 235 AlSec® multple

ECORC AT ST JE
é FiF (o}
:E i

lea eax, [ebpiDaral jup lab lea eax, [ebpidatall

2| push esi 2/lan: add [esp], 1 2| push esi

push aax mp lay push oax

4| eall ds:Getwindowsbirectorya | 4| lop: eld 4| eall ds:Getwindowshirectorya

lea eax, [sbpiDatal jup lsh lea eax, [sbpidatal

¢ push eax o[ 1ac: scasb o push eax

call _strlen | jup lam call _strlen

3| omp [abpteax-var_123], 5Ch | [ laz: mov al, 99 5| cmp [obpreaxtdata?], 5ch
pop ecx jmp lop pop ecx

w| jz short loc_d0 10| lav: loop lop n| jz short labell

lea eax, [ebpiDatal | mp law lea eax, lebpidiral]

12| push offset asc_40BDEQ 12|las: dee edi 12| push offset datad

push eax jmp lav push cax

1| eall _strcat 1s|1ab: mov edi, offset der || call _strcat

pop ecx mp ez pop ecx
| pop ecx 16| lan: push edi 15| pop ecx
loc_d0: jmp lan labell:
15| lea eax, [ebp+Datal 1§ lay: pop edi 18| lea eax, [ebp+datal
push offset aServices_exe jmp las push offaet dital
| push eax 2| 1ah: xor byte ptr |edi],l |m| push eax
call _streat jmp lac call _strcat
n|lau: jmp shore der
|
u|der: db Bc 81 d9 ff fe fe
| db ..
=) x| db 0L %8 x|

Listing I: Example of a malware ~ Listing 2: Malware instance  Listing 3: Normalized malware

code fragment. obfuscated from Listing 1. instance derived from Listing 2.

Fig. 1. Normalization of Obfuscated Malicious
Code
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Table 2. Purpose of Using General Section in PE file

‘ - N DLL
1 . weighted

value

PEidan | i :
DLL [ Section
D

i | weighted
. Feature Extract K

Normal Sample 30
Malware Sample 30 |

Input (X)

value

Bayesian
weighted
value

,,,,,,,,,,,,,,,

Bayesian &
Conditional
probability

Calculation y

Output y)

X is PE file sample
y s probability of each label

Fig. 2. System Configuration Diagram
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Division Main Content
text Save the code to be executed when the file is opened
data Saved Initialized Glob.al Variables, Saving Static Variables Saving Initialized
' Global and Static Variables
.rdata Storing const variables, string constants
bss Stores uninitialized global variables, static variables, strings, and other
' constants
.edata Save information related to EAT
.idata Saving information related to IAT
TSTC Save resources
.didat Area for delay loading import data
.reloc Store relocation information for the executable
tls Section for thread local storage declared with thread directives
crt Section added to support the C ++ runtime
sdata A readable short data section that can be addressed relative to the global

pointer

.pdata Section containing exception information
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Table 3. Frequency of Major Sections

Section Normal file Malware
text 100% 80%
.data 100% 20%
.rdata - 70%
Tsre 100% 53.3%
.reloc - 23.3%
.tdata - 10%
.tls, CODE, DATA, Y
BSS etc 20%

3.1.2 Naive Bayes 7|9} Section 241 T

P zeel AabagaleA e o2g 54
o] 7} section W& 7}EXE A T 24
9] section T4 H|ES FAlow oA :]
& 2 gJrb. Table 4% 44 5

o
o
op
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o

Table 4. Bayesian-based Probability Major Section

Section Normal file Malware
text 0.333 0.198
.data 0.333 0.165
rdata 0.000 0.173
.bss 0.000 0.000
.idata 0.000 0.049
didat 0.000 0.000
.edata 0.000 0.000
.ISTC 0.333 0.132
.reloc 0.000 0.057
tls 0.000 0.049
.crt 0.000 0.000
.sdata 0.000 0.000
.tdata 0.000 0.024
CODE 0.000 0.049
DATA 0.000 0.049
BSS 0.000 0.049
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%, {.text, .data, .rsrc}9 Section& AHE3l=
4l ©]Z1& naive bayes F&3= IFAHLS o3t
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{ .text, .data, .rsrc }

- C,  { Normal, Malware } &k = 1, 2

x = {.text, .data, .rsrc} 9| section TAE
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=
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P(Malwarelx) = Pz)
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Table 5. Malicious Code Analysis by Section
Bayesian-based

NB : Section name X, Label €. Section name

500
vector vl W3k (2)¢] A} 3k
calculate NB, .,

if NBx,c: normal,v > NBx,c: malware,v
return Normal
else lf NBL c= 7l(JlHL(Ll v < NB

x,c=malware,v
return Malware

else
return Half

AF7H] HAE S-S nleto g oMo RE
@l HE AX= Table 53 #o] labels}
feature, WE]S AAFS}IA naive bayes &iE|&
& o443l A diab sidel AAbE oA FFE

dekshe zeAAR 7 s
3.2 DLL 7/gt &M= M HioH

321 DLL

PEZ}d x¢] idata sectiondl+ import 5
o]#x]+= DLL(Dynamic Link Library) #Hx7}
sltl. PE 952 DLLAIA A3l 35S A}
4317] 1814 DLLS importstAl ©r}. Table 6
2 dubdgo g PE wdoA A5 importEe] A&
== DLL 555 vehic),

Section feature$} "Hz7IA2 DLLS 735l
% PE #e] ol DLL®] import EHEAE &
viZh = AfrE Btk 2Ey, dubdeR oA
Fr= M AE 3] A dA~ERE A3
+ DLL, Alz=dl gt w73 93 DLL, MlES=2
g9lell 283 DLL & AHE3h= 73] oot o
2, o5& FAAeR A fovigt A9E
A& & gk Fig. 3.+ A4 shals A z=(28)
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A2 Zde] Aol ws2 32.dl11= shlwapi.dllS
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T2 & el DLLES £ t & 7k 2=
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wsd_32.dIl ™=
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oledZdl B
shell32.dll e m 2y
user32.dll | n gy
msvert.dil | ———
kernel32.dll |
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Fig. 3. Example Frequency of DLL Calls for
Normal and Malicious Code
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Table 6. Frequently Used TOP 15 DLL files

No DLLs Frequency Description

1. kernel32.d11 3,467,435 Windows NT BASE API Client DLL

2. user32.dll 912,115 USER API Client DLL

3. advapi32.dll 441,914 Advanced Win32 application programming interfaces
4. gdi32.dll 201,687 GDI Client DLL, involved in graphical displays.

5. wininet.dll 84,100 Internet Extensions for Win32

6. comcetl32.d1l 72,010 User Experience Controls Library

7. shell32.dl11 55,169 Windows Shell Common DLL

8. wsock32.d1l 49.133 Windows Socket 32-Bit DLL

9. oleaut32.dll 49,060 OLE 2 - 32 automation

10. msvbvmb50.dll 44 851 Visual Basic Virtual Machine

11.  ole32.dll 43,531 32-bit OLE 2.0 component

12.  shlwapi.dll 38,718 Library for UNC and URL Paths, Registry Entries
13, ws2.32.d11 22,486 Windows Socket 2.0 32-Bit DLL

14.  ntdll.dll 18,570 Win32 NTDLL core component

15.  urlmon.dll 16,117 OLE32 Extensions for Win32

3.2.2 Naive Bayes 7|5t DLL M ZHE

9ol 7]1%3% naive bayes® 7|ukez AAkulal
G zEe] 7} featuresel s Ak 2o A
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Table 7. Malicious Code Analysis by DLL
Bayesian-based

NB, .., :DLL . Label ¢, DLL vector vl &t (2)9]
2 3

calculate NBJCYH

it NB,,

return Normal

else if NBx,c: normal,v €
NB,

return Malware
else
return Half

» NB,

,c=normal,v ,¢= malware,v

x,c= malware,v

V. &

i

L

Rl AR Bl P

pi

ri‘i

AL 53
t}. 2.93GHz CPU, 1GB ram¥ windows 7 %t
AA F=etdct, w AASAL Windows xp
gﬁ el /\}-_9_—5],0:] om] ol-/&:r‘:t API- baser] x‘ljJ—EL
S ARE-(28)380EE. 2 =EollA] Aokt duelEe

2 Al o Res i Avks A
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Table 8. Section-based  Malicious  Code
Probability Detection Results
Normal Malware
Sample similarity similarity Result
Probability  Probability
cseript 0.0125 0.0017 Normal
migpwd 0.0125 0.0017 Normal
dfrgfat 0.0125 0.0017 Normal
mnmsrve  0.0125 0.0017 Normal
dplaysvr 0.0125 0.0017 Normal
04bf52... 0.0125 0.0017 Normal
6d5871...  0.0427 0.0022 Normal
8alded2... 9.724E-16 2.026E-10  Malware
9df903... 0.0004 0.0022 Malware
22eeTa... 9.724E-16  2.026E-10  Malware

Table 9. Section-based Malware Detection Rate,
False Positives

Detect Detect
Division erect as CLECL A5 tal (%)
normal Malware

Normal 100% 0% 100%
Malware 20% 80% 100%
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Table 10. Example of DLL-based Malware
Detection Result

- 1 ] .
Name Norma Malware Result

probability  probability
cscript 2.57287TE-11  2.27645E-12 Normal
migpwd  1.34581E-11 4.26835E-13 Normal
eventvwr  8.92056E-14  2.21612E-16  Normal
mnmsrve  3.08744E-11  6.82935E-12 Normal
dplaysvr 6.4544E-7  2.12102E-7 Normal

eventvwr  0.0006 0.0008 malware
route 6.22239E-11  1.10123E-10 Malware

olF 7FlR HFHQ dAI= @R & o
& Table 119} %t}

Table 11. DLL-based Malware Detection Rate,

False Positives

Table 12. Section name, DLL Feature Integration
Example

Name Normal Malware Result
probability  probability

cscript 2.57287E-11 2.27645E-12 Normal
migpwd 1.34581E-11 4.26835E-13 Normal
eventvwr  8.92056E-14 2.21612E-16 Normal
mnmsrve  3.08744E-11 6.82935E-12 Normal
dplaysvr 6.4544E-7 2.12102E-7 Normal
eventvwr  0.0191 0.0029 Normal
route 0.0185 0.0021 Normal

Table 13. Section, DLL's Integrated Detection
Rate, False Positives

Detect as Detect as

Detect as Detect as

Divisi Total(%
rvision Normal Malware otal (%)
Normal 84% 16% 100%
Malware 0% 100% 100%
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Normal 90% 10% 100%
Malware 100% 0% 100%
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