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ABSTRACT

Recently Pokémon GO implements an online game with location-based real time augmented reality on mobile. The correct
play of this game should be based on collecting the Pokémon that appears as the user moves around by foot, but as the
popularity increases, it appears an abuse to play easily. Many people have used an application that provides a mock location
service such as Fake GPS, and these applications can be judged to be cheating in online games because they can play games
in the house without moving. Detection of such cheating from a client point of view (mobile device) can consume a large
amount of resources, which can reduce the speed of the game. It is difficult for developers to apply detection methods that
negatively affect game usage and user’s satisfaction. Therefore, in this paper, we propose a method to detect users abusing mock
location service in online game by route analysis using GPS location record from the server point of view.
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(Case 1) Genuine route made by driving or
by foot. During moving, a route is usually
created on the roads and there is no

overlapping

(Case IlI) Fake route using the Fake GPS
application. A route is very simple and
sometimes crosses over the river.

Fig. 4. Three types of route from the same departure point to destination.
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Table 1. Accuracy(TP rate / FP rate) of experiments for the Fake GPS detection

Algorithm Before applying of the pattern-of-life analysis After
in’I‘;leTveal Thour 2hour 6hour 24hour 2hour
MLP 0.817/0.060 0.845/0.076 0.833 / 0.060 0.976 / 0.033 0.862/0.029
SVM 0.767/0.004 0.795/0.000 0.789 / 0.000 0.780 / 0.033 0.854/0.000
Random Forest 0.915/0.063 0.937 / 0.038 | 0.912 / 0.060 0.927 / 0.067 0.961/0.012

* Selected major attribute by InfoGainAttributeEval in weka feature selection

©avg., var. of velocity, avg. of difference with Manhattan distance and Euclidean distance
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