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ABSTRACT

Even though BioHashing scheme can effectively extract binary string key from analog biometrics templates, it shows lower
performance in stolen-token scenario due to dependency of the token. In this paper, to overcome this limitation, we suggest a
new method of generating security key from face image and user intervention. Using BioHashing and GPT schemes, our scheme
can adjust dependency of PIN for user authentication and generate robust key with sufficient length. We perform various
experiments to show performance of the proposed scheme.
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Fig. 1. Entire workflow of the suggested scheme
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Table 1. FAR, FRR results using R-LDA

bit bl pRR | FAR-1T|FAR-IT | FAR-IT
5 0.4172 0 0 0
10 0.0927 | =~0 0 0
15 0.0132 | 0.0015 0 0
20 0.0066 | 0.0146 0 0
25 0 0.0621 0 0
30 0 0.1950 0 0

Face imposter Password imposter General imposter

Table 2. FAR, FRR results using DiaPCA

rob.

bit FRR |FAR-1 |FAR-I | FAR-I
10 0.5003 0 0 0
20 0.0809 0 0 0
30 0.0102 | =0 0 0

40 0.0009 | 0.0002 0 =
50 0.0004 | 0.0008 | 0.0003 =
60 0 0.0030 | 0.0032 | 0.0012

TFace imposter “Password imposter “"General imposter
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