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ABSTRACT

Traditional explicit authentication, which requires awareness of the user’s authentication process, is a burden on the user,
which is one of main reasons why users tend not to employ authentication. In this paper, we try to reduce such cost by
employing implicit authentication methods, such as biometrics and location based authentication methods. We define the 4-level
security assurance model, where each level is mapped to an explicit authentication method. We implement our model as an
Android application, where the implicit authentication methods are touch-stroke dynamics-based, face recognition based, and the
location based authentication. From user experiment, we could show that the authentication cost is reduced by 14.9% compared
to password authentication-only case and by 21.7% compared to the case where 6-digit PIN authentication is solely used.
Keywords: Smartphone authentication, Biometric system, Implicit authentication, Touchstroke-based dynamics, Authentication
cost

M OB T, vt AzE 53 3ol ARgAl Hole] F8A
e AulaE g3 EkE 3 9leh. ArtEES] B

530 i”}E?‘i‘—% *}%‘PE k2 Fa9= PIN(Personal Identification
Al Number), A1Z# & (visual pattern) 53} %

Received(04. 10. 2017), Modified(1st: 08. 01. 2017, (No. 2015-0-00168, "AH3kal#] 7|4k He|HE Q15 2
2nd: 09. 01. 2017), Accepted(09. 04. 2017) AR S AFsls WE dF FHE 71& )
R ATE 20169 AR (HE|EA REAIL) Q] Ao t F#2}, firimir @gmail.com

Z AREAI|EATAE ] x]dS vho} S35 o174 ¥ WAL younholee@seoultech.ac.kr (Corresponding author)



o
=

T

A 0 7 AL el A

o ox
©,

J
3] ol 7]%(explicit authentication)
g wjuic ARl A QS HHEEA
ol AmtEES F3 ARl 7=
7P 2 A AR HOAS Aslishe Savt =
t} ole} t]EE AnfEE Q12 JER (2) QT
£ ARERRe dlFelyt ule]le AHH(biometric
information) & T3l o] & A4 3te] A% 7]
To2 A3l WAA <dF 71&(implicit
authentication) &% thFaL olch. WA Q5]

SEEEREE S E PP

o,
>
)

-0,

X
°
PN
=

=.
£
o

-
& H
e

I
N E D
=)
o (m
o —
g o,
o E
=
2
)
i
B
S,
S
=

4
= ol A% 2 ek A QF 52 AbgAd)
o =

o, o £

[ o ofX
=
=
o

01>L )
R~k
ot
o,
N
o
z
y
o
:>I4__‘1
Eu
_?1_1‘
N
ol)l Lo
:‘|>l='.
>
e
ok
By
b
=2

3

=l
Sh
1

(o3

sl 7129 AulEE Q2] W
allA wele] AR A 2 o] Bl
ArH3-9). Tz} ArtEEAA AMEEE Q%

e PAshs (3,4)A7] A% olE A
Al glom, <l Wik $d
H7ell digk (5-9) A A$E AR HA
FUA717] $1gk Hweke g AAAel 8- oy

=2

NE

oo ox ﬁ: :% i)
HF
P
fr o

AR, ~rtEE <SS T3 24Y 4 e 4%
A<l A= ®ZE 5 (4-level trust assurance
level) & =714 (guessabiliy) (10)& 7|Eo2
Aoslgitt, B APexE A= (password),
PIN (Personal Identification Number), 23
g 713= o8 3=l (touch stroke dynamics),
o <¢lX(face recognition), Z2]a WiFi AP
ARE o438 Ao sk QA whge] 59 AP
5 o]&3ld FZ7FsAe] 7}
S ALE 4dA Y AlE BE

Powe aEE 1wz B 2 avede
7 a7 A 6ek 4E

1% PASH: Al DA g Hl g 2ol
3

2
i

% ZHd¥a(framework)E Al
Slia=

=4, WAA dFelA 7 FAHAR A
=7 718= 7]k /g 7 2 As ittt
ATl 71E dlz==5(desktop) ol EEA
7122 <% (keystroke based authentication)
< Aoket (11) 972 R HFX(R-measure)s} A
A% (A-measure) S AvtEES] ~38 7]lRE= g
4 ="l (touch stroke dynamics)el #-43}x,
R-A A= A3 239 HA-stE 3 (12) A+
s Tsiglen, AF FAdA R-A Axe} A=
Al ARE g3kl Aes =k
AR, 2~rtEES] S WAA elaas AATES
2 »UeE & $ gle ok=Ro]=(android) 78}
o] EFejAlol S AABIIeE. 2E]a AA Al S
3 drkht AREAE <lFe] ®]g-(authentication
cost)e] AREEAE AR AEE B 24 &
Alstelet.

o] F E =19 TAL o Rl 2% eA=
2WtEE QIFe] HE £, WiFi AP A3xE,
238 F|HE 7k lFo g e 4= gl J|HE
74k Q1% (keystroke-based authentication)el
FE 7e 2 AFE ok 3elAe & AT

2 3 Ak A% Wk Ageln Asue 4
[e)

e[

o

o

v

1



A 81 533

(2017. 10) 1035

]‘5"” o 3l °L°}_"‘f_—l— °1°ﬂ EHEE 2 4 n}
o] 24 ¥ (biometrics information)<}e] §3tel
|5 2fehd

APLEE A% AzHle] weke] 2AH (3.4)0F
o A% srhEEAA ALgEE vl o Q4] AxY
o APge 2SI 24 ke BRelont 913

o}
ol it HEe] AEs= o] FARXA] ot
v =712 5974 NIST(National Institute
of Standards and Technology)& o] <14
Alzdle] Hel ArE EFA3r] 3 zZHdYaE
AFatdeh(5,6]). (5ol d%F 7=} AlzEl W
o] dlele] 2] SHE efsfe] ule] e <A A~
dellA 57FA] BRI E AviE]oE e AlEeAd ¥
7 (presentation attack), vle]L HH 5 A
(biometric capture device), vlo]e HR AZ
(biometric samples), Hlo] AW vlw FHz A
OJ3ta Bl A AL Akl (6]ollA= IS Al
g8 A3 Y8 o3 A7 AHEA ARE
3 A% (attack effort)S 39AR 3
a8al ol 34 AFE, 2914 E(false acce-
ptance rate)& ¥4 SOFA-B(Strength of
Function for Authenticators - Biometrics)
S-S At olvh. 1E]la ARH|E A
273913 =3t EAL(Evaluation Assurance
Level) el w2} vlo] e Q1A A€o Zes 35}
3 QeHT7). a3y o] AFEE Bk A 2 A
Ao gt 7]Eeln, AR HejAdS 1Ed WAl
A o)zl HeE A FEE 43 5 9o
el A & :L°E°PJ°1 whgk 1%
Hrkel (8] dF % B3
EA A vhe] 1 HQL"L‘)ﬂ &k 7 A Fe]

vlole. guel SapE el Aot AHeAk] <

H] gl FHF T} o] FAX| L QIA] Ut}
2.2 WiFi APE 7Id22 & X9y AR

201291, 2013l $=38% (13.14)9] ZAlel] u}
29, mupl tne] o] ALEAE2 AL 3 FA
WiFig 4k A3 3, A4 53 2] #)
F AREshs kel A2 WlFl APE AlZgh)= A
o] wtalAt}. ol& WiFi APE 71Ho2 3 A
B7} ARgaLe] tlule|xe] A AlE] £EE AAA
= A7 E S 9les ovldit

TAHCR B4 Ao izt S 7HAskaL,
GPS Ari} WiFi AP A& HRE A= 7|E
o7 Fgde WA A7RRI( LBS
Location Based Service) Fololx] Al&=e] ¢
ok 7K, s Auiag dstsb] fEiM= ‘ﬁ
el B4 A AR A& #83b] S8 WiFi
ARE A3 5 9lorn(15), R3] Afelx] dHald)
A& Alshr] Sl AR A A ARE R
sb7] sl #Fe] FA7F Feke] GPSY WiFi AP
e 7)15S A8 4 glub16). 2Bl (17) 9
TFAA oz mutd A= A AW (context)
g Zzalela( profiling) & E3) dxbdal 3t
Col(Context of Interest)E A<Jski glch.
AT o]9} 2 Col AXRE WA $18 4
5B 449;}1;} ) o:]:%oﬂ/(«] gas Col Aui

o

it
>

o iz ol 2 rlr

231 7|2E= 3 7|8t AR} 215 71

7]£‘E 714k QlZ 7)ol i3l 7iekal BAA A
(18)ellA tFFeiget. (18)TFel = 2 A4

A7F 271 71 3 (key down-key down) A7t 7k
Ao A BE FrE A FEIRE VES
2SS Py AL oA AgelA
; .

AHEE dlolelrt BAM R on] gle AFRE 41E




1036 WAA glaz 7kx] 2dg

a}7]el A dsrhe ©Ale] gich

(11]d7+= 7 2 7] s A7k 81 719
AL IAE aHz F AR A
(Relative)/d4 (Absolute) 4  £4x
(degree of disorder)& AMEAF QlFdl ARE3le=
R*A 2 %= (measure) S Ao+ st R ARE g

A Beke Ao $49 3

w1 v
_(|){_44 _
fr F

R
ol ol
5
lo
M
N .
>
Buj
o
o, }ﬂ

offt
£, o, & O oh 10 My o ok o

—r
X
e
B
J m.l Eﬁ]’
>
op
o
rie
—r
oL
lo
>
K
et

4 %

£~
N Dy
—i;_ELrE
oo -
ROy
A )

o | OO I
ruO
KT
m
=l
tlo
4"
Hy
=3
)
OIN =
|
>
i ko

2
o
1z
[>
|mt
=2

)

™

_0‘114
i
o
N
E=3
my e
rlO -3
ol e
b o|X o
LR oX
ol
2 ¥
2 ‘E
Loy
e
£
T
—_

19,20)
(12)¢] d+= (9) AdFE 2vtEESY 233 7]

oo N ofy gt A

= q¥e sutew pasiglon s HAsE
R-A Hzo| Agxgs Fagich. ¥ A7z
(12) Q475 7o sk <% wAYSES 733

et
QUATE & £
S AREsle] EAel Hed 7m= g1y dd
(keystroke dynamics)® Z& 7H4 ‘3}‘3&‘4 a
2l A el glo] Fagh AL &
W(ex: FEl2y 4, tF Fd~ 27 A )
5 AAF s el ofelge] &g
AR tﬂ Jels ok A= 7
(distance-metric)& AFSg <15 7ol W3
A2 [22-25)7F sleh. 2 ofd e
A4l wgl7E ¥ AFgAH(imposter)2k 2 4
= AA dlolele] o] QI7FE AR} HlolE]
A z3eir) wiel g & °°]“E(fa1se
acceptance rate)s AT F ke W] &
At (26)A7= ol 53] fd& thE A=
715 (distance-metric) & AHESIH o FULFH

% (equal-error rate)S 712A1AL.

o 3o L N

el vlele An <A WHESH da A2
012 Bgae] wulel BHow A I A7
(22, 27-30)7F absle] gfeh. et el whol o

AR dolE o]*A(data noise), H|HEA

(non-university), Hlo] 2.4 1 9] =4
(distinctiveness) = A3 A

(unacceptable error rate)®} -2 WA= &
2 Qe AA 7S 58 AL TR ARE o
717F olsiehe Zlo] Ak wehA 1R o]
vlo] . AR E §3H(fusion) T & Y& ofF HlolL
AR QA A xHe] AokE Bl o]E S| ¢g
A4, 31-36)7F Ast=aL Qleh. 1 FolA oF
Hio]l 2 AR Q1A A|xE FellA 7|RE §jH I}
2R HP"]" ARE 3 712 (4, 34-36)d
T7F odek (4)9] 79 Al A AEslel
o1} Alg EH"4 _/,:7} T Aolx] eletAe] AHZo]
ojHrh= Aldto] v}, (34)9] A% 100%E ate
2 7|Re ¥ iﬂ dolefe} 2D dF o|vAE
A8l 57 A< (classification scoring)
oA ggsle] FUdeFE(equal error rate,
EER) 2.22%% 24 3}03‘:]‘ (35)9] 7% 30%<
Qe 7lRe 76k i A= dlolE, dF Z=
v} # (behavioral proﬁhng), ool zEulelg
(language profiling) dle|elE A3t o5 &
gste] U8 FE(equal error rate, EER) 8%
E sk &, 715E o A= de|e|e} A
o] dloelE A% A<l (36)3% 2 dAT=
FEAIgh

2 —Yl

FAA A 2~H] ?“éE‘C Flg 14Jr 7‘4

3.1 oAM= 2.2014 AR WiFi AP9] Al=x

AR HAS wedd 5 9l 4"AY AlF

9 (4-level trust assurance model)<]

. 3204 9] <AF 7]t‘lii AR

%& Wy gel shil (12)9] 239 Fus
ZO

Jﬂ (touch stroke dynamlcs 7 QdEe

3394 3.29] 1% =7E 3.19 4%

ot
kJ Pﬂ

ol 32y [ e

o 1% rlr o o\

ot
L



A B A 5 8}3] =

A

(2017. 10) 1037

Behaviors,
Status,
Location,
etc.

Implicit
Authentication
methods
(touch-stroke, face
recognition, etc.)

Trust
Assurance
Decisi

WiFi AP
Informations

Engine

No Authentication

Explicit

Authentication No

Request
(Password, PIN)
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Table 1. Password Structure Analysis

Type Complex Long— Wom
Basic | Complex

Total 3000 2054 990
Length 10.7 18.1 13.8
(std) (3.2) (3.1 (2.6)
small 68% 73% 57%
capital 4% 4% 12%
number 26% 20% 22%
mark 1% 2% 8%

A HxgE B4 At F4E AT 9, A
27F ol AMEEE 94 AEH~(Complex),
E#o]2 (LongBasic), e AL~
(LongComplex) F2H=e] disiy 10% o142
vl gl F= AFES Holy] i Ha 107 9
AEE S o & gtk Table 12 AZE

(Complex), &#lo]&(LongBasic), Z8x

Zd~(LongComplex) FHAH=Eo o
vehdAc) o)9} o] v|mA olZwWr) =
7]_;<] JH/\_ﬂc oleﬂ oz rﬂ-/\hﬂ— T 9=
<+ H2o 23 55 (level )22 =

HZE £F 3 (Level 3)9 o uhyoz:
6-digit PIN a5 AHelsisict. & s 2T
T 32 KA o|fr= vt A

A WA o]fE Wo AnEeEX HIL X ]01 /\]/\al

o4 6-digit PINS AH-317] wje]t
A AeI(37), t=Rol= 7]Hk 7HA 731] Au] 2~
(38, 39), ¥ql #al Q5S 7 & = sl
SK Telecom ¢ T <Q15(40)3 o] chubwie]
6-5#F PIN o] A8-5Ic},

T HARE HaHE Wl vlaste] Heky 2
HejAde] o]z} Hulaly] wiolct, Mokt &
3ko] (41,42)9] Aol 9shd 628 PIN & 5
TPsAe Ao of 2B =15372 olv] s
A= wH A 2 23S 2t
nbd ey Sl 6-digit PIN o] A=
WALS 57k o masiel. (43)9] el 9

[e]
3

=

O}L oX,
Bk oot
ot mju QY [

e o
o|N

3, AAaf e wpAlS o] 83t °]§ /‘]{P A
2 4127} Aele d bl $ele Ade &
6-digit PIN HMA& o]83F Q13 A7k HFHo
2 3.1% Zee= AS el & F i) o9} 2
& A= 6-digit PIN <15 WS 3etA 23 4
& A3l $lg A Wz Aoy AHA



1038 WA 2laz g Bde ST AHE

2

of\N

Aoy 4 x99

Table 2. The feature of authentication methods
corresponding to the trust assurance level

Time Strength
cost (Guessability)
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3 level(6-digit PIN) 3.1 15372
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Table 6. Reduction of the authentication cost with the proposed 4-level trust assurance engine

Col only Col + 1 method Col + 2 method Effects

13.3% 8.4% 10.5% )

Password | _ 5y 70, % 94 49) (=21.4%*39.1%) (= 10.5%*100%) 21.1%
o ] 4.4% 10.5% )
6-digit PIN (=21.4%*20.4%) (=10.5%*100%) 14.9%
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