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ABSTRACT

Windows hibernation is a function that stores data of physical memory on a non-volatile media and then restores the
memory data from the non-volatile media to the physical memory when the system is powered on. Since the hibernation file
has memory data in a static state, when the attacker collects it, key information in the system’s physical memory may be
leaked. Because Windows does not support protection for hibernation files only, we need to protect the memory that is
written to the hibemate file.

In this paper, we propose a method to encrypt the physical memory data in the hibernation file to protect the memory
data of the processes recorded in the hibernation file. Hibernating procedure is analyzed to encrypt the memory data at the
hibernating and the encryption process for hibernation memory is implemented to operate transparently for each process.
Experimental results show that the hibernation process memory encryption tool showed about 2.7 times overhead due to the
crypt cost. This overhead is necessary to prevent the attacker from exposing the plaintext memory data of the process.
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Fig. 1. Mapping Virtual Memory with Physical Memory
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Fig. 2. Hibernation Process
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Algorithm 1 Process Physical Memory Crypt Algorithm
1: procedure ENCRYPT MEMORY (map)
2 for all pfn € map do
3 if CHECK SYSTEM PAGE(pfn) # true then
4

EncryptPage pfn
: SetMap(pmap,pfn)
6: end if
7: end for
8: end procedure

9: procedure CHECK SYSTEM PAGE(pfn)

10: mmpfn < GetMmP fn(pfn)
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13: return true

14: end if
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Fig. 5. Physical Memory Encryption Algorithm
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Table 1. 32-bit System Hibernation File Encryption/Decryption Performance Results(1K Cycle Count)

Pr Normal Encrypting Over Pr Normal Decrypting Overh
rocess Hibernation | Hibernation | head rocess Hibernation | Hibernation ead
Encryption - 27,539,157 - Decryption - 24,505,760 -
Compress 20,121,841 29,918,528 1.49 || Uncompress | 20,922,312 | 21,321,762 1.02
Total 20,121,841 57,457,685 2.86 Total 24,017,952 45,827,522 1.91

Table 2. 64-bit System Hibernation File Encryption/Decryption Performance Results(1K Cycle Count)

Process Normal Encrypting | Overh Process Normal Decrypting Over
Hibernation | Hibernation ead Hibernation | Hibernation | head
Encryption - 26,583,024 - Decryption - 33,858,681 -
Compress 20,717,276 29,206,835 1.41 Uncompress | 35,184,199 27,386,215 1.41
Total 20,717,276 55,789,859 2.69 Total 24,017,952 61,244,896 2.69
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