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ABSTRACT

When the availability of embedded device is considered, combined countermeasure such as first-order masking and hiding
countermeasures is quite attractive because the security and efficiency can be provided at the same time. Especially,
combined countermeasure can be applied to the confusion and diffusion layers of the first and last rounds in order to
provide the efficiency. Also, the middle rounds only employs first-order masking countermeasure or no countermeasure. In
this paper, we suggest a novel side channel analysis with low complexity in the output of diffusion layer. In general, the
attack target cannot be set to the output of diffusion layer owing to the high complexity. When the diffusion layer of block
cipher is composed of AND operations, we show that the attack complexity can be reduced. Here, we consider that the
main algorithm is SEED. Then, the attack complexity with 2* can be reduced by 2'® according to the fact that the
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correlation between the combination of S-box outputs and that of the outputs of diffusion layer. Moreover, compared to the

fact that the main target is the output of S-box in general, we demonstrate that the required number of traces can be

reduced by 43~98% in terms of simulated traces. Additionally, we show that only 8,000 traces are enough to retrieve the

correct key by suggested scheme, although it fails to reveal the correct key when performing the general approach on

100,000 traces in realistic device.
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Table 1. Summary for general approach

The
Intermediate Attack Attack required
variable Scheme Complexity number of
traces
The output 16 2
of S-box SOCPA 2 ax (8612)
The output Windowing 16
of S-box SOCPA 2 a X0
The output 32
of G-function SOCPA 2 @

< SEED?] P-4 745 a83d& o, sl o
"}4 dEe wof AlAE onlgi). oA A A
3} o] AAl ¢4l 4ufo]E9} tjw] od4b 4ulo]EE
gl en o) AHushd o3 )

Proposition 21 2J8le] S-box &3Ho| e}lal
739 2H7ke] aEE 98 e AEHe] 1/8E
Astez e 35y = A (G)? (OR 8T
Ho}, AR, G-F 28-S A& ] ALHA o
on2 275+ 33 = 1l aolth

PN

5 =
He ahge. ool obd, wxgels) 4eE @
Jo G-@4 293 S-boxel Zl JRMAE

9. AGB= xor QA did ¥ == A
Fol ¢Jste] A@Bs (AVB)A(AAB)S o] gt
SRS
(AAB)® (AAC) & {(AAB)V(AAC)IA{(AAB)A
(ANC)}¢
= {AANBVO)IANAABACKH
= {AANBVOIAAANBAC))C
& {AANBVO)IAAV(BAC)Y
o HAAN(BVC)IAAYVIHAA(B
VC)IA(BAC))
& AA(BVC)ABAC)
<  AAB®C) O
nzgel 14 Beale] ¥ 299 F I
#He 23 frxdd olF $&lA 7z BE o

Table 2. Notations

Notation Description
i i byte (0<i<3)
Y, The output of S-box
Z The output of G-function
m” Masking value for the
output byte of G-function

el 1. (Zs®Ze) ={(Y1 Yo} A110000002} B
{(Y38 Yo} 7001100002} &b {(Y3b Y2} A00001100
2} ® {(Y2b Y1} A0000001 15}

b ® G-g E99] T el Bk thes)

L ofy
L oR
e

ZgEBm =(Y3A110011112) D (Y2A111100112)
B (Y1A111111002) B (YoA001111115) B m”
Zo®dm” =(YsA111100112) B (Y2A111111002)

@ (Y1A001111115) B (YoA11001111) & m”

HzAE] 1o o3}

(Zsdm”)® (Zadm”)

=73PBZo={Y3A (11001111260 111100112)
(111100112 111111002)
(111111002 001111115)
{Yon (001111112 110011115)
=(Y3A001111002) B (Y2A000011112) &

(Y1A110000112) @ (YoA111100002)

{ )
{Yon } b
Y1/ } P
}

S (ZsBZo) ={(Y1P Yo} A110000002} B {(Y3P
Yo} A001100002) B {(Ys Yo} A000011002}
{(Y2P Y1) A0000001 12}

O

He) 14 Beae] Shox £ 2Mo|E] i
Yuel el gt G- 29 2ulel= Al a5

S Y B AR Aels] ARET} 9lgs
B EFAAE oF o §a] Y& YRS 2

g R bl =2 X
£ oAe ol 4% A" BHL AR =,

ol v

L

Mo



998 SEED &% o3 @32]& dMA| 24 g BAeE 2= 2ad 24

Table 3. Summary for our suggestion
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