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Abstract  Since field control equipment such as PLC has no function to log key event information in the log, it
is difficult to analyze the accident. Therefore, it is necessary to secure information that can analyze when a cyber
accident occurs by logging the main event information of the field control equipment such as PLC and IED. The
protocol analyzer is required to analyze the field control device (the embedded device) communication protocol for
event logging. However, the conventional analyzer, such as Wireshark is difficult to process the data identification
and extraction of the large variety of protocols for event logging is difficult analysis of the payload data based and
classification. In this paper, we developed a system for Big Data based on field control device communication
protocol payload data extraction for event logging of large studies.
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hadoop fs -Is log
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grunt> log = LOAD 'log.txt" AS (time, source_ip, destination_ip,
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grunt> tep_only = FILTER log BY (protocol=="TCP’);
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grunt> log_group = GROUP log BY protocol;
grunt> STORE log_group INTO 'log_group.csv';
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4) HiveZ 0|28 0| 2E LU ==

hive> create table log (time int, source_ip string, source ip string,
destination_ip string, source_port string, destination_port string, protocol
itnéldif\ FORMAT DELIMITED FIELDS TERMINATED BY "\t';
hive> load data inpath ’/user/root/log.txt’ into table log;

hive> select * from log;

hive> select * from log where state = "TCP’;
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hive> SELECT count(protocol)
FROM log GROUP BY protocol;

hive> FROM log o

INSERT OVERWRITE DIRECTORY "TCP" SELECT o.* WHERE
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INSERT OVERWRITE DIRECTORY 'UDP’ SELECT o.x WHERE
protocol = "UDP’
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log$time <-as.factor(log$time)
log$source_ip <- as.factor(log$source_ip)
log$destination_ip <- as.factor(log$destination_ip)
log$protocol <-as.factor(log$protocol)

log$length <-as.factor(log$length)
log$source_port <- as.factor(log$source_port)

log$destination_port <- as.factor(log$destination_port)
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plot(head(sort(table(freqDestination), decreasing = T),10)) # 4+$l 107} ‘

e. FAo H=
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