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Design and Implementation of Personal Information Identification and
Masking System Based on Image Recognition
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Abstract Recently, with the development of ICT technology such as cloud and mobile, image utilization through
social networks is increasing rapidly. These images contain personal information, and personal information leakage
accidents may occur. As a result, studies are underway to recognize and mask personal information in images.
However, optical character recognition, which recognizes personal information in images, varies greatly depending
on brightness, contrast, and distortion, and Korean recognition is insufficient. Therefore, in this paper, we design
and implement a personal information identification and masking system based on image recognition through deep
learning application using CNN algorithm based on optical character recognition method. Also, the proposed system
and optical character recognition compares and evaluates the recognition rate of personal information on the same
image and measures the face recognition rate of the proposed system. Test results show that the recognition rate of
personal information in the proposed system is 32.7% higher than that of optical character recognition and the face
recognition rate is 86.6%.
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Fig. 1. CNN Algorithm Structure
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Fig. 3. Character Recognition Algorithm
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Fig. 2. Proposed System Overview
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Fig. 4. Face Recognition Algorithm

o+

=0

A

N
-

| [&
z
on| || | X
Tml el f o
ofam | | g ur 3
7% ._Nla_a =
(Y oh
icy o oy Br
T I % on
i35:7
O
o o) o o
7 53
m o T o =
Mo R 2
o n Y
A oy Ho
g Z_n ‘UI Nro
o o™ — =
oX oo ﬁ 2
ok o g nCub
— o
X O#E ;Iryl Y
T Na <0
® e
G+ [g ol
o= W OE
T o g = o
o W i | o
o 3 B Lo
(== Jo -
2 m oF <
= N o) o

Ko

sas C ol

Ao s}z

jgxsel

O

]

ol

3}

I

o) A] el

KD

J8 5. Mot otag gna|

2 o A

el Hlal =L G, g e

e

Fig. 5. Proposed Masking Algorithm
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