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D-PASS: A Study on User Authentication Method for Smart Devices
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ABSTRACT

The rapid increase in users of mobile smart devices has greatly expanded their range of activities. Compare to conventional mobile devices, smart
devices have higher security requirements because they manage and use various kind of confidential information of the owners. However, the cation
schemes provided by conventional smart devices are vulnerable to recent attacks such as shoulder surfing, recording, and smudge attacks, which are the
social engineering attacks among the types of security attacks targeting the smart devices. In this paper, we propose a novel authentication method that is
robust against social engineering attacks but sufficiently considering user’s convenience. The proposed method is robust by using combination of a
graphical authentication method and a text-based authentication method. Furthermore, our method is easier to memorize the password compare to the
conventional graphical authentication methods.
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