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ABSTRACT

The use of general IT resources in the Instrumentation and Control system(I&C) for the safety of Nuclear Power Plants(NPPs) is increasing.
As a result, potential security vulnerabilities of existing IT resources may cause cyber attack to NPPs, which may cause serious consequences not
only to shutdown of NPPs but also to national disasters. In order to respond to this, domestic nuclear regulatory agencies are developing guidelines
for regulating nuclear cyber security regulations and expanding the range of regulatory targets. However, it is necessary to take measures to cope
with not only general security problems of NPPs but also attacks specific to NPPs. In this paper, we select 42 items related to the vulnerability
inspection in the contents defined in R.G.5.71 and classify it into 5 types. If the vulnerability inspection tool is developed based on the proposed
analysis, it will be possible to improve the inspection efficiency of the cyber security vulnerability of the NPPs.
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