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ECQV Certificate Based Security Mechanism for End-to-End Security in IoT

Han-Beol Yeon*, Chang seop Park™®

ABSTRACT

IoT technology is evolving and related services and technologies are spreading throughout the life. These IoT technolog
ies make life easier for users, but they also have big threats like double-edged swords. Therefore, the importance of securit
y is emerging and related researches are actively proceeding. Existing researches have focused on reducing the computatio
nal load on the constrained devices, performing the DTLS for the end-to-end security from a network architecture perspec
tive. In this paper, we propose a DTLS protocol that uses ECQV certificate instead of existing X.509 certificate to reduce

the load of DTLS protocol from the network perspective. In addition, the proposed scheme is implemented and compared
with PSK and RPK modes.
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