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Design and Analysis of the Log Authentication Mechanism based
on the Merkle Tree

Jung yeob Lee*, Chang seop Parks

ABSTRACT

As security log plays important roles in various fields, the integrity of log data become more and more
important. Especially, the stored log data is an immediate target of the intruder to erase his trace in the
system penetrated. Several theoretical schemes to guarantee the forward secure integrity have been
proposed, even though they cannot provide the integrity of the log data after the system is penetrated.
Authentication tags of these methods are based on the linear-hash chain. In this case, it is difficult to run
partial validation and to accelerate generating and validating authentication tags. In this paper, we propose
a log authentication mechanism, based on Mekle Tree, which is easy to do partial validation and able to
apply multi threading.
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