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A Study on Establishment of Cyber Threat Information Sharing System
Focusing on U.S. Cases

Dong Hee Kim*, Sangdon Park*, So Jeong Kim*, Oh-Jun Yoon*#*
ABSTRACT

Today, information sharing is recognized as a means to effectively prevent cyber attacks, which are becoming more
intelligent and advanced, so that many countries such as U.S. EU, UK, Japan, etc. are establishing cyber threat
information sharing system at national level. In particular, the United States has enacted the "Cyber Threat Information
Sharing Act (CISA)” in December 2015, and has been promoting the establishment of a legal and institutional basis for
sharing threat information and the implementation of the system. Korea is sharing cyber threat information in public and
private sectors mainly through the National Cyber Security Center(NCSC) and the Korea Internet & Security
Agency(KISA). In addition, Korean government is attempting to strengthen and make legal basis for unified cyber threat
information sharing system through establishing policies. However, there are also concerns about issues such as leakage
of sensitive information of companies or individuals including personal identifiable information that may produced during
the cyber threat information sharing process, reliability and efficiency issues of the main agents who gather and manage
information. In this paper, we try to derive improvement plans and implications by comparing and analyzing cyber threat
information sharing status between U.S. and Korea.
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