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Abstract

With the development of cloud computing and widespread availability of mobile devices,
outsourcing computation has gotten more and more attention in cloud computing services. The
computation of bilinear pairing is the most expensive operation in pair-based cryptographic
schemes. Currently, most of the algorithms for outsourcing bilinear pairing have small
checkability or the outsourcers need to operate expensive computations. In this paper, we
propose an efficient algorithm for outsourcing bilinear pairing with two servers, where the
outsourcers can detect the errors with a probability of 1 if the cloud servers are dishonest, and
the outsourcers are not involved in any complex computations. Finally, the performance
evaluation demonstrates that the proposed algorithm is most efficient in all of fully verifiable
outsourcing algorithms for bilinear pairing.
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1. Introduction

With the development of cloud computing and widespread availability of mobile devices,

the cloud computing services are gradually coming in our everyday life. Cloud computing is
playing a more and more important role in many aspects, and finally it will absolutely change
our ways of computing. With the increasing availability of cloud computing services,
outsourcing computation has caught much attention from scientific community. By
outsourcing computation, resource-limited devices can outsource expensive computation to
cloud servers with more powerful computational ability. Though outsourcers can reduce much
computational time by outsourcing computation, there are also some security challenges needs
we pay attention to. Firstly, the computation tasks always contain sensitive and secret
information that should not be exposed to untrusted servers. Therefore, the first challenge is
the secrecy of the sensitive inputs and outputs, i.e., untrusted servers should not get anything
useful from the process of computing. On the other hand, the cloud servers are not fully trusted
and they may return incorrect results, so another problem we should focus on is the
checkability of outsourcing computation, i.e., outsourcers should have the ability to detect the
error if cloud servers are controlled by adversary and return invalid results. Of course, the
process of verifying should not be involved in any expensive computational operations.

Verifiable computation allows outsourcers outsource complex computations to untrusted
cloud servers [1, 2]. Firstly, outsourcers operate some simple computations to encrypt the
sensitive inputs, and then outsourcers outsource the cryptographic information to untrusted
servers. The cloud servers compute the results based on the cryptographic inputs and return
them to outsourcers. Finally, outsourcers verify the correctness and get the final outcome by
using the results returned from the servers.

The computation of bilinear pairing has been considered as the most expensive operation in
pair-based cryptographic schemes, and it is almost incapable for resource limited devices such
as RFID tags. The advent of intelligent society makes almost all mobile devices have
requirement to connect with other components of the cloud environment. Outsourcing
computation can guarantee that these devices are integrated into the network and cloud
securely. At the same time, a lot of computational time can be saved for devices those are
computationally incapable of carrying out cryptographic algorithms by outsourcing
computation to powerful cloud servers.

In this paper, we propose an efficient and fully verifiable algorithm for outsourcing bilinear
pairing based on two servers which means the outsourcer can detect the errors those servers
may make with probability of 1. By operating the proposed outsourcing algorithm, outsourcer
can obtain secure communication channels without exposing of sensitive inputs and outputs
when it wants to interact with the cloud environment. Furthermore, the proposed scheme can
be applied in cloud to achieve the fully verifiable communication such as proposed algorithm
can be used for identity-based signatures (IBS). Meanwhile, one side of the communication
can invoke proposed algorithm dynamically which means the proposed one is not only
designed for static inputs, i.e., if outsourcer needs to carry out bilinear pairing when receiving
the new inputs, the outsourcer can update the inputs and operate proposed scheme to achieve
the outsourcing of bilinear pairing.

The rest of this paper is organized as follows. In Section 2, we review the previous work of
outsourcing computations. Definitions and security model for secure outsourcing computation
are given in Section 3. Then, we propose the algorithm for outsourcing bilinear pairing and
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compare proposed algorithm with some previous algorithms in Section 4. In Section 5, we do
some experiments to evaluate the efficiency of the proposed algorithm. Finally, we make some
conclusions in Section 6.

2. Related Work

In the cryptography, many researchers do the work on outsourcing expensive computations to
untrusted servers. Chaum et al. [3] firstly presented the notion of “wallets with observers”, i.e.,
outsourcer’s computer installed the secure hardware to operate complex computations.
Hohenberger et al. [4] proposed the first formal model and secure-outsourcing algorithm for
modular exponentiations based on two untrusted servers. Then Chen et al. [5] proposed an
improved algorithm for outsourcing modular exponentiations, and it improved the efficiency
and checkability simultaneously. Green et al. [6] proposed the outsourcing algorithm for
attribute-based encryption, it reduced the time cost for outsourcers, but outsourcer could not
check the correctness of the results in this algorithm.

Bilinear pairing has many applications in many aspects, but it is the most expensive
computation in pair-based cryptographic protocols. The computation of bilinear pairing has
important influence on the efficiency of the algorithms, so plenty of work has been done to
improve the efficiency of computing bilinear pairing [7-10]. Chevalier et al. [11] proposed the
first algorithm for outsourcing bilinear pairing with single untrusted cloud server. Outsourcers
can detect the error with probability 1 if the server misbehaves in the algorithm, but
outsourcers need to do other expensive computations such as scalar multiplications and
modular exponentiations. Then Chen et al. [12] presented the first practical algorithm for
outsourcing bilinear pairing based on two untrusted servers, the outsourcers were not involved
in any complex computations, but the checkability of the algorithm was only 1/2, i.e.,
outsourcers also could be cheated by servers with probability 1/2. Recently, Tian et al. [13]
proposed two outsourcing algorithms, and one of them improved the efficiency when keeping
the checkability 1/2, another one improved the checkability to (1 — 1/3s)? where s was a
small integer, we could see that outsourcers could also be cheated by servers in these two
algorithms. Ren et al. [14] proposed an outsourcing algorithm, which had a high checkability,
but the outsourcers needed to communicate with the two untrusted servers more than one time
to get the results in their algorithm, which appended much more communication cost.

Our contributions. In this paper, we propose an efficient algorithm for outsourcing
bilinear pairing based on two untrusted servers. In the algorithm we presented, the outsourcers
can detect the errors with probability 1 if the servers misbehave. Compared with the
algorithms in [12-14], we improve the checkability to 1 and outsourcers never need to perform
any complex computations at the same time.

3. Definitions and Model

3.1 Bilinear Pairing

In this section, we introduce some properties of bilinear pairing [15-18], and give the formal
definitions and security model for secure outsourcing computations.

Let g be a large prime, G, and G, are two cyclic additive groups created by P and Q, and
the order of G and G, is q. At the same time, we definite G to be cyclic multiplicative group
of order q. We say e: G; X G, — G is a bilinear map with following properties:
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® Bilinear: e(aU,bV) = e(U,V)* foralla,b € Z;,and U € G,,V € G,.
® Non-degenerate: Thereare U € G; and V € G, such that e(U,V) # 1.
® Computable: For all U € G; and V € G,, there is an efficient algorithm to compute

e(U,V).
Bilinear pairing can be obtained by Weil and Tate pairing in super- singular elliptic curves
over finite fields [15-18].

3.2 Security Definitions

In this section, we introduce security definitions of outsourcing computations [4].

Hohenberger and Lysyanskaya [4] first proposed the formal definitions for secure
outsourcing computations, and we use the definitions as [4].

If there is an algorithm Alg with two parties, i.e., an honest but resource-limited party T and
an untrusted but powerful party U. At the same time, there is a party U’ instead of U works
maliciously, and records all the computations when it is invoked and T has access to. We
uniformly say T outsources some computations to U and (T,U) is an outsource-secure
implementation of Alg.

Next, we give the definitions of an algorithm with secure outsourcing inputs and outputs.
Definition 1 (Algorithm with Outsource-10). An Alg with outsourcing input/output should
take five inputs and generate three outputs. The inputs and outputs are classified by how much
the adversary A = (E, U") knows about them, where E is the adversarial environment.

There are five inputs in an algorithm Alg. The first one is honest and secret, which is
unknown for both E and U; the second one is honest and protected, which may be known by E,
but is protected from U; the third one is honest and unprotected, which may be known by both
E and U. The other two inputs are generated by the adversarial environment E. The fourth one
is adversarial and protected, which is known for E, but protected from U; and the fifth one is
adversarial and unprotected, which is known for both E and U. There are three outputs: the
first one is secret, which is unknown for both E and U; the second one is protected, which may
be known for E, but not U; and the third one is unprotected, which may be known for both E
and U.

Definition 2 (Outsource-security). We say a pair of algorithms (T, U) with outsourcing 1/O is
an outsource-secure implementation of Alg if:

Correctness: TV is a correct implementation of Alg.

Security: For all adversaries A = (E,U"), there are simulators (S;,S;) such that the
following pairs of random variables are computationally blind.

Pair One: EVIEW, o ~EVIEW, 4041, Which means that E get nothing useful about the
inputs and outputs during the process of TY.
The adversarial environment E gets the view by participating in the following real process:

EVIEW/yq = {(istatei,xfls,xflp,x;'lu) « I(1k,istate’™1);
(estatei,ji,xép,xéu, stopi) “— E(1k’ EVIEWrie',}l,xflp, x;'m);

(tstatei, ustate’, ysi,yzl;, y&) « TU'(ustate'™")

i—1 ]i ]l ]i . . . . 3 3
X (tstate' s Xysr Xppr Xiyyy» Xap Xqu): (estate', yp, i)}

EVIEW,eq = EVIEW,,,, if stop' = TRUE.
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The real process proceeds in rounds. In round i, the honest (secret, protected, and
unprotected) inputs (x,ils,x,ilp,x,"lu) are selected by honest process I, and they cannot be
obtained by the adversary environment E. Then E chooses the values of some variables based
on its view from the last round:

® E sets the value of estate; to remember what it will do next time when it is invoked,;

® honest inputs x}l;x{l;x{l; based on the inputs (x}s, x},, xf,,,) created preciously, and
E can specify the index j*' of them but not know their values;

® adversarial, protected input x5, and unprotected input x5, ;

® E chooses stop' to determine whether round i is the last round in this process.

Next, on receiving the mputs (tstatel 1 x,’ls,x,’lp,x,’m, xip, xk,), the algorithm TV’
produces a new state tstate’, the secret y!, protected ¥p and unprotected y! outputs, where
tstate'=1 is T's previous state. U’ saves the current state in the variable ustate' based on the
input of ustate'~*. Moreover, (estate’,y;, y.) are the view of the real process in round i.
The view in the last round is the overall view of the environment in the real process and
stop' = TRUE.

The ideal process:

EVIEW}eq, = {(istate’, x}g, xhp, xhy,) < (1%, istate'™);
(estatei,ji x,iw,x,ilu,stopi)
k i -
(_E(l EVIEWLdeal'xhp'xhu)'
(astate’, ys, yp, yu)
« Alg(astate'™?, xloxdt iy );

9 hs* Xnpr Xhw Xapr Xau
(sstate ustate’ YL,Y,j,replace)

U'(ustatei=1)

i-1 } }
«— Sl X (sstate xhp, Xhw xapl xauv yp! Yu)

(zp,zu) = replace (YL YY) + (1 — replace’) (v, vi): (estatet, z), z4)}
EVIEW,geq; = EVIEW},,q, if stop' = TRUE.

The ideal process also proceeds in rounds. In the ideal process, the stateful simulator S;
knows nothing about the secret input x} but given the non-secret outputs. There is a 1-bit
variable replace’ that decides whether the real values (y;, y.) outputs will be replaced by
some other values (Y}, ¥;}). In doing so, it is allowed to make queries to oracle U’; moreover,
U’ saves its state as in the real experiment.

Pair TwWo: UVIEW eq~UVIEW, 40a1, 1.€., the untrusted software U’, which is written by E ,
will not know anything about inputs and outputs.

The untrusted software U’ gets the view by participating in the real process which is
described in Pair One. UVIEW, 4, = ustate® if stop’ = TRUE.
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The ideal process:
UVIEW} oq = {(istate’, xhg, xh,, xh,) — (1%, istate’™);
(estatel, ji, xby, xky, stop?)

« E(1%, estate™*, x},, x}n, i1 vi71);

jUogt i i
hp» Xhw Xap Xau);

(astate’, ys, vy, Vi)
. i
« Alg(astate'™,x) , x

(sstate!, ustate')

U'(ustatei=1 . T .
S, (ustate™) (sstate'™%, xj,, xb,,): (ustate®)}

UVIEW;geq; = UVIEW],,,, if stop' = TRUE.
In the ideal process, another simulator S, only knows about the unprotected inputs
(xh,,, x5 and it can make queries to U’. As shown in before, U’ may maintain its state.

Definition 3(a-Efficient, Secure Outsourcing). If TY is a correct implementation of Alg and
the running time of T is no more than an a-multiplicative factor of the running time of Alg, we
say (T, U) is an a-efficient implementation of Alg.

Definition 4( 8 -Checkable, Secure Outsourcing). We say that algorithms (T,U) is a
B-checkable implementation of Alg if it is a correct implementation of Alg and if U’ work
maliciously, T will detect the error with probability no less than .

Definition 5((a, §)-Outsource-Security). Algorithms (T,U) is an (a, )-outsource-secure
implementation of Alg if it is both a-efficient and S-checkable.

3.3 Security Model

In this section, we introduce security model of outsourcing computations [4].

We also introduce the security model of [4] that Hohenberger et al. presented. In their two
untrusted program model,

® E writes the code for two untrusted servers U;, U; and gives itto T ;

® T installs this software in a manner such that all communication between E and U;, U,

must pass through T. We can get the new adversary A = (E, U;,U;).

If at most one of the servers works maliciously but we do not know which one, and security

means that there is a simulator for both. This is the one-malicious model proposed in [4].

4. Outsourcing Bilinear Pairing with Two Untrusted Servers

In this section, we propose an efficient outsourcing algorithm for bilinear pairing based on two
untrusted cloud servers. We also analyze security and verifiability of the algorithm, and then
compare efficiency of the proposed algorithm with that of previous algorithms.

4.1 The Proposed Outsourcing Algorithm

Similar to [4], we also need a subroutine called Rand to accelerate the computations. The
inputs for Rand is a large prime q , two cyclic additive groups G, and G, with order g, and
bilinear pairing e: G; X G, — Gr. The outputs for each invocation of Rand are a random
vector shown as follows:
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a.P, a,P, azP, a,P, asP,asP, a,P,
lel bZQl bSQl b4—Ql bSQ' b6Qr b7Q,
e(a,P,b1Q)7 1, e(a,P, (by + be)Q)™1, 1y, 1/,i € {4,5,6,7},
e(azP, (bs + b,)Q) 71, e((a4 + ag)P, sz)_li e((as +a;)P,bsQ)~. (1)
Where a,, -+, ay, by, ,b; € Zg, 13,1 € {—4,—2,—1,1,2,4}, P and Q are the generators
of G, and G, respectively; and
T3by = T6bs, Tsbs = 17b7;
T A4 = Tele, T5As = T7A7;
i7=4 b; = —by; Zi7=4 a; = —ag. (2)

In our secure outsourcing algorithm DBP, T outsources its pairing computation to U, and
U, by invoking Rand in one-malicious model. Two untrusted servers cannot know any
sensitive information about inputs and outputs of DBP.

Let g be a large prime, the inputs of algorithm DBP are two random points A € G;, B € G,,
and the output is e(4, B). Moreover, the inputs 4, B and the output e(4, B) are private to U,
and U,. The proposed DBP algorithm is shown as follows.

(1) Toimplement the outsourcing algorithm, T firstly runs Rand once to get a random vector:

aiP, a,P, asP, a,P, asP,acP, a;P,
b1Q, b2Q, b3Q, bsQ, bsQ, bsQ, b;Q,
e(alp' le)—l, e(aZPI (b4 + b6)Q)_1! T ri’li € {4;5;6;7}1

e(asP, (bs + b;)Q)7 1, e((ay + ag)P, sz)_l, e((as + a;)P,b;Q)" L.
(2) Then T queries U; in random order as

U;(A+ a,P,B+ b,Q) > e(A+a,P,B+b,Q) =64,
Ui(A+ ayP,bsQ) = e(A + ayP,b,Q) = aq4,
Ui(A+ azP,bsQ) — e(A + azP,bsQ) = ay;,
Ui(ayP, B + b,Q) = e(asP, B + byQ) = P11,
Ui(asP,B + b3Q) = e(asP, B + b3Q) = By,.

(3) Similarly, T queries U, in random order as

U,(A+ a;P,B+ b,Q) > e(A+a,P,B+b,Q) = 0,4,
U (A+ ayP,bsQ) = e(A + aP,bsQ) = ay,
U, (A + asP,b;Q) = e(A + azP,b;Q) = ay,,
Uy(agP, B + b,Q) — e(agP, B + b,Q) = o1,
U,(a,P,B + b3Q) - e(a;P,B + b3Q) = fBa,.

(4) Finally, T checks whether U; and U, create the correct outputs, i.e.,

® 0 =0,; 3)
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p p Tj+s
LE>0,ay; = a, “3
sl = b 7
Jj+51 = |"j+3 | Tj+s
T+3<Oa1] 2Jj+3=1
® a~check; (j € {1,2})1 . ! Tiss ; (4)
TJ+3 > O a ]+5 — aZj
el < eshd 7"
j+5 j+3p _Tji
+5 —
r1+s T S0 1] azj =1
s ( ’”}‘+5

I
]+5

{I ]+s > 0,‘31] ‘B;J+3
|

’
Tj+s
r]’+ <Ollﬂljﬂzj

® [B~check; (j €{1,2}) { a , ©)
Tj+3
I ]+3 > 0 31]+5 _ ﬂzj
+5| < |7}+3 {
| , ]+3
Tj+3 ]+s
L kT]’+5 <0, ﬂlj ﬂZJ =1

If not, T outputs “error”; otherwise, T multiplies the outputs of U; and U, to obtain that

e(A,b10)7! = aj1ai,az1a52e(azP, (by + bs)Q)e(asP, (bs + b7)Q)™1; (6)
e(a;P,B)™" = B11P12B21P22e((as + ag)P, b,Q)'e((as + a;)P, b3Q)~". (7

Then we can get:
e(A, B) = 911 e(alp, le)_le(A, le)_le(alp, B)_l. (8)

Correctness. We demonstrate the correctness of equations (3)-(8) here. On receiving the
results returned from the servers, we can use the properties of bilinear pairing, as introduced in
section 3.1, to prove the correctness of equations (3)-(8).

Equation (3): From step 2 and 3 in the algorithm, it is obvious that equation (3) holds.

Equations (4)-(5): There are some relationship between r; and r;, where i € {4,5,6,7}, and
r, 1 € {—4,—-2,—1,1,2,4}. For example, if j = 1, |rg| = |nyl and > 0, from step 2 and 3,

we can get ay; = e(4 + a,P,b,Q) and ay; = e(A + a,P,bgQ). Meanwhlle from equation

(2), raby = 15bg SO that we can obtain a;; = a,. Similarly, we can get that equations (4)-(5)
both hold.

Equation (6):
Q11 @120p102,€(azP, (by + bs)Q)~'e(azP, (bs + b,)Q) ™"
=e(A+ a,P,b,Q)e(A+ asP,bsQ)e(A + a,P,bsQ)e(A + asP, b,Q)
-e(ayP, (by + bs)Q) e(azP, (bs + b;)Q)™*
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e(A+ a,P,b,Q + bsQ)e(A + asP, bsQ + b;Q)e(ayP, (by + bs)Q) 'e(azP, (bs + b;)Q)!
e(A+a,P,b,Q + bgQ)e(A + asP,bsQ + b;Q)e(—a,P,b,Q + bgQ)e(—asP, bsQ + b;Q)
e(A+ayP,b,Q + bgQ)e(—a,P,b,Q + bgQ)e(A + asP,bsQ + b;Q)e(—azP, bsQ + b;Q)
e(4,b,Q + beQ)e(A, bsQ + b;Q) = e(4,h,Q + bsQ + bsQ + b,Q) ©)

From equation (2), we know that Y,7_, b; = —by, S0

Q1101201 z2e(azP, (by + be)Q)*e(azP, (bs + b;)Q) 7!
= e(A, b4Q + bSQ + bGQ + b7Q) = e(AI _le) = e(AI le)_1 (10)
i.e., equation (6) is correct.

Equation (7):
B11B12B21B226((as + ag)P,b,Q)"e((as + a;)P,b3Q)~"
= e(a,P,B + byQ)e(asP,B + b;Q)e(agP, B + b,Q)e(a,P,B + b;Q)

-e((as +ag)P,b,Q) e((as + a;)P, b3 Q)"
e(a,P + agP,B + b,Q)e(asP + a,P, B + b;Q)e((a, + ag)P, bZQ)_le((as + a,)P, b3Q)_1
= e(a,P + azP,B + b,Q)e(asP + a,P,B + b;Q)e(a,P + a¢P,—b,Q)e(asP + a,P,—b3Q)
= e(a,P + a4P,B)e(asP + a,P,B) = e(a,P + asP + agP + a,P,B) (12)

Similarly, we know that }.7_, a; = —a, from equation (2), so

-1 -1
,811,812,821B226((a4 + ae)P, sz) e((as + a;)P, b3Q)
=e(a P + asP + a4P + a,P,B) = e(—a,P,B) = e(a,P,B)™! (12)
i.e., equation (7) is also correct.

Equation (8):

From equations (6) and (7), we can get the value of e(4,b,Q)~* and e(a,P, B)™ L.

611 e(a;P,b;Q) " "e(4,b,Q) "e(a; P, B)™"

=e(A+a,;P,B+ b,Q) e(a;P,b;Q) te(4,b,Q) te(a;P,B)7 !

= e(4,B)e(A,b1Q)e(a,P,B)e(a,P,b1Q)e(a;P,—b1Q)e(A,—b1Q)e(—ay P, B)

= e(A4,B)e(4,b,Q)e(A,—b,Q)e(a,P,B)e(—a,P,B)e(a,P,b,Q)e(a,P,—b,Q) = e(A,B) (13)

So we conclude that the proposed algorithm is correct based on the above analysis.

Note: We first give an informal explanation that the inputs and outputs of the DBP algorithm,
i.e. A, B, e(A, B) are private for the servers. The formal proof will be shown later.

In the proposed DBP algorithm, we can see that there are some relationship between
by, bs, a4, as and bg, by, ag,a;, i.e., by =16bg, 15bs = 17b;, 104 = 1eag, 1505 = 1707,
where r;, 17 € {—4,-2,—-1,1,2,4}.

In the one-malicious model, we suppose that U, is dishonest, i.e., U; may want to guess
A,B,e(A, B). Because U; can get b,Q, bsQ, asP, asP with some probability, in order to
guess A and B , it needs to use the relationship between by, bs, a,, as and bg, b7, ae, a;. Since
that r;, r; are chosen randomly in {—4, -2,—-1,1,2,4}, so

bQ may be {1+~ +1; +2; £43b,Q ; b,Q may be {1+~ +1; +2; +43b5Q .

Similarly, asP may be {ii; i%; +1; +2;+4}a,P ; a,P may be {ii; i%; +1; +2; +4}asP.
Thus, U; may obtain bgQ( b,Q, agP, a;P) from b,Q(bsQ, a,P, asP) with a probability of
1/10. If U; wants to get A and B, the probability of getting correct bsQ, b,Q, agP, a,P

simultaneously from b,Q, bsQ, a,P, asP is 10~*. On the other hand, U; must ensure a;,

@12 , P11 » P12, and then get b,Q, bsQ, a,P, asP, and the probability is A% = %
5
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From the theoretical analysis above, we can get that if an untrusted server tries to guess both

A and B randomly, and the probability is 10~* ﬁ = % 107>, which is a small number and

it is near to 0. Most important, there is no way for U; to check whether the guess is correct. In
addition, e(4, B) is private for U; because of the randomness of Rand subroutine. Therefore,
the true inputs and outputs of the DBP algorithm, i.e. 4, B, e(4, B) are all private for the
Servers.

4.2 An Example of the Proposed Algorithm

Firstly, the outsourcer calls Rand once to get a random vector:

a,P, a,P, asP, a,P, asP, agP, a,P,

leJ bZQJ b3Q' b4—Q' bSQ' b6Qi b7Q,

e(a;P,b;Q)7%, e(a,P, (by + be)Q) ™7,
n=1,r=-2r=-1,rn=4r1r=-21ri==-2,r=-1,1r =2,

e(azP, (bs +b,)Q)7 1, e((a4 + ag)P, sz)_li e((as + a;)P,b;Q)~". (14)

Then T queries U; and U, in random order to get ten computational results:

U,(A+ a,P,B+ b,Q) > e(A+ a,P,B + b Q) = 044,
U (A+ a,P,b,Q) » e(A + a,P,b,Q) = aq4,
Ui(A+ azP,bsQ) — e(A + azP,bsQ) = aq;,
Ui(asP, B + b,Q) = e(asP, B + byQ) = P11,
Ui(asP,B + b3Q) = e(asP, B + b3Q) = By;.

U,(A+ a,P,B+ b,Q) > e(A+a,P,B+ b,Q) = 0,4,
U (A+ ayP,bgQ) = e(A + aP,bsQ) = ay;,
U, (A+ a3P,b;Q) » e(A + azP,b;Q) = ay,,
Uy(agP, B + b,Q) — e(agP, B + b,Q) = Bo1,
U,(a;P,B + b3Q) — e(a;P,B + b3Q) = ;.

Next, outsourcer checks the results those returned from the untrusted servers.
® 03=0x (15)

Becauser, = 1,17, = —1, i.e,, |rg] = |r,| and :—6 < 0. From equation (4), the outsourcer
4
checks whether
0(110(21 = 1 (16)
® a~check,
Similarly, < = =2,r, = 4, i.e, |r;| = |rs| and :—7< 0. From equation (4), we can also
5
get that the outsourcer checks whether
a1205, = 1. 17)
® [~check;
Because 1, = —2,1¢, = —1, i.e., |rg|l <|ry| and :—?> 0. From equation (5), the
4
outsourcer checks whether

Bt = Ba1- (18)
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® [~check,
We can also get r¢ = —2,7; = 2, i.e., |r7| = |rs| and :—Z < 0. From equation (5), the
5
outsourcer checks whether

P12Pa2 = 1. (19

If equations (15)-(19) all hold, the outsourcer can compute the final result:

e(A,B) = 611 e(a,P,b1Q) "e(4,h,Q) "e(asP,B)~" = e(4, B),
where
e(4,b:Q)7" = ay1a12az1az,e(azP, (by + be)Q)~*e(azP, (bs + b;)Q) ™,
e(a,P,B)™" = B11B12B21B226((as + ag)P, b,Q) "e((as + a;)P,b3Q) ™.

4.3 An Application of the Proposed Algorithm

In this section, we use the proposed DBP algorithm to outsource the identity-based signature
scheme [19].

Setup. Let G be a group of prime order g. The system chooses a generator P of G, picks a
random number s and sets Py, = sP. There are two hash functions H;:{0,1}" X G - Z; and
H,:{0,1}* — G, the master key is s and the system parameter is (P, Ppyp, Hy, Hy).

Extract. On receiving the identity ID, the private key generator (PKG) computes to get a
private key D;, = sH,(ID), and Q;p = H,(ID) is a public key.

Sign. On receiving the key D, and the message m, the signer picks a random number r and
computes:

U=1rQ;p,h=H (m,U),V = (r+h)Dp,

Finally, signer outputs the signature o = (U, V).

Verify. When the verifier receives the message m, identity ID and the signature o, it
operates and computes:

h = H,(m,U), U+ hQ,p, DBP(P,V) — e(P,V),
DBP(Ppubi U+ hQID) - e(Ppub' U+ hQID)v

Finally, it checks whether DBP(P,V) = DBP (Pyyp, U + hQjp).

Note: The outsourcer only needs to operate 1 point addition by invoking the proposed DBP
algorithm for achieving the identity-based signature in cloud, thus computational cost for
outsourcer can be greatly reduced.

4.4 Security Analysis

Theorem 1. In the one-malicious model, if the input (4, B) is honest, secret; or honest,
protected; or adversarial, protected, the algorithm (T, (U, Uz)) is an outsourcing-secure
implementation of our algorithm DBP.
Proof. The proof is similar to [4, 12]. Let A = (E, U1, U;) be an adversary that interacts with
algorithm in one-malicious model.

Pair One: EVIEW,oqi~EVIEW, 4o

If the input (4, B) is honest and secret, the behavior of simulator S; will be same as that in
real execution. The simulator S; will behave as follows. On receiving input in the round i, S;
will ignore it and instead make five random queries like (P;, Q;) to U and U;. Then simulator
S, tests all outputs from servers and sets the values on the basis of the results returned from the
servers. If S; detects an error, simulator S; saves its states and outputs Ypi ="error", Y} = 0,

replace’ = 1. If no error is detected, S; outputs ¥} = @, Yl = @, replace’ = 0; otherwise,
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S, selects a random element r and outputs Y;; = r, ¥, = @ and makes replace’ = 1. In either
case, S; also saves the appropriate states.

The inputs are chosen randomly and all queries those T makes to the servers are
computationally random in ideal and real experiment respectively. So we say that the input
givento (Uj, U;) inthe ideal and real experiments are computationally blind. If (U;, U;) work

honestly in round i in the real experiment, then T(U1U2) perfectly executes the algorithm in the
real experiment and S; chooses not to replace the outputs, so we can easily obtain that
EVIEW o ~EVIEW,40q;. If one of (U1, Us) is dishonest in the round i, then all errors those
servers made will be detected by T and S;, and resulting in an output of “error”. In the real
experiment, the nine outputs generated by (U, U;) are multiplied together along with five
random values. Thus, even one of (Uj,U;) behaves dishonestly, we also can get that
EVIEW,eqi~EVIEW;gea1-

Pair Two: UVIEWTeaINUVIEWideal

The simulator S, behaves as follows. On receiving input in the round i, S, will ignore it
and make five random queries to both U; and U;. After that S, saves its own states and the
states of (Uj,U;). These differences between ideal and real experiments can be easily
distinguished by E. However, E cannot communicate this information with (U;, U;). Because
in the i-th round of real experiment, T always makes its inputs look random to (U5, U3); and in
ideal experiment, S, always creates random and independent queries for (U5, U;). Thus, for
each round we always have UVIEW,oqi~UVIEW,4eq;-

Theorem 2. In the one-malicious model, the algorithm (T, Uy, Uz)) is an
(o (%),1)-outsourcing-secure implementation of our algorithm, where n is the bit length of g.
Proof. In the proposed algorithm DBP, T makes 1 call to Rand plus 6 point additions and 19
multiplications to get e(4, B). Moreover, it is well known that it takes 0 (n) multiplications in
finite filed to compute bilinear pairing [12]. Thus, our algorithm (T, (Ul,Uz)) is an
0(%)—efficient implementation. On the other hand, all the queries those T makes to the

untrusted servers can be verified successfully in proposed algorithm. So errors will be detected
with probability 1 if one of (U, U,) is dishonest.

4.5 Comparison

Table 1 presents the comparison among different outsourcing algorithms of bilinear pairing.
In the Table 1, s is a small integer, and we denote by PA a point addition in G4 or G,, by M a
multiplication in G, by MExp a modular exponentiation in G, by SM a scalar multiplication
in G, or G, by Pair a bilinear pairing.

Compared with algorithm in [11], the proposed DBP algorithm is more efficient with the
same checkability. On the other hand, the outsourcer needs to operate 10MEXxp plus 6SM in
algorithm BJN [11], and the computational cost of outsourcer is almost equivalent to compute
bilinear pairing directly. Compared with algorithms Pair [12] and TZR1 [13], the DBP
algorithm improves the checkability to 1 though a little computational cost is appended. In
TZR2 [13] and VBP algorithm [14], the outsourcer can check the error with a probability of 1
or close to 1. The proposed DBP algorithm is also fully verifiable and improves the efficiency
of the outsourcer when comparing with TZR2 [13] and VBP [14]. Thus, the DBP algorithm is
most efficient in all of the fully verifiable outsourcing algorithms for bilinear pairing.
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Table 1. Comparison among different algorithms

Algorithm  BJN[11] Pair[12] TZR1[13] TZR2[13] VBP[14] DBP

PA(T) 4 5 4 0(log s) 8 6
M(T) 6 4 3 O(log s) 14 19
MEXxp(T) 10 0 0 0 0 0
SM(T) 6 0 0 0 0 0
Pair(U) 4 8 6 6 6 10
MExp(U) 0 0 0 0 4 0
Servers 1 2 2 2 2 2
Checkability 1 1/2 1/2 (1- 3—1,5)2 1 1
Communication 4 2 2 2 4 2
Rounds

5. Performance Evaluation

In this section, we do some experiments to evaluate the efficiency of the proposed algorithm
for outsourcing single bilinear pairing to cloud servers. The parameters g is a random 160-bit
prime. The programming language is JAVA and we use the database of Java Pairing-Based
Cryptography (JPBC).

In the experiments, the cloud servers are simulated by a machine with 32 Intel Xeon CPUs
running at 2.6GHz and 16G RAM. At the same time, the outsourcer is simulated by a
computer with Intel core i7 CPU running at 2.6GHz and 4G memory.
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Fig. 1. Simulation for DBP algorithm
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In Fig. 1, we give the simulation for the proposed algorithm DBP, the outsourcer can detect
the error with a probability of 1 if the servers misbehave. It is obvious that the computation
cost for outsourcer is much smaller than that of computing the bilinear pairing directly because
a lot of computation has been outsourced to the cloud servers. So we can say that the proposed

algorithm DBP is an efficient outsourcing algorithm with full verifiability.

Then in Table 2 and Fig. 2, we compare the computational time of the outsourcer in DBP

algorithm with that of the algorithms in [11-14].

Table 2. Efficiency comparison among different outsourcing algorithms

3661

Computing time of T (ms)

R .

ounds 15 3NFT1] | Pair[12] | TZR1[13] | TZR2[13] | VBP[14] | DBP
100 7494 29 21 91 50 45
200 14975 59 43 184 100 95
300 20856 90 70 300 141 122
400 27803 121 93 357 184 166
500 36786 144 112 483 245 229
600 40857 175 130 584 272 245
700 51548 206 163 675 344 319
800 56924 233 175 735 379 350
900 63198 248 184 869 420 381
1000 72041 286 223 953 478 445
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Fig. 2. Efficiency comparison among different algorithms
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From Table 2, it is obvious that other mentioned algorithms are all more efficient than BJN
[11], because the outsourcer needs to carry out modular exponentiation and scalar
multiplication for computing bilinear pairing in BJN [11]. From Fig. 2, we conclude that the
proposed algorithm DBP is more efficient than TZR2 [13] and VBP [14]. Meanwhile, the
outsourcer only needs to interact with the servers once and can obtain fully verifiable results in
proposed one. Compared with Pair [12] and TZR1 [13], we improve the checkability to 1
though a little computation cost is appended, so that all potentially invalid results returned
from the servers can be detected by the outsourcer, where the checkability is only 1/2 in Pair
[12] and TZR1 [13]. Therefore, the proposed algorithm DBP is an efficient and fully verifiable
outsourcing algorithm for bilinear pairing in the one-malicious model.

6. Conclusion

In this paper, we propose a fully verifiable and efficient algorithm for outsourcing bilinear
pairing based on two untrusted cloud servers. Based on the two untrusted servers, the proposed
algorithm DBP keeps both inputs and outputs secret, and all outsourcing errors can be detected
by the outsourcer with a probability of 1. Compared with the previous algorithms, the
proposed algorithm DBP improves the checkability and efficiency simultaneously.

The proposed algorithm is constructed by using two non-colluding servers, which may be
impractical in current cloud environment. In addition, the outsourcing algorithm for bilinear
pairing with single server is not efficient such as [11]. Therefore, the future work is how to
outsource bilinear pairing efficiently based on single untrusted cloud server.
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