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HA| AR} A 7)< ol wet sste] £ Fat SNSol| e 2 mixE 1 Qith 1 A IR R
E w7 AU A1 &8l7) HiAEkA dojdth B AFolA= SNSE Hes = TR A Y oy E
At oW Zo] FFAI(Cl: B dREd 9 B HEd)S BEE SJAAE E4ske HEES Aljlet
Atk B TEE S5 HolHE e A, HolH Y 54 st 49 HolHE TS B} 1
g1 W GduF A FE2T AR gy AA ol 2T F8 74 840tk B AT Uy
2 AAR B APAAGA o] F5A] BA] 220 5dE] B 2Ed &8E o, A HolEE A1
A% 29 S5 25 BHske AGEUE AREEel dstd #Ase Aoy 719E FEW(Term
Frequency), MLE ol H3to] d53S AS3IAT

FA) | SVM, FEA1, Aol W, 9179, BaErtely

1. Introduction 2010). £3] B9 F1= 29 = Fay

SNS&= ZHQIZE oJAbAEE ofuEt nHAE 9 oju} &2o]
Z 83 Ad 2% A A3k A (Michaelidou HE-&

S 2y A& 7HAA gk
et al, 2011). ZL&{ut Ato] ] =] HA| SNS<| & B Bt WA e gorng 2%
ko] wel st Q)o ™ (Mazurczyk et al., glel 40| 7153} th(Balamurugan et al., 2007)
2016), L ¥ T shtE B F3(illegal webs] A Bl BWAel FuE g
ads)Z SNSol| th&Fo 2 wjxE o] /AR E & ke AS ALH 08 Fal, o] & AlzHld v
H R AY Ao F44RL #S 7A= Falok Fgol= EFeta, oA E 71EY &
5, FEAIE LB AAE Y¥ste v 2 W F3 AEE €A e AR e T E
A 84&E WwolsodA 1 Qlth(Jans et al, 7h, FEiAk AE AHE AXH AEA EY 3

* o] =F-2 20179 AE(SH) 9] YO SmAdTATY A Y& wol 2 H A7 (NRF-2017S1A3A2066740).
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WA TrAe AL Aok 28y Y Fas
1oyt F2jo] AR MAHA Jlonw
drbA ol AR o] ofyz), AR
Z e E4st] ted aAo] ot W
Fae dulelEd A o R e st
7] dEoll &3 o s HEjFo] A ¥, o|=
Aafl X Fare S A 8l tfgshA X3
B2 aHlAbEo] A% 717 Al e 3
AZF AAT

o]# gk o]+ SNSOIA = 2|72 (emergency
management)”} Z &3ttt 917] Bl B I
u shAet 22 Ak Asfel gty 913k A
(Waugh and Streib, 2006)¢|1}, o]l AR 3]

o} o] 2 A BATE AL

i
ru

WEY D FolA Al 3 Lojubs A=
Z3ofof Stk Afolu] WA AFEE 0§

st A AAIA o2 dojur] wiiel d&f =
7} Y 2ol o] Z2|(Hassan et al., 2012) A+
Al XA %471 wEolth

HESA ZollA doju= 2171 B 9171

5 &5 HTE 2t Hd @A Al B4
2 U= = tiWaugh and Streib, 2006). ©] Al
7 &5 sl et EAARA A F sy
7F & &40tk & A s dA AARES
2 UehE SNSA] A$of ojAste] Aoy
HE7F BAE AL JEA], B WA 7o) =
A=A E ot & lojok gt 12t SNS
o] wiAl& thekstal, vlolE o HRE Wisty]
ol o] & g1 ofste] FFHOE k= A
u]-¢- @2 Hgo] astAY Brhsste A
ARl Alarel ofste] tf-gste Aol mE

(Kumari et al., 2015).

Y0 1% rlo

BeTh nAoE B AT sex, ARA
AT 2% AT, 1ElT AR 27 A
53} Aol e

2. SNS sl

A2k AADRE diE 2480z A
A2 9171 Bl dEille AT 56 2
o] o]47 2 K(Dionne, 2013), < 9171 &g
HEH AL &2 A 52 g olroll B E
At 2Ae] AAA ol E, 71, AUA =
© T #dd ol o F72 APl o
st A ted 5 JlojoF
(McEntire, 2004). 53] A= Ao at& A4
T A A= =& ARl T Al
gt APEE o)A =Y

1985). 574 WA WHlsh= 9171 e
T e A #E A="e ZE Aod T4
dE9 S BAZAE 5+ 3 (Yates and
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7199 A3E SFA71H(Grace et al., 2015;
DeAngelo and Stulz., 2015), A4 &4-& 33

N
T
2
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)
tlo
g3
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N
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Gonzalez and Yun, 2013).

7199 28}l 5o &dsf o wet £17]
Helo] 9L IR ofle}t 2Eile=
Z 3= a1 Y TH(Nykodym et al., 2005; Banerjee et
al., 2008). &, SNS 22 Ato|H Fhol|A] Ay
e HEE 9713 ol &3t H 2
g3 FIt o= AfolH FZlo] W
7t BT HollA HAS B
3] SNS¢F 2 HA HHo] 7]&o] AtolH
EZ)(cyber-stalking), AFo]H ZZH(cyber bully),
olo]t] Z&(identity theft), Hlo] 2 2> -3 (virus
dissemination), WIES = % Y (network intrusions),
3 2 (phishing), 3 F ¥ (harassment), FH}
(threatening), =8 AF7|(financial fraud)e} 2
AtolH] WMol o}8-5 1 k= Holl FE S
L7} Aok

olZgt 9I71E #H ] A% FHoE F
Bl(business intelligence)L} B to] B2} 2
& S0l 1B H AL Uk WA SNS 22 Aol
H FFtlA Y f7]#elel /&3 7led s
SxE wHAlHY 7S o] &3 HHolE &4
Hol g@o] AMEEHI At dE 5 Naive
Bayesian Model & AF&-3}o] 4 3 W Y (junk mail)

F5 A3 A+(Sahami et al., 1998)°Al+=
T2 719 A 28l (rule-based  system) &2 T3-S

T Aol BeH BAE AHH AE

i o

[y Jn =%

i rlo 4

o r

N

2 3l I3 229} Gaussian Mixture Model <
&

2] 2
b | _—
2835t AFTE UThSreenivasulu and Prasat,

3 business intelligence WHE 917 &
AREE DL QlEH 27 AR A 2E FES 913
st5 29 283517 U (Flores, 2009), 717 A
g8t AF ZTAE sdstEE I
TH(Castell and Dacuycuy, 2009). =3+ €]

Aol Al o]2o] S8V E St FE
Z U BdEd AY 28 5 ogs ALY
o] A RYP S FEate] ZEAE FeolA
o AFH 71E E48HH(Zhao and Jiang,
2009) 1ol A2 A 22l B M 9
o}&}= Z(Lin et al., 2012)°] 7F538tch =3 4
olE| mlold 7ML BIZY 20X 9] AL7] ol
EZ wobstAYU(Jans et al., 2010), A3 ZALS
zrol) 7 U (Holton, 2009), A< 91715 #elsh=
o= 8% 1l lth(Folino et al., 2010).

28y Jan 5(2010)2] ATolA YERE 1)
oF o] A7] B & fI8lA AR FHIE Ev
&l AAE AgstE WS ARSESET] wEol
71E AFEE AR A A S FHE] ofew
oM 28T 5 vke IARe] A =
g o] 5 ATE AN BeElshs AgkE 4
o|E|ZHE 9] A7) WA EAlolaL, B ATl A
o2 sk SNSO| A-f-ole wiA7} theet
olF ¢lgo®w FFAHOR = AL ul¢ B
H]-g-o] ¥ Q3}t} (Kumari et al., 2015). wehA
ATolAe LE VESZ A4 F3HH
SNS HAIAE HAlHY 7S o]-&38ted 4

BASHE Weke ASRA F.
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3. YYE

3.1 HAHFQI 27|22 TZMA

718 U Z#H U I=EE Henderson
(2004)°] A7t tHEZo|t). 97]#e= SNS
FAAME Q332 E Henderson(2004)<] ZH|
UL FE 7102 SNS FHEe glojxle 917
e o]+ E <Figure 1> o] Az} $17]
= Az, Ede F, At AE, &3 Alol
3R A Y A A N FHoE
of BEE =], WA ARt SRl B F
28 917] A, AZIA ] $AY, TJE]a o]
Aol #EE vt gle =L 7Y 71EA
ojgh= Al FFE WA =3 &

S 2Ei BHUE, EXTD)EH, AHY

N R

Time Frame 7 ™ Damage Types
Disaster
Sudden Event Privacy concern
Gradual \ Monetary loss
Emergent \_°on SNS / Emotion
/// \\\\
// \
\
Human Issues . i
Cyber-geographical oo of pyman Life
Cultural .
Attitude Regional SNS Little
Perceptions Domestic SNS some
Behavior Global SNS Substantially

92 SNS(714 5 54 AHEARI el 5189t
WA SNS, AAAA SNS(HF=o] AY F)=
e 9tk mixgtoz QIzh AEAQ £l
BAeA Wk, 4T, Aoz vyold 4 9l
< Zlojth

<Figure 1>o14 WERd 917]9] ZH% 27
A3k} <Table 1>3} o] Ao]H H
U] ZRA2E AL

AA ApoluiE WA A Bl 97
&= OA| R EE AZ3) o] B 3
AEE 29 AAE ZUEHY sAY a2z

o] AAEE A AFE detske A Tl 23

K
f
o

o
vmu

(Figure 1) Matrix of conceptual characteristics of cybercriminality on
SNS and emergency management
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(Table 1) Emergency management process

Phase Description
Pre-Cybercriminality Risk identification Hazard (e.g. suspected illegal ads posted) monitoring and forecasting
Mitigation Awareness about risks and prevention

Risk transfer

Insurance, Reinsurance, Safety regulation

Preparedness Early warning systems
Post-Cybercriminality Emergency Response Damage assessment, Hazard alarm system, Accident announcement
Recovery Incorporation of cybercriminality mitigation components
ot o' ghsh= o dE = Atelw HF 9 ol th3t SNS AFUE AT e AF A
B2 &L Aassrug 2ol7] Hal 7189 =A).
Atolw] WF #He] AdS FHlskal AR wix] s} B dFelAe <F1gure 1> A Yehd 7% 5
© A4< T o 97] ke $171¢] oA U Apo|HZTHS Ao =3 AAbA] =
NS HLHN AT AD SAZA B L WEAA HT A SAE AT 5 e F
folut A7, S A A4F AolH 3 Az EWUE 9 EHTE)EH 22 AA
Fol mE ARSA V1€ FAV dgEn & BFe AR FASka tfSste] SNS ¢17)%
H](preparedness) o= Atolr] RE ol ts& 2l k= ool AS stz gk 1Elal 917

ISR BE A EE R R I
F 7Y, 7F B 1S TIPS 23 )
Axde FEEEE wHo] Eguh )
o= Abolu] WA ogetL e & Ut
A AR P ol U@ 34 99 o
7} =gA

SO ALE BT Bl 21F Al
@ g 9 wesh xEch A7 Al o)

3¢ aIAE WA A5 Fmol the B}

9471 W4 AR, 393 A A B LS
Felt PYol Pasieh Telm BT Ao] of
AA L] ol AolHYHE Bekst] A% o
o PSS A Zolth o Bof A,
6 L IT AZeke] AT, FE L YR B

o we ZEAs B AR Al
& 0 A Bel R WA Agels 91719 914

el A o] HE3c}
7t
| 32 QF 214

3

o ©

(e}
f=RecH
. o] 2 e a QoEE o]5S Y <l
£ B9, SNS A E9] 7 ATE o i 2 g
= - SNS AOIES) AFHE AT S SAT 2 FAE &8 4 ATt (Cui et al, 2016
T3 Heg Aol BHE Lozl iAot 7]
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Choi et al.,, 2015; Choi et al.,, 2016; Kim and
Kwon, 2016). WetA o7]oxE 22 2=
WAL BHAA ARE BHSE AA4E O
FEF 3tk

SNSe} & HiTtE gloJEelA a1
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Bt} 58 FF0E AMEStE Aol At 9t
2ol Ao FAET FARES AE3 A= o]
Zo] dAA A tiFoE slotof & tolH
o] W7 A Sl

%RH AEE TolE EHO]'Oq “Fiilegal’ =
+ ‘EHillegal’ S F-Hst= @Atk A 7
BS Sl AEd HolHE st HelHE e
HH 2 HlolEl7h FHAA EHAAE Y] &
Fall otk 3tk dHES A tiE 2 diF
J3 s H- = 20 ol £33tk IF o
=, X3, APt 2 dojr) Sojattkal st
g AAAQ oA AHEE Bed Ak
ol g WA A= ‘FHllegal’ C & EF3H FE=T

=3 e 9 oiRdd ddE Solvzte &
WA o= 7 v g B tiFYS o= A
9] 2ol AUt} olHF A= HAA T KA
= Y AR5 B4 ofHoh AME HANE

=AY v "ol *}3-4
st ¢ THEE
o wepA tiE 9 fﬂ-‘?‘?i# #AHE ol
AZYE R, T AR o] e M3 T 52 )AL
o|E XAH*E‘ A GA 23] AbolEol st
gc}-m o] Hm o;]_’_E_ ;{1;(4 pj—O]OH};q_o]: —{51_1;} ;_(}
HARE dgste] & 2 By TR oARE
IRIeh= A2 AR 2 ARHE AR 54|
T o] S Tk A wE AIRE Qbol]
23h7] olEe FHeEd ey AE 9"
< 71A7} )14t mdllo] REEoj x| A Hrt

AR, 7+ HolEE Corpus type o= WS
gt TAEA B 71ASE 37]1AQ] R H 2
E H°]HE Corpus® T F = -5 Xﬂ
A=, d2E do|HE Corpus® ¥
H2E nlojdo] Q3 gt EF7E 2
Z17F 913

YA, dl°]EES Document-Term Matrix & EjZ
a1, AA A st Zh ©o]e] TF-IDF
T3t} TF-IDF &2 7} dlo]g Algd &
&3 AA dloly ol Aol T
BZO J5E 7o A=A, HA £49 &
Aol A A FA419 §HE& ©o] HE dA 35
B2 dolE e &/l Ao r 2d 5 JUrh
dlo]E o wE o] B TF-IDF %2 <Figure 2>
o} 22 FHE AAET

(¢

stal

7t2%2 2t E4(Document)ol 3 E3taL, Al
22 B4 did AA FA4 Jgell A EAE o
318 FEolt}. Zzbel off7t Z; Al o=
Az #22 YE=X7t TF-IDF #o2 3%
A=At B Aol = E(column)oll E07H=
AN E B4 thd w4104 RIE 209 o9 A
o 2 39T Document-Term Matrixol| 4] Z+2+
o] ol3 = A& FAste] AA YEo] HolF
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write

(Original Words) (7|XH)

1

O 00 ~N oo b WM

Y
o

oAl &H

S

HE

=]
AL, ?——'_]“r“

A Y=
B AT = g5
30%= AFtTh.

0.182135

0
0.194277
0.194277
0.194277
0.194277
0.182135
0.194277
0.194277
0.208154

consultant name

(AtEFTh

0.170809

0.19521
0.182196
0.182196
0.182196
0.182196
0.170809
0.182196
0.182196

0.19521

(89)

0.16981
0.194069
0.181131
0.181131
0.181131
0.181131

0.16981
0.181131
0.181131
0.194069

(Figure 2) Document-Term Matrix with TF-IDF value

tho] ¥ TF-IDFY EA<
70%, HIZE ©]o]

tlole &

AXA, SVM Y A2 ghe

o:]]Z EHLQ

L=

=
HH A F

K
¢

<

AL,

o= ZE7HA]
HAES o] W wky

A A 5‘}1:]—_ SVM-&
N F8 IS

Hl=

=

ghol #F
gamma®} costZ}

d], gammat 32

FHOE FEI 2 A 7]&7]o]
J= AT =5

coste= THEAlo] 7HE
drdAE A7 o] F g

THsHEA 2 ==

B A= J,]ﬂ,] SZ}uE & 2= tune.svm

Heg

0]£-3}] gamma+= 0.5, cost=
AHTgE &

3l

108.2 3}

cost 4ko]

time apply form where condition
(AMZH) (A=) ) (=) (EXa)
0.338039 0.166496 0.169612 0.169612 0.376247
0.38633 0.190281 0.193842 0.193842 0
0.180287 0.180919 0.180919 0.180919 0
0.360575 0.180919 0.180919 0.180919 0.40133
0.180287 0.180919 0.180919 0.180919 0
0.180287 0.180919 0.180919 0.180919 0
0.338039 0.169612 0.169612 0.169612 0
0.360575 0.180919 0.180919 0.180919 0
0.360575 0.180919 0.180919 0.180919 0
0.193165 0.193842 0.193842 0.193842 0
HiX] 3k Qkel Yol Qagh Aol AAE B
4 2 HolEe] 3y % B o ¥E BHY
T Aok
4 MG
20
4.1 Clo[E{Al
B QT4 AE EEs] e e
7] -%Hﬁ 45 AHE Fs

EHi llegal’ Bl 17} FofH Ho|a,
9 i #Ho] ¢l

Y

2 Filegal’ BV} FofE Aol

shr g HolE
A B4 798

T3] Al EAH }6]'0"

A Q= HAAE S

Aok ey ARl FojR 7191E ol g7l
o] AT Aot Tl S(seed words)E 7]
e S Q%LSH Whes B2s Hstaok A
ot @olE ABL A4 ‘o= AP F 719
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dolz i, ESE Aol o] Wolg 2 A oz 338 JAc Tk grdn o
25 FHsIAT ‘dE 3 AR dolo] ESH mh Aol AEA dotiy] ffske] 719 E %
AM A AAE FACE <Table 2> 2 <Table HE O E9H HAo g st HolHE A
33 g Fa o7t FPHU Qsha, T we) aFdol o) A9ls Fuw
(Table 2) Sample SNS messages and keywords searched by ‘CHZ(loan)
Case SNS Message keywords
FED ofHEWERFTE7HA) WAGANEAA &Y =, | 85+, APAL, 1, 747, F7u, 7Hs, B
FAA T 7HeE mEYEs] FUAdES dF o FUtm | o, 3], 944, A}, A, g4, 5, A
mxpEsE 1 255 dAgE g3 FYAtolE BAAFUGm | o], A
1 (When it is difficult and difficult (up to 8th grade) ®IBusiness loan, | (8th grade, operator, high amount, unemployed,
charter loan, high loan, unemployed, anyone[®I®]On the same day, | anyone, possible, day, inquiry, principle,
inquiries are made on the day of the loan®]®|Distinct and clean | differentiation, work process, sure, amount,
work processes ensure guaranteed value for money[®)) difference, guarantee)
&7 A FANET s @ @ T 204013l d Ax g | B2 ARA, JHs, A=, 75E, 581, 59
@ x75Fol oA FgAFERE S (unemployed, debtor, possible, nationwide, 7th
2 (®Unlimited borrowers can borrow 4> 4 Anyone over 20 years old | grade, financial sector, approval)
@ XIf you are above grade 7, you are unconditionally approved for
the financial sector!)
old~s3,,E435 T, 297 FolAR, R AANAs | BH7], Folat
SEYEAUE~S old 7] & By v+ (atmosphere, no interest)
3 (Son ~haha,,.Be honest,,, with no interest in the atmosphere,,,Did
you have a loan?HeheDae Hyun Mums ~I see the atmosphere of my
son ~ M **)
(Table 3) Sample SNS messages and keywords searched by ‘Alxl(private loan)
Case SNS Message keywords
27t obrE] WelE, Eo] 33 AlEEe] 28 AREEZE W | 29, g8, & AR
H7H geth B e A A 23, §le AR BIAA 224 | (Bank, interest rate, money, person)
4 He Al
(No matter how low the bank interest rate is, the bond interest rate of
people who are in need is not lowered. People who have money spend
it cheaply, and people who do not have enough money to spend it ...)
FIAFEHES/EAA TN Z /A o)A obdUTE FaLat T | Sk BB, Aol &, Tk, T, A, F
20064 o] FAHF HA 8.9% ~20.9% FHEAF/HEL}SUT | A, FHE, AR, 28
5 (Used car mortgage loan / used car as it is ../ low interest rate / not | (used car, collateral, low interest rate,
a used car shit car installment vehicle over 2006 year minimum 8.9% | shaved car, installment, vehicle, minimum,
~ 20.9% There is no need for documents, no documents) no-show, documents, need)
HAAFE8.9% ~ 19.9% HAUNF=E 41T, AFTTE/S. T4 | A, =8, ), = A, &8 5,
TR HA, AR w8 AAEA dEetA e~ A8 Fg, 9A|, A
6 (Minimum interest rate 8.9% ~ 19.9% Maximum limit 40 million won, | (minimum, interest, maximum, limit,
no handling fee. Please refrain from paying a modest repayment fee. | handling, commission, moderate, redemption,
Please feel free to contact us ~) fee, exemption, consultation)
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(Table 4) Sample SNS messages and keywords searched by ‘©1|(overdue)

Case SNS Message Relatedness
A4 67185 Fo AAT o 100% 5 FAAAE gFFoIANA )
R LR Ves
(If you are credit 6/7/8th grade, and if you are not overdue, you will receive
100% approval.)
A 54 darkd A9F9H AT FLATE AUt
8 (Payment of overdue cash Cash on delivery small payment on the day of Yes
payment is available nationwide)
7}741 EHE AA Lol ERAT 719 tE AAEL st 23 o FRolA
% Ho) oz & AA Foo FIFE VA
(Although the delinquency rate for household loans has decreased, the
9 . . No
delinquency rate for corporate loans has risen to the greatest extent after the
financial crisis in most of the five major banks, which has had a negative
impact on overall profits.)
AME dHolErt thFdy 2golzte #¥ol Bz o= A4 5l s o] 3 A
JEAE BATA ©f AdelA= tlolE 9 oAM= Lt PCAIM A APIE ©]&3t] 4
/B H(legal/illegal) o, & B TEHEUA st oy, B =3 Ao AE JAle] 2=
i FRlshA @l s iR ddd 2](Crawler) & 2-&3I3th. 3 2 2012
dolERIA TS Hokth oE o, AAPgte 1€ 195E 20159 12€ 319704 39 7|3t
719E FRE JIYER HolHE AT A3 ¢ 8" HolHAY 1 A3 F 820, 123 1
+ <Table 4>} 2. of "olEl7t e Egler, AxdE st
15t ol A AR £ Ak <Table 59 2
tlolglol thete] F o] Aol P om
HEGH dEE SAAE HFsl LEZR (Table 5) The number of cases
7];3]_9&]:]_ 1 @3’»} -r]/] _o,_ ﬂ"jjr% 01_;;—4 collected by years
= ool F HolEdA = Y Faet #dH Year 2013 | 2014 | 2-15 | Total
o ST A A HelHANS wHEe] sU Number of |- 30 471 | 253880 | 245743 | 820,103
Uebstt). Z-2ke] HolH °ﬂ tiate] B o5 7] Cases ’ ’ ’ ’
Eo] 2ud F 101E1 T fﬂﬁ A A ES
2 A1, % Bo| AFANAN 242 70% o1 40 MA3
o] HlE&& OMUP" HF 719 == dAs
Ao, gt el o] Fd& A flste v
ooz HNAE AN o] aste] EYH, 3 o] A AYge stttk AA, HlE 2
w2, 7h0, B2D 50l 9 ARelA dHejglg  BAR THHoR FESAT. 5, & d ¢

128



KR Atole] SZh QFNME 2l S8AP| BX| BIAE ojo|d 2

(Table 6) Case frequency of one id and id type number

Ranges of the number

10~19 | 20~29 | 30~39 | 40~49 | 50~59 | 60~69 | 70~79 | 80~89 | 90~99 | 100~
of messages

Number of IDs 3956 974 399 244 211 144 97 97 80 748
#Hd 719EE 717 & gFoZ ZA ofo) tlolElo A 2kAlEtTh 8t HlolH F5& 9
o] 2Tk FHEUIh Ikl 7ile] U7 3 54 ololtE A4H 2§ FHs= FA
717kl tE4 #E 3 E Ukl 25 FA 3 Me AR FYT HolHE FEFHA 2
At g2 E3HA @& sloln, B4 FA¢ #E o7 R, HAEZ ti-S Eole Aol
HEH oFE Ao R S5 28 U 1 F&Hol7] ot F5 dlolEl AAE F 7t
FAS BHE 4L A AS THER0l =S A 2 71702 o]Fo H ot A WA 7|EL <Figure
ojt}, o]& 7pgsta, B Aol £HE ulR 3>3} o] AAtet fgo] s LT A5
4 B4 71 EE 7HAAL e 824 9] Sl o|t}.

24 2; ofoltf 7t Y S ES RSt AR T WA 71F <Figure 4>9F o] 2}
Atk 1 A e ofolt 2 iRy #d FEA F37F TGS A g-olth o] FFoll &3}
o]37} Eoizt 29 FAARIES}, T st = HolHELS HES Fslr] fste] A3
ofo|t] o] 427} <Table 6>3 o] A= YT} W82 2ot Hojr) 58 254 24 &

shtbel ololt &2 TR #A 71 =7t 59 o I8y 25 ¢a B o] Azl anA) H
=5 1074 o] A4 ofolt]= 3,95671 0Lt THOE AT X2 Qlojok stEE TR S
=H, 10071 o]’ 233k olo|t = 748710l o] & < Ol PARIE FaTt e =8 gav
ot A4 A= <5 HlolH, 53 EY #ES g3 HSHEE GU|A ") o] ARE 7|27
S By SR 85 HlolHE 753t slo] (Primary Key)E 4o ™ Ad<=9] tlo|EH & &
og2, oq7|AE 1003] o 2 233 748719 ZAoE B MAE ¢ ok ot AW ESE
ofoltj e} 11 & Atk o] ofe|r = A Aol 0 2 Holof o] & e EAR 7]
" 29 dgee BY dREY FRZot 3E A%eE A9 Bong B AFAe

5o 2 FEZL /v @]y 25 g5 FZo] B} g0 f&5A a5 7EI=E 4

11People who need living money but are afraid of high thresholds and high interest rates! We will loan 10% low interest loans to low-income / low-income people who suffer from loan-to-business loans.
IIPeople who need living money but are afraid of high thresholds and high interest rates! We will loan 10% low interest loans to low-income / low-income people who suffer from loan-to-business loans.

11People who need living money but are afraid of high thresholds and high interest rates! We will loan 10% low interest loans to low-income / low-income people who suffer from loan-to-business loans.

(Below is the Original Text)

NEEAZO| ZRAR £2 2HD 52 S FAR M HEY tiEd TSYE MU/ MAS MU 10%2 M3E|Z thEHE-LC
HEEAF0| ZQAE £2 2ED 52 327t FMR2 MU IR Y TfEC 28T MU/ HAS MU 10%2 MZ2|2 thESHE-LIC
nygxtgol ZosiRe 2 2 £2 227 FML2 MU HEY tE0 28Y= MU/ HaS MU 10%0] H32|2 HESHERLIT

(Figure 3) A case of identical contents
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70% payment (Non-payment, policy 50%) Information fee SK [70%], KT, LG [40%] P Kakao Talk SKY3426 https://t.co/ALHWYV8dDQ https//t.co/ey92LF2QiQ
Information fee SK [70%],KT, LG [40%] » Kakao Talk SKY3426 https://t.co/ALHWYV8dDQ https//t.co/ey92LF2QiQ
Information fee SK [70%],KT,LG [40%] P Kakao Talk SKY3426 https://t.co/ALHWYV8dDQ https//t.co/ey92LF2QiQ

Information fee SK[70%], KT, LG[40%] P Kakao Talk SKY3426 https://t.co/ALHWYV8dDQ https//t.co/ey92LF2QjQ

70% payment (Non-payment, policy 50%

70% payment

(
(
(Non-payment, policy 50%)
(

70% payment (Non-payment, policy 50%

(Below is the Original Text)

70% X2 (O], B4 50%) SEO|RF SK [70%], KT, LG [40%] 2HE2| »717t2& SKY3426 https:/t.co/ALHWYV8dDQ https//t.co/ey92LF2QIQ

70% X|2 (O], B4 50%) SEO|RF SK [70%] KT, LG [40%] SHEZ2p 717t2E SKY3426 https://t.co/4LHWYV8ADQ https//t.co/ey92LF2QIQ

70% A= (01, XY 50%) ZEOIEE SK [70%]KT.LG [40%] ST 22l » 7}7L2E SKY3426 https://t.co/ALHWYV8ADQ https//t.co/ey92LF2QQ
( HH A 50%)

70% X2 (O1'H, BHA 50%) FEO|LE SK[70%], KT, LG[40%] STE2  p FH7L2E SKY3426 https://t.co/ALHWYV8ADQ https//t.co/ey92LF2Q)Q

(Figure 4) A case of identical URL address
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B3 Y T TR A dole 75
AL EZ oA SVM €1E|ES o83t md
A8 2> (http://www.clfa.or.kr/page/popup_fesc.asp) : j:;: 01@@3 jz }E;A]EL- ATt o]/"] 1f
A BHA RS 235t} o] Alo]EdA] :}; o H] o i 7+ Hdl o 2
%33} o] fE= o] Alo|EV} EHASL A= M= RS . B o
713 Bdk 7] 2o] HojZ7] fRo|t). o] Aol W 1: MLE (Maximum Likelihood Estimation) —
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S FRZe YA FHIT B 4 Ak DA AT S B Tiem)
& AToAE 59 AolEd] 27150l = ® S gefshaL 1 ofFSel Ser &
£ HeHEE z3|ste] 237} ¢t H= AT oz AAsh= Wlolt T ol% =
By oAz AAsY < EHYERne] Fe gd ¥4, &
gilge] - = =

23] A} 43987 F 1413730] B wloJE, il
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Holl i3]l 10-fold cross validation.o-

33 A3} =29 EFYPLRE V)
Aoz (overall
accuracy)+
Al ke R o] Al 7‘3@5—7} %‘ﬂm’?—%ﬂ

o] ALE 9241%, =

HEane] 7sole

77.75%% Hlal ol vt s Holu
Aok =3 EHFae] 4, B =
o] ojd Ao=m AR AAT AeE 42371 F
1003 2.2 24%0°]31, =1o] opdE Eyo= &
A2 2 %ot &

(Table 7) Accuracy Comparison of Algorithms

Data Set Algorithm Overall Accuracy
Illegal ads on MLE 67.91%
loans Term Frequency 58.54%
Collective Intelligence 85.37%
Proposed 92.41%
Illegal ads on MLE 53.83%
visit sales Term Frequency 48.78%
Collective Intelligence 70.73%
Proposed 77.75%

5. EE

5.1 0|23 AlAHH

A B A= SNSoF 22 v Y Hloly ¥
e} vl ot wAYsk= 9171 ol
g E< AASAT=E oot Atk AA,
Henderson(2004)2] AT-& o] &2 ZItO.E 3t
SNSellAle] 9171 #ele] teft 545 Ao
nom, f71ae Ji‘ﬂ 25 A ofsto —ir—?— r
ARgE Aol A Faste R akith & AFollA

= Aol R oAy 7“](Pre Cybercrlmmahty) &+
2o A AR #1719 14 dA FFste] Al
kst ot 5 AFoAME BE 549 &
A E A5V Bastvs e Alsso]
T AT el AAE Al AT

A, SVMH 22 Ed &S e g9

Ao A8 o aEaloF sk A

E @4
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FHE 7IER/E 238 24 g FAE 44
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ME BAo] g84L8 238 Rols 22 ¥
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Abstract

Financial Fraud Detection using Text Mining
Analysis against Municipal Cybercriminality

Sukjae Choi* - Jungwon Lee** - Ohbyung Kwon™***

Recently, SNS has become an important channel for marketing as well as personal communication.
However, cybercrime has also evolved with the development of information and communication technology,
and illegal advertising is distributed to SNS in large quantity. As a result, personal information is lost and
even monetary damages occur more frequently. In this study, we propose a method to analyze which
sentences and documents, which have been sent to the SNS, are related to financial fraud.

First of all, as a conceptual framework, we developed a matrix of conceptual characteristics of
cybercriminality on SNS and emergency management. We also suggested emergency management process
which consists of Pre-Cybercriminality (e.g. risk identification) and Post-Cybercriminality steps. Among
those we focused on risk identification in this paper.

The main process consists of data collection, preprocessing and analysis. First, we selected two words
’daechul(loan)’ and ‘sachae(private loan)’ as seed words and collected data with this word from SNS such
as twitter. The collected data are given to the two researchers to decide whether they are related to the
cybercriminality, particularly financial fraud, or not. Then we selected some of them as keywords if the
vocabularies are related to the nominals and symbols. With the selected keywords, we searched and
collected data from web materials such as twitter, news, blog, and more than 820,000 articles collected.

The collected articles were refined through preprocessing and made into learning data. The
preprocessing process is divided into performing morphological analysis step, removing stop words step,
and selecting valid part-of-speech step. In the morphological analysis step, a complex sentence is
transformed into some morpheme units to enable mechanical analysis. In the removing stop words step,

non-lexical elements such as numbers, punctuation marks, and double spaces are removed from the text.

* Humanitas BigData Research Center, Kyung Hee University
** School of Management, Kyung Hee University
*** Corresponding Author: Ohbyung Kwon
School of Management, Kyung Hee University
26 Kyungheedae-ro, Dongdaemun-gu, Seoul 130-701, Korea
E-mail: obkwon@khu.ac.kr
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In the step of selecting valid part-of-speech, only two kinds of nouns and symbols are considered. Since
nouns could refer to things, the intent of message is expressed better than the other part-of-speech.
Moreover, the more illegal the text is, the more frequently symbols are used.

The selected data is given ‘legal’ or ‘illegal’. To make the selected data as learning data through
the preprocessing process, it is necessary to classify whether each data is legitimate or not. The processed
data is then converted into Corpus type and Document-Term Matrix. Finally, the two types of ‘legal’ and
‘illegal’ files were mixed and randomly divided into learning data set and test data set. In this study, we
set the learning data as 70% and the test data as 30%.

SVM was used as the discrimination algorithm. Since SVM requires gamma and cost values as the
main parameters, we set gamma as 0.5 and cost as 10, based on the optimal value function. The cost is
set higher than general cases. To show the feasibility of the idea proposed in this paper, we compared the
proposed method with MLE (Maximum Likelihood Estimation), Term Frequency, and Collective
Intelligence method. Overall accuracy and was used as the metric. As a result, the overall accuracy of the
proposed method was 92.41% of illegal loan advertisement and 77.75% of illegal visit sales, which is
apparently superior to that of the Term Frequency, MLE, etc. Hence, the result suggests that the proposed
method is valid and usable practically.

In this paper, we propose a framework for crisis management caused by abnormalities of unstructured
data sources such as SNS. We hope this study will contribute to the academia by identifying what to
consider when applying the SVM-like discrimination algorithm to text analysis. Moreover, the study will

also contribute to the practitioners in the field of brand management and opinion mining.

Key Words : SVM; Financial Fraud Detection; Cybercrime; Crisis Management; Text Mining
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