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A Study on Hierarchy-based Secure Encryption Protocol for Trust Improvement on
Multicast Environment of MANET

Yang Hwanseok

{Abstract)

MANET consists of only wireless nodes having limited processing capability. It processes
routing and data transmission through cooperation among each other. And it is exposed to
many attack threats due to the dynamic topology by movement of nodes and multi-hop
communication. Therefore, the reliability of transmitted data between nodes must be
improved and security of integrity must be high. In this paper, we propose a method to
increase the reliability of transmitted data by providing a secure cryptography protocol. The
proposed method used a hierarchical structure to provide smooth cryptographic services. The
cluster authentication node issues the cluster authentication key pair and unique key to the
nodes. The nodes performs the encryption through two steps of encryption using cluster
public key and block encryption using unique key. Because of this, the robustness against
data forgery attacks was heightened. The superior performance of the proposed method can
be confirmed through comparative experiment with the existing security routing method.

Key Words : Mobile Ad—hoc Network, Data Encryption, Hierarchy—based Protocol
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if (keyRequst (struct Cluster K ck, uni_key))
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