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Advances in information technology, communication and network technology are radically facilitating digital convergences
as the integration of human, equipment, and space in the current industry 4.0 era. In industry 4.0 environment, the vast amount
of information with networked computing technology can be simultaneously accessible even in limited physical space. Two main
benefit points out of these information are the convenience and efficiency in their online transactions either buying things online
or selling online. Even though there exist so many benefits that information technology can create for the people doing business
over the internet there is a critical problem to be answered. In spite of many such advantages, however, online transactions
have many dysfunctions such as personal information leakage, account hacking, and cybercrime. Without preparing the appropriate
protection methods or schema people reluctantly use the transaction or would find some other partners with enhanced information
security environment. In this paper we suggested a novel selection criteria that can be used to evaluate the reliable means of
authentication against the expected risks under on-going IoT based environment. Our selection criteria consists of 4 steps. The
first step is services and risk identification step. The second step is evaluation of risk occurrence step. The third step includes
the evaluation of the extent of damage. And the final step is the assessment of the level of risk. With the help of the above
4 step-approach people can systematically identify potential risks hiding in the online transactions and effectively avoid by taking
appropriate counter actions
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{Table 3> Authentication Attack Type

<Table 4> New Zealand e-Government Certification Standard

Standards Purpose

Guide to Authentication
Standards for Online
Services

Provides a high-level overview of the
NZ e-GIF authentication standards.

Specifies a business process for establishing
the identity of government agency customers.
Applies to offline as well as online services.

Evidence of
Identity Standard

Authentication Key Specifies the authentication keys to be used

Strengths for online authentication and protections

Standard necessary for the authentication exchange.
Specifies data formats for a set of customer

Data Formats for information data elements that government

Identity Records Standard | agencies may utilise in customer identity
records.

Specifies requirements for passwords used

Password Standard . ..
for online authentication.

Other authentication Specify the requirements for two-factor
key standards authentication keys used for online

(to be developed)* authentication.

Security Assertion Specifies messaging standards for
Messaging Standard communicating authentication assertions.

Attack Type

Corresponding Results

Fishing

Authentication means leakage

Authentication message tapping

Authentication means leakage

Authentication message Reuse

illegal access to Service

Relying party(Service Provider)
Camouflage

Authentication means leakage

Man-in-the-middle Attack

illegal access to Service

Session Hijacking

illegal access to Service

Social Engineering

Authentication means leakage
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1. Identify the scope of the service to be risk

Service
identification assessed
and 2. Identify transactions and key information
. . 3. Identification of hazards when no authentication
risk analysis

means are applied
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<Table 5> Certification Requirements for Risk Level Classifications

level

<Figure 1> Steps of 10T Risk Evaluation
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- Risk Level e . .
Estimate the . L o Classification Certification Requirements Rating
likelihood 1. Establishment of criteria for estimating likelihood
of a risk 2. Estimation of the probability of occurrence of risk Low password(8 characters or more) 4th
. One-Factor authentication without password
L Middle Enable authentication 3rd
. -f henticati
Estimate the 1. Establishment of standard for calculation . two-factor authentication .
amount of . High - use both password and OTP(one-time password)| 2nd
. of impact (Impact) . A
damage in case . - Public Certification
fd 2. Estimate the damage level
ot danger Highest - Use an authenticated certificate stored in Ist
1 £ HSM(Hardware Security Module)
1. Estimation of risk level based on damage scale/
Risk Level probability Risk Level F7F A & ard 2 tfea) 78 4]
Assessment 2. Determination of final risk level based on risk
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<Table 6> Risk Rating Based of Risk Level via Likelihood

& Impact
Likelihood
High Low
| . High Highest(1st) Middle(3rd) or High(2nd)
mpac
P Low | Middle(3rd) or High(2nd) Low(4th)
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<Table 7> Likelihood Level of Risks

<Table 9> 5 Types of Damage
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Damage Types

Descriptions

and reputation

Undermining trust | -

and reputation

Adverse effects on personal and corporate trust

Financial Loss

- Unfavorable impact on personal and corporate
financial situation

Productivity
Degradation

- Personal and corporate business productivity,
efficiency, adverse impact on service utilization

Infringement

Health and Safety | -

Adverse impacts on personal and business
health and safety

High Middle Low
Detailed - Big motivation |- Big motivation | - Small motiva-
. for access for access tion for access
Risk
Explanations |~ Easy - Not Easy - Easy
P accessibility accessibility accessibility
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<Table 8> Possible Outcomes of Each Risk Ratings based
on Likelihood Level

Violation of laws

- Adverse impacts on individuals and businesses
that comply with legal requirements
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<Table 10> Calculation Criteria for Damage Scale

Likelihood Possible outcomes
- Provide non-critical information about the service
Low - Service environment that is accessible to unauthorized
persons
- Provide critical information about the service
Middle - Service environment where access by unauthorized
person is difficult
- This service provides important information
High - Service environment that is accessible to unauthorized
persons
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Damage Types High Middle Low
Undermining - ¢yiicay Critical Limited!
. Long-term Short-term Short-term
reputation
Financial Loss Disastrous/ Significant/ Trivial/
Hard to Recover | Hard to Recover | Easy to Recover
Serious Significant Decrease in
Productivity | degradation of key | degradation of key | key function,
Degradation functions, functions, duration and
duration and scope | duration and range | scope
Health and . . - .. | Injuries that do
Serious injury | Injuries requiring .
Safety or death medical treatment not require
Infringement medical treatment
A violation that | A violation that | A violation that
Violation could have a could have an |has no decisive
of laws decisive influence | influence on influence on
on sentence sentence sentence
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<Table 11> Calculation Criteria for Damage Scale

Scale of ) )
Category damage High Middle Low
- Score
Likelihood Weight 100 50 10
High 1 100x1 = 100 | 50x1 = 50 10x1 = 10
Middle 0.5 100x0.5 = 50| 50x0.5 = 25 | 10x0.5 = 5
Low 0.1 100x0.1 = 10| 50x0.5 =5 | 10x0.1 = 1

note) the magnitude of the damage and the likelihood weights are
adjustable by the risk assessor and the service provider.
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<Table 12> Estimate Final Risk Level of IT Service

76~100 Highest | Requires 1st level authentication method
51~75 High |Requires authentication method level 2 or higher
26~50 Medium | Requires authentication method level 3 or higher
1~25 Low | Requires authentication method level 4 or higher

note) risk figures can be adjusted by risk assessors and service providers.
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