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A Method for Twitter Spam Detection Using N-Gram Dictionary
Under Limited Labeling

Hyeok-Jun Choi’ - Cheong Hee Park™

ABSTRACT

In this paper, we propose a method to detect spam tweets containing unhealthy information by using an n-gram dictionary under
limited labeling. Spam tweets that contain unhealthy information have a tendency to use similar words and sentences. Based on this
characteristic, we show that spam tweets can be effectively detected by applying a Naive Bayesian classifier using n—-gram dictionaries
which are constructed from spam tweets and normal tweets. On the other hand, constructing an initial training set requires very high cost
because a large amount of data flows in real time in a twitter. Therefore, there is a need for a spam detection method that can be applied
in an environment where the initial training set is very small or non exist. To solve the problem, we propose a method to generate
pseudo-labels by utilizing twitter's retweet function and use them for the configuration of the initial training set and the n-gram
dictionary update. The results from various experiments using 1.3 million korean tweets collected from December 1, 2016 to December 7,

2016 prove that the proposed method has superior performance than the compared spam detection methods.
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Table 1. The Description of Tweet Data
Date Spam Non-spam Total

2016/12/01 13,282 222,996 236,278

2016/12/02 12,602 234,885 247 487

2016/12/03 16,771 181,332 198,103

2016/12/04 17,047 165,097 182,144

2016/12/05 15,207 146,651 161,858

2016/12/06 18,721 146,586 165,307

2016/12/07 20,102 136,014 156,116

Total 113,732 1,233,561 1,347,293
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Fig. 1. An Example of Preprocessing
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Table 4. Twelve Features from [15]

Feature name Description

Age (days) of an account since its
creation until the time of sending the most
recent tweet

account_Age

no_follower Number of followers of this twitter user

Number of followings/friends of this

no_following twitter user

. Number of favourites this twitter user
no_userfavourites

received
no_lists Number of lists this twitter user added
no_tweets Number of tweets this twitter user sent

no_retweets Number of retweets this tweet

no_hashtag Number of hashtags included in this tweet

Number of user mentions included in this

no_usermention
tweet

no_urls Number of URLs included in this tweet
no_char Number of characters in this tweet
no_digits Number of digits in this tweet
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Table 5. A Confusion Matrix

Predicted label
Spam Non-spam
Spam TP FN
Actual label
Non-spam FP TN
L TP . TP
Precision = TP EP’ Recall = TPLEN’
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Table 6. Results When Using All Training Samples

Method | Classifier | Precision | Recall | F-measure | FP-rate
The NB 02549 | 09784 | 04045 | 02842
method in | RF 0.9870 |0.9194 | 09520 | 0.0012
(15] SVM | 08023 | 05737 | 06690 | 00141
NB.2%¢ | 09704 | 09813 | 09758 | 0.0030
NB.3g | 09749 | 09936 | 09842 | 00025
The NBdg | 09768 | 09950 | 09858 | 0.0024
proposed
method | NB5g | 09836 | 09940 | 09888 | 00016
NB_6g | 0.9916 |0.9899 | 0.9907 | 0.0008
NB.7g | 09954 | 09773 | 09863 | 0.0005

Table 7. Results When the Number of Spam and Non-Spam
Tweets is 13,282 Respectively

Method | Classifier | Precision | Recall | F-measure | FP-rate
The NB 02122 | 09854 | 03491 | 03645
method in | RF 0.8933 |0.9863 | 09375 | 0.0117
(15] SVM | 05205 | 09680 | 06770 | 0.0886
NB.2¢ | 09005 | 09921 | 09441 | 00109
NB.3g | 09036 | 09971 | 09480 | 0.0106
The NB dg | 09136 | 09967 | 09533 | 0.0094
proposed _
method | NB5g | 09255 | 09950 | 09590 | 0.0080
NB.6g | 09701 | 09902 | 09801 | 0.0030
NB_7g | 09862 |0.9765 | 09813 | 0.0014

Table 8. Results When the Number of Spam and Non-Spam
Tweets is 1,000 Respectively

Method | Classifier | Precision | Recall | F-measure | FP-rate
The NB 01910 | 09815 | 03194 | 04185
method in | RF 0.8218 | 0.9744 | 08914 | 0.0211
(15] SVM | 05320 | 09668 | 06862 | 00846
NB_2g | 08653 | 09878 | 09224 | 00153
NB.3g | 08637 | 09915 | 09232 | 00156
The NBdg | 09025 | 098%6 | 09422 | 0.0106
proposed _ _
method | NB5E | 09464 | 09675 | 09568 | 0.0055
NB_6g | 09885 |0.9347 | 0.9609 | 0.0011
NB.7g | 0995 | 08976 | 09444 | 0.0003

Table 9. Results When the Number of Spam and Non-Spam
Tweets is 100 Respectively

Method | Classifier | Precision | Recall | F-measure | FP-rate
The NB 02481 | 09688 | 03936 | 03013
method in | RF 0.6898 | 0.9598 | 0.8018 | 0.0435
[15] SVM | 04824 | 09691 | 06440 | 0.1036
NB. 2 | 06852 | 09811 | 08060 | 0.0454
NB.3g | 07958 | 09675 | 08725 | 0.0251
The | NB 4g | 09120 |0.9292 | 09203 | 0.0090
proposed _ _
method | NB5g | 09499 | 08650 | 09052 | 0.0046
NB.6g | 09941 | 07950 | 08834 | 0.0005
NB.7¢ | 09988 | 0.74%6 | 08537 | 0.0000
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Table 10. Results When an Initial Training Set is Small

n-gram Precision Recall F-measure | FP-rate
NB_2 0.8075 0.9483 0.8684 0.0246
NB_3 0.8380 0.9698 0.8985 0.0190
NB_4 0.9336 0.9628 0.9478 0.0069
NB_5 0.9627 0.9384 0.9504 0.0036
NB_6 0.9938 0.9015 0.9454 0.0006
NB_7 0.9984 0.8522 0.9195 0.0001

Precision, F-measure
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Fig. 5. Precision and F-measure When Using 5-gram

Table 11. Results When an Initial Training Set Does Not Exist

Classifier | Precision Recall F-measure | FP-rate
NB_2 0.8536 0.8863 0.8696 0.0151
NB_3 0.7823 0.9542 0.8598 0.0264
NB_4 0.7315 0.9537 0.8280 0.0348
NB_5 0.7267 0.9339 0.8174 0.0349
NB_6 0.7654 0.9000 0.8273 0.0274
NB_7 0.8111 0.8552 0.8326 0.0198
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Fig. 6. Precision and F-measure When Using 2-gram
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