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ABSTRACT

Unmanned Aerial Vehicles (UAV) that are piloted without human pilots can be commanded remotely via frequencies or perform
pre-inputted missions. UAVs have been mainly used for military purposes, but due to the development of ICT technology, they are now
widely used in the private sector. Teal Group’s 2014 World UAV Forecast predicts that the UAV market will grow by 10% annually over
the next decade, reaching $ 12.5 hillion by 2023. However, because UAVs are primarily remotely controlled, if a malicious user accesses a
remotely controlled UAV, it could seriously infringe privacy and cause financial loss or even loss of life. To solve this problem, a secure
channel must be established through mutual authentication between the UAV and the control center. However, existing security techniques
require a lot of computing resources and power, and because communication distances, infrastructure, and data flow are different from
UAV networks, it is unsuitable for application in UAV environments. To resolve this problem, the study presents a lightweight UAV
authentication method based on Physical Unclonable Functions (PUFs) that requires less computing resources in the ground Control and

Non-Payload Communication (CNPC) environment, where recently, technology standardization is actively under progress.
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Table 1. Proposed Protocol Parameters

Notation Meaning
1D Identity
CV Challenge vector
RV Response vector
C Challenge value
R Response value
Ni Nonce
Ti Time stamp
SK Session key
M Encrypted message

PUF() Physically Unclonable Function

hO Hash function
EO Encryption function
DO Decryption function
0 Session key generator
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Table 2. Comparative Security Analysis

Verma Studer Wang Proposed

et al. et al et al scheme
Eavesdropping (0] (0] (0] (0]
Masquerade attack O O 0O 0O
Physical attack X X X O
Replay attack X (0] O O
Data modification (0] (0] O O
Row resource X X A O

O: Support, A: Not fully support, X: Not support
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