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Abstract

This paper proposes a smart phone authentication method based on user's behavior and habit that

1s an authentication method against shoulder surfing attack and brute force attack. As smart phones

evolve not only storage of personal data but also a key means of financial services, the importance

of personal information security in smart phones is growing. When user authentication of smart

phone, pattern authentication method is simple to use and memorize, but it is prone to leak and

vulnerable to attack. Using the features of the smart phone pattern method of the user, the pressure

applied when touching the touch pad with the finger, the size of the area touching the finger, and the

time of completing the pattern are used as feature vectors and applied to user authentication

security. First, a smart phone user models and stores three parameter values as prototypes for each

section of the pattern. Then, when a new authentication request is made, the feature vector of the

input pattern is obtained and compared with the stored model to decide whether to approve the

access to the smart phone. The experimental results confirm that the proposed technique shows a

robust authentication security using subjective data of smart phone user based on habits and

behaviors.

» Keyword: Touch pressure, Size of contact area, Pattern input time, User habits and behaviors, smart

phone authentication
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1. Biometric authentication
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4. Authentication based on behavioral characteristics
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2. Authentication Process

2.1 Feature Extraction
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Fig. 2. Pattern comparison between user and attacker
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step 1. Refer to the enrolled pattern
=[P ST]

PATTERN LOCKER

step 2. Decide the authentication
if dist(P,p () <0
then if dist(S,s;(y))<e

then if dist(T,t;(y))<t, accept

else reject

Fig. 3. User(subject) input patterns for reference model Fig. 5. Authentication process
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Table 2. Pressure, Area, and Diff_Time for node to node

Node 1 2 5 7 8 9 Pacsate: nsatess excaume: 10
P | 0.3206 | 0.4168 | 0.4809 | 0.4809 | 0.4809 | 0.4488 w2 w2
S 25.6476 | 33.3418 | 38.4714 | 38.2714 | 38.4714 | 38.9067 pFETMEs A pFETMES 38
(a) user’s pattern (b) attacker’pattern
T 0 251 290 400 327 163

Fig. 6. Pattern authentication between user and attacker

Table 29 #ES 2% N2 S2aha ~nfEE ALg4

Qo] AHSULE FAUS B2 oJa) AL el agm  Fis 6% @AM Rl ARE b) A7) S
o1% 915 A Table 2904 AAE gt vlwstel Q1 oy ATE HTE FAWE AGE Awsha .
& A4,

Table 3. Pressure, Area, and Diff_Time of user

0.3206 | 0.4809 | 0.4809 | 0.4809 | 0.4809 | 0.4488
25.6476 | 38.4714 | 38.4714 | 38.4714 | 38.4714 | 38.4714
0 311 366 434 350 217
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Table 4. Pressure, Area, and Diff_Time of attacker

Node 1 2 5 7 8 9
P 1.0 1.0 1.0 1.0 1.0 1.0
S |80.0000 | 80.0000 | 80.0000 | 80.0000 | 80.0000 | 79.1542
T 0 383 400 499 334 683
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V. Conclusions
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