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Secure NTRU-based Authentication and Key Distribution
Protocol in Quantum Computing Environments

SeongHa Jeong*, KyungKeun Lee”,

ABSTRACT

YoungHo Park™"

A quantum computer, based on quantum mechanics, is a paradigm of information processing that can

show remarkable possibilities of exponentially improved information processing. This paradigm can be

solved in a short time by calculating factoring problem and discrete logarithm problem that are typically

used in public key cryptosystems such as RSA(Rivest-Shamir-Adleman) and ECC(Elliptic Curve
Cryptography). In 2013, Lei et al. proposed a secure NTRU-based key distribution protocol for quantum
computing. However, Lei et al. protocol was vulnerable to man-in—the-middle attacks. In this paper, we
propose a NTRU(N-the truncated polynomial ring) key distribution protocol with mutual authentication
only using NTRU convolution multiplication operation in order to maintain the security for quantum

computing. The proposed protocol is resistant to quantum computing attacks. It is also provided a secure

key distribution from various attacks such as man-in-the middle attack and replay attack.
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Fig. 1. Key distribution scheme of Lei et al,
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Fig. 6. NTRU key distribution protocol of the proposed scheme,
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Table 2. Analysis of Proposed Schemes
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