ISSN 1975-8359(Print) / ISSN 2287-4364(0Online)

The Transactions of the Korean Institute of Electrical Engineers Vol. 66, No.9, pp. 1373~1378, 2017

http://doi.org/10.5370/KIEE.2017.66.9.1373

g Ul HERA S419 7sEds fIeh stedof 7w A

Basic Design of ECU Hardware for the Functional Safety
of In-Vehicle Network Communication

bR AL

T

(Hyun Chul Koag - Hyun-Sik Ahn)

Abstract - This paper presents a basic ECU(Electronic Control Unit) hardware development procedure for the functional safety
of in-vehicle network systems. We consider complete hardware redundancy as a safety mechanism for in-vehicle
communication network under the assumption of the wired network failure such as disconnection of a CAN bus. An ESC
(Electronic Stability Control) system is selected as an item and the required ASIL(Automotive Safety Integrity Level) for this
item is assigned by performing the HARA(Hazard Analysis and Risk Assessment). The basic hardware architecture of the ESC
system is designed with a microcontroller, passive components, and communication transceivers. The required ASIL for ESC
system is shown to be satisfied with the designed safety mechanism by calculation of hardware architecture metrics such as
the SPFM(Single Point Fault Metric) and the LFM(Latent Fault Metric).
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F AR W ohst "o AlAE0l 71E9 q¢F & JIA F
1E olgst AIAHOA FA FARE ol&8t AlAHOZ AL
7AW 2 obdy HHE IS 7|s0] FEEHOR
A AR W R®RF BEQ 7t IA SrYekal AUtk ool wek &
g W AX ZARQ uFgoz Qs Eas 4= Q= A E
Aghg QlAlska olof thst thdl =g Sl A”E AMAFAYU
Slalshy, AIAEIS] AFEE =0]7] fIst 7Is F&(Functional
Safety)9] Q40| =oAL UCH1][2]. olHs Q7o B0
FHY OEM 2 F£Q EE UAE SHC=E MEQ JHd ik
H7lof o2& FAl 8¥ F7]oA P QT Areg Holsto] kb
2o 75 orEg SRS st A Vs obRd =Al BFEQ
1SO 262627} AIBEOH, =W REEHRoIE o] ®FECH]
E AE Jdo] Q7w ATHS].

TSh AR W AR BEo] BU1E mel AA BEE T
= 0|2 AoIsh] st ECU(Electronic Control Unit) 7 HiAIQ
71 E7tsto] BAQL A HI8O] Eofutal, RO FHIHO|
QoJRIA =HQITH4] [5]. oSt BAE didshy] Qal thee A
ARSI ECUE BILEel HAR dZ5H0] wid =5 £9 CAN,
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FlexRay 9} Z<2 A W UEYA AlAgo] SZ6I
gu 94 HEQA AIAEE B, 2t 59 1go]
Aom, Ol SFXIe] ™o AEHOEHRE =& 1F
20| QFECE olyst &l thAGH] Qs CAN HEED
C&3h, F715Q1 CAN HA 316 59 HhiHo] 3w glA|eh
Aat Ze 94 HEYAS 18e BEFFoz sidstre of
Ch wEta] X W 4 HEYIE B4 HEYIZ HESHA
Lt thAlstr] Qlsh i A7 Al al O™, 53] ZigBee
Ue FESTEoE 6t Hel UENA g4 Js, B2 A
g 4 59 ZHe 7HNA Qo] A W R4 HEYIE W
Matzlol AHghet BA WHEQZA ZZ2EZE EUEL ot
[7]18].

2 =FolA= Al X UEYIQ CAN =9 At
e NFORRE XFH9 Vs e HsH] fste] 71ES]
FA UEYFO ZigBee P4 HEJIE ¥Edl= HEYA Al
2HIE Aeretal 1SO 26262 #EQH W ECUTH 841 AlAH
o] st=go] AA ARE AAlsit) olg flgt thel olojHIoR
ESC(Electronic Stability Control) AlAEIS AAESHH AAr Z#
91 ESC AIAHOA HHlEH = 9l= BlLte fIFHESZ CAN
LEO BAE JPFSIt olo] thigt glAad HUHE S8 5%
ASIL (Automotive Safety Integrity Level) S&< Z&sH
& EixSafety Goa)E AdotH, =EH od #IH QAL
HIZOR 7|2 SI=HolE AAISITE CAN E7F TR
2, BA HEA Z2EZE 0|85ty sS4l AT +
oA HAUSES AAshH, oSt ord HALIZO] ALH st
Yol HFHo= Fristo] LHE ASIL s50A Q+dk= 7]
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2. ESC Al2"9] Fo] AA
F A9 oSt RAROIE QIote] FFRoZ2 QFE =
ESC Al2Ele Qubslog T8 13} Z0] ESC Aoj71et R =
dg olgsto] AEs = ATH9l. ARRIZREES 18k Q2o
ESC Aof7|et A HEZ FMgwn, o] Rakztar i RUR
BHE e IEE Yoz o= 2-Afk Fx HEZEE
71% 2 &LE(Reference vaw rate)S AAISICE ESC Aoj7]=
71E Q £E0F AR AA| @ £EE Hlulsio] o Ydtog
2} \iF9] 71& Ales Ed(Reference brake torque)E AlAFSHH,
Ol CAN UEQIE &d A REE MUErh &=t A 2
a2y & e AR Q 5, ARG 59 HEO| CAN U
EQAE Ed ESC AlAHOCRE mtd o] EEEHEE, CAN
YEQ T 1A 2 A] ESC A|AEIO] AR Exbo] Brls
SiT meta] B =Roixe A W UEYJZY JFOE Qs
ESC Al&HEOAS] Hakg EASkL olof 7|FEst0] Vs oA
o] BgH A& W ECU 7t B4l AIAHY SIEYAE AASITY.

ESC System

5 2-DOF

| | Reference Tref Yaw Vehicle |
r Model Rate Model
v Controller
Error Tb.rs 7

w, V> T;

0 : Steering angle V': Vehicle speed

~: Actual yaw rate Yres : Reference yaw rate

T, : Brake torque Tyer + Reference brake torque

w: Wheel angular velocity

8 1 ESC Al~E9] &of AA
Fig. 1 Block diagram of ESC system

3. ISO 26262 B&EQ FHAEA O] TE ESC A oj7]
StEgo] A

O] 7)150RE BEOM IS0 26262% 10709 Part@} 43
N9l @7 AR (Requirements) Tx= ALl AR (Recommenda-
tions) 22 AL 0] o, ME ML F7|HE ALL 7o)
O|2&= A MY F710)A9] oFd & QPANEE AAlstal @l
]:]._ 5\:_“6_]- 7_][— Part 1‘% /\}§ i]—E%l\‘loﬂ nj-E EE“ 7HL=]Q 7]1:]}0
2 AE N Z2AA7F IR, FA 2248 5 sy 12
Mas MEEA (Part 3), AlAE e ASE l(Part 4), 5t
o] 2 MEANL TAPart 5), AT i&E?ﬂOi g A
EZ0E ©AI(Part 6)0ICH10]. 2 =Rollde= ESC AIZEE the
OF IS0 26262 #ECe] S EXE wet dASte ERE Al
Qtstal SI=Ro] HEZ ditg Eot0] Qkl= ASIL &30
NEEES HoZ|Z2 St
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31 /g A

W8 ©EA|(Part 3 : Concept phase)OAl= olojEl HOE =5
0] 712591 7)s€ Folokal otolgolx] Bhgt = Q= LIS

gt gl4~3 B7IE Sl OFF BEE E=ESITE ESC AojAlA
gof tist ololgl Fol9] o= & 13t 2t

E 1 ESC Al2gEo] ololg o of
Table 1 Item definition of ESC system

[tem Function | Yaw stability control of a vehicle

When the intended direction is not the
same as the driving direction, the direction
Item of vehicle is controlled to follow the

Description intended direction by braking individual
wheels based on measurement of steering
angle and yaw rate.

Unintended operation
ez Late operation
Malfunction .
No operation
2 2440, =24(E), 7HRog ol mE ASIL S5
g
Table 2 ASIL determination based on S, E and C ratings
. i Controllability class
Severity class | Probability class 1 2 3
El QM QM QM
s1 E2 QM QM QM
E3 QM QM A
E4 QM A B
El QM QM QM
2 E2 QM QM A
E3 QM A B
E4 A B ©
El QM QM A
E2 QM A B
S9 E3 A B ©
E4 B C D

TSl AFSH ofoldoja E TS sl Edos
CAN L=E9] thdg 71dstal olo] sk «igd 841} gla3
H7HHazard Analysis and Risk Assessment, HARA)E &5}
O] ofolHe] =1 ASIL 55 ZEsSith ASIL 552 thy of
ojgo] @datiAt sk 7ls AFEY +EE UEH= 22
2, ASIL D &30l 7MesE 7s ARde 24517 {6l
O =2 #£9 Q7Argg tEsior sty g oz Qsd
O] AZbd(Severity: S), =& M (Exposure: E) H ZFA|014
(Controllability: C) BLo] WE ASIL 55 A& o} Zo]
ool Aom[11], & =ZollA st ofojglo
Zo] 1HE
A

"2
| 49 ¥ 3
4 QIOTE(S3, E3, C3), ASIL 5532 C 532

o
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E 3 ESC AJ&HIS] HARA &3 Zut
Table 3 HARA result for ESC system

Level Vehicle
Request CAN communication request in ESC system
Hazard description Disconnection of CAN node
Scenario Highway
Hazard effect Unintended operating of ESC system
Severity S3
Exposure E3
Controllability C3
ASIL C
Safety Goal Maintenance of ESC system function

A9 A S dsto] IHE ovd HRE dFs, oo m
gt OFd AEIE |AISH] QI8 otogl =9 Vs e QAL
S (Functional Safety Requirement)S HAISH}. {89 24 4l
ZlAad gBrig S EEH OF EXs ES
FAE 4 AEE o= AoH, oo mWE 7]
8 ARl CAN 9] THA0] Hlsh <ol
o] A& 4= JAESE sk Aotk

32 AN=9 2d9] AME i

AlAE HEOl AE JHE thA(Part 4 : Product develop-
ment at the system leve)OlAlE 71E SHAOIA WAISH 7|5 ¢F
o QFAENE AIAE gdoA] AFZE g = JAEs Vs
OFE QFAFSH(Technical Safety Requirement)& WAISITH12].
01714 7]& Ol QTFAFEES CAN LEO] thd 2 A] 0|8 Z
Alotal 7o) dhish Eo] BAIE A S4Al WAloZ [NElst
O] ECU 719 &410] AKHEE sk 20/, & =20l 0
F71 &4 AEZEA BASA ZZ2EFQ] ZigBeeQ] AMEE A
Sttt o]@F Z0o] ololdle] Ysg |AISH] fli =7A Q1 StE
Ol F7MHOR AlEch= SIEHY 0|53 A= FF ol=4
o AA Al 1HE= P HAUE & Complete hardware
redundancydl] siEstH, ol T 40 LEMA HIQF Z0] =2
Fo| A%t Aot HQ|(Diagnostic Coverage)E ZH=C}[13]. E&t
e oA QPAEE FEsto] AASH ESC AIAEIY ofH] o}
X e I7 29 Atk
I 4 1SO 26262 part 5 Annex D - Table D.8 :

Communication Bus
Table 4 ISO 26262 part 5 Annex D - Table D.§ :
Communication Bus

Safety See overview Diagnostic
mechanism/measure of techniques Coverage
One-bit hardware D271 Low(60%)
redundancy
Timeout monitoring D.2.7.8 Medium(90%)
GO AT D273 High(99%)
redundancy
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ESC system Plant
)

Controller ‘ Threr

A T

| CAN Node }

| CAN Node |

J& 2 ESC AIAEIQ] ofH] op[ElA] HY
Fig. 2 Preliminary architecture model of ESC system

3z 5 ESC AIAHIS] FMEA 48 of
Table 5 FMEA of ESC system

Potential Cause(s) /
SEV| Mechanism(s) of |OCC| Detection Measure |DET|RPN
Failure
Corrupted CAN node
Corrupted ESC system|

Potential | Potential Effect(s)
Failures of Failure

Hardware redundancy
Unintended |Rear—end collision . (ex. Redundant CAN
operating of | due to emergent | 6 micro—controller 5 | bus, dual—core ESC | 9 |270
ESC system | braking by driver Corrupted vaw sensor MCU. TMR for vaw
node sensor node, ete.)

Disconnected CAN

node Hardware redundancy
(ex. Redundant CAN
4 | bus, dual—core ESC | 9 [324
MCU, TMR for vaw
sensor node, etc.)

No operating | Collision accident
of ESC due to over yvaw | 9
system motion of vehicle

Corrupted ESC system
micro—controller

Corrupted vaw sensor
node

A~g A BA 7[#9l FMEA(Failure Mode and Effect
Analysis)= AE W 27 SAOMREE FSo] g = s
WA ade Adstar, olo] thet dQ1 H IgFs BEATOZN
Olg A E= &SAE & JALE st= AdE 1 24 7
O|t}H14]. FMEAE AAlal] flaikle RISl wilg = Q= &
AA 7EO A (Severity: SEV), 8 H1%=(Occurrence: OCC),
BEL(Detection: DEDNE EAdliof ohH, o]& 7Hto& &y il
o] glAF0] e 2449Q](Risk Priority Number: RPN)E 4
FoItt. 0]9F Zo] ESC AlAElo] thet FMEAE (o] =85t o]
A= I 50l LERH HIQF ZTh ESC A|AHI0] S&SHA] @ 0]
Pt BHSIO] O =2 ATYE 4= 1F KLOEE, 00
ot 2 =Foks iy 1Z9] el &, CAN =9 ThHoj
thgh oFs MAUESS F8alo] ot=HolgE AAGH 2 it

33 st=do] HEe RE A

SIE0] #HHO] ME N BHA(Part 5 @ Product develop-
ment at the hardware leveDOIME EEE 7lg O QFANRY
OFZHE IEdo] 9F8 QAR (Hardware Safety Requirement)
S "SI, ol A&sio] StEdolE AAS) =5t AT
SIEQINE FER oz Hrislo] otoldlo] SEE ASIL S5l
QIS 71EE UESHEAl gQlsith 2 =209 StE
R QAN 7]E0] CAN HEYI 0]Qol| ZigBee HE
F7IBto A ECUZE B41 A9 0|53t dAE Salf 1%l

mo 2@ =
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3 ESC system circuit diagram applied safety mechanism

FHHoE Hrtely] QoA steglofol
@EH 7'<, o]-x% EEQ} 1}345] —VG EJEH%
EE5ojof Sith stegofo] tigh ek ol Hk=
SAl O ERE U ¢+ Ae ©UF ZTH(Single
Fault), g0 thgt P& mAUEO] ExfaiLt eFd mAU
os HEHA Z= &E ZAdKResidual Fault), J2]11 QA
ol AEALL &Rl 9Jsh QAIEA] Lot FAHE
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, B A ZAg mEZ|SPFM T FZR 28 HEZ(LFM)
2ECH15]. SPFM2 StEfofo] Exfighs HE oFF &
& U Ay IE ZFgE AQs 29 Higs
, Al (Dﬂ 2o Arrg 4 Itk st LFM ©ad 2
S Aest obd I g & TN ZEe A<
onsiy, A ()¢9 Zo] ALkgt 4= QIth AA
ALLS Sl
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=2 o}5$101 of ther HEZ ASIL &9 H3A
(& 6 F2)7F TEE=A EoIg = Qo
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heN) peN!
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¥ 6 ASIL 550l T2 SPFM ¥ LFM SBEX]
Table 6 Targets for SPFM and LFM according to ASIL

ASIL B ASIL C ASIL D
SPFM = 90% = 97% = 99%
LFM = 60% = 80% = 90%

B 7 AAS StEol9 SPFM B! LFM A4t
Table 7 SPFM and LFM for designed hardware

C F FM FD SR | SM DC | ASPF | ARF iﬁsﬁt‘
Open 40% 0] 0 99% 0.001
Short | 40% 0 X 0.12
.3
Rl 0 Drift0.5 | 10%
Drift2.0 | 10%
Open 40% 0] 0 99% 0.001
Short 40%
R2 03 Drift0.5 | 10%
Drift2.0 | 10%
Open 40% 6] (0] 99% 0.001
Short | 40% 0 X 0.12
R3 03 Drift0.5 | 10% 0 X 0.03
Drift2.0 10% 0] X 0.03
Open 40% 0] 0] 99% 0.001
. Short 40% [¢] X 0.12
R4 03 Drift0.5 | 10%
Drift2.0 | 10%
Open 40% 0] 0] 99% 0.001
Short 40% 6] X 0.12
R5 03 Drift0.5 | 10%
Drift2.0 | 10%
Open 40% 0 0 99% 0.001
Short 40%
R6 03 Drift0.5 | 10%
Drift2.0 | 10%
Open 40%
Short | 40% 0 0 99% 0.04
10.
Cl 00 Drift0.5 | 10%
Drift2.0 | 10%
uC 3.29 (0] 0] 0.66 2.63
XBee | 15.0 0] 6] 99% 0.15
CAN 20.0 0] 6] 99% 0.2
Trans
Total |50.09 43.55 0.84 0.396 2.99
C: Component Name, F: Failure Rate, FM: Failure Mode,
FD: Failure rate Distribution, SR: Safety Related,
SM: Safety Mechanism, DC: Diagnostic Coverage
4. st=dlo] GA E5
O]g} 71-0] /\-174]5 ,:\}El LH EA ,Q]/\Eﬂ o].l: ]o]o] ASIL &
& siois Sisiol sl Az s AAE 5 5 47

MCU, CAN Transceiver % ZlgBee BE S UAOZ SPFM

701 HERAQICE StESIo] of
T SN29500 59 A &
ISt MEZE $=8st
LFM2
SEE ASIL C 55 BBEAE USshe A

2 LFMO] Zigt AE
Flelx HEZ AALS [EC62380 T
xstd Z 4Rl IF8ES 01]5H0] At
A7, ¥ 80] UEM HI9} Zo] SPFME 97.16%,
92.93%F OloJElo]

BIZSES:

=0 =



¥ 8 SPFM % LFM AAt A}
Table 8 Result of SPFM and LFM

Safety Goal ASIL SPFM Target Value >97%
Maintenance of ESC
. [0} LFM Target Value >80%
system function
Total Single—Point Latent
Failure Rate _
) 50.09 Total Total
(in FIT) . §
Failure Rate 1.236 Failure Rate 2.99
Safety Related 13,55 P it FT)
.55
(in FIT) " "
N G 6.54 Fault Metri 97.16% Fault Metri 92.93%
5 ul ri . ri 2.
Related (in FIT) At e Them | e e i

B 9 ASIL Sg0] WE PMHF 87} 7|E
Table 9 Evaluation Criteria of PMHF according to ASIL

ASIL Random hardware failure target values
D <107%R~' (10FIT)
C <107 7R~ (100FIT)
B <10"7n"" (100FIT)
g g0lg 4= Qtk
L O 281E AU 4 e ot=fiolel EA uE

2 o
)
P
u
[>

of that 37} B8] Uthe Ag Hol] #af st
=9o] @9 7EHE (Probability Metric of Random Hardware
Failure, PMHF) 712 &6l PMHF 712 Sd5) 98
Me FTA & 0|835t0] APt bl 5319 9d 7Isde
ZrletH, Ol & 9o UER oFd Fx:9 ASIL s3o] WE
EZEx|Q HWSh 0j71A, SPFM % LFME S$8st 4L
PMHFO] F2Fe =X]= A (3)1 Zo] Uerd 4= o, dAE
StEgojoll ThSE PMHF:= 4.226 FITEMWN 9A] ASIL C S300A]

o] 2HAE WEches Ze =l + ArH16].

PMHF = E&w* E)‘HF + E/\MPF &)

R

2 =Rdixe 340 76t e A W AARITER]
= AREE 7 UEYA ALY Y5 OEE flsto] AR
7150 B A FEQ ISO 26262004 AAlSH=s g &
A& g BARH Stedo] Y BAZK Sl BFEe wiet
ARl SIESIO] 47 B AE BHe AAST) 1Ed 24 52
Soto] HEst B3 ASIL 558 AFsh o 5% 558 94
St7] fIgt b HMAUBSZEA ZigBee FASA UEYIE ©
gote A B4 AI2EE AT ESC AIAHE S
ofoldloz MFsa WY Jhssh EYAORE CAN k=9 1F
£ 7F35IR M, HARAE S85l0] Q7%= 75 e &
O] ASIL C SEo=2 ZALAL. AA AAE stegojol o
o] SEo] MES], SPFMI} LFMO Aits 4@st A1 =2
s8¢ ASIL C 55 7IE0] UEL= Ag Folsalrh

[SR=RE T A= T

B ol |y

A L HEKZ Stle| J|sedde flet st=of 7= &
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