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A Study on Method for Insider Data Leakage Detection
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Abstract  Organizations are experiencing an ever-growing concern of how to prevent confidential information
leakage from internal employees. Those who have authorized access to organizational data are placed in a position
of power that could well be abused and could cause significant damage to an organization. In this paper, we
investigate the task of detecting such insider through a method of modeling a user’s normal behavior in order to
detect anomalies in that behavior which may be indicative of an data leakage. We make use of Hidden Markov
Models to learn what constitutes normal behavior, and then use them to detect significant deviations from that
behavior. Experiments have been made to determine the optimal HMM parameters and our result shows detection
capability of 20% false positive and 80% detection rate.
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