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ABSTRACT

This paper focuses on how the protection of information security incident is effective in via Information security awareness
when conducting information security activities of enterprises. Research models have theorized that the information security
activity and the information security awareness will reduce the incidence of information security. The general characteristics of
analysis targets have been carried out in the frequency analysis, and the reliability of the measuring tool has been utilized to
calculate the coefficient of Cronbach’s information protection. Evidence has been demonstrated regarding the relationship between
information security activities and information security awareness and information security incidents.
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Fig. 1. Study model
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Table 1. Distribution of enterprises with over one employee

Section Item Number
Agricultural Fishing 2,763
manufacturing 175,951
Construction 61,645
Wholesale and Retail 350,195
Transportation 49.156
Lodging and Restauras> 154,815
. Publication, Film, Broadcasting , Information&Communication 28,901
Type of Business -
Finance & Insurance 37,561
Realestate & Leasing 63,614
Specification, Science, Technology 63,450
Facility Management & Business Support Management 26,245
Association, Organization, Repair, Individual Business 139,267
etc 334,964
Total 1,488,527
1 - 4 persons 1,002,847
5 - 9 persons 255,273
10 - 49 persons 191,540
Scale 50 - 249 persons 35,164
250 - 999 persons 3,219
more 1,000 persons 484
Total 1,488,527
AHHET AR 5] of ol digh mpE o] &3t AFARIAZAY S ARdAlele 23 RS2
FRIAVE AAE, AHEE LAl e 3E9 2014 AH3L BAAY Ak AA F UESA
=71 okl Table 29F 3t} T= Ak Alel et
HE 22| Zle AdEELAE 0.0110] ¥ xR 2 FEeRx HEEF(Power
=2 oF 800072 AAF allocation)& stgled 20149% ZAPAF} ARW

A} FAE(sampling frame)&

Table 2. Size of sample according to relative

standard error

20134 71 sAHEA T F

lo 1>

N

p=0.4% A& 2

FEe %"V}—rﬂ 1,000

AT Arns 4 $3o]
o AT SR | 830e) TR0 AU
4 akon ARSI, A
o]

,

g Al

Relative Standard Error Size of Sample 250~9997l ARIA -5 AezAkE AAES
0.01 9,933 =l
.01 5219 3.3 Wao| Bojo 57
0.012 6.912 :
0.013 0894 ® dte] 2YEFe 20154 Juus A =
0.014 5.085 Aol #ae Bk ARRE FEE 1A
0.015 4,431 HARRFTE Brow zx Y AR 24 BlkS 9
0.016 3,896 # Fag B A 2A] 7S Bed x| wme
0.017 3,452 olz}l #e|x AAES x3ele A en FAE
0.018 3,080 oh?) 012 mlelog B doili ANNT A%
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= =T,

, Jstsl e Qe HHHF
B R s RE KA -'Mjs}gju} A 2EA gele
AuAe ozt A5 el AA 2 A" e A
BA o oz Al

w3 AHuE QY HRA2E AgA a2
o] ql4jl

= ARR T gk =94 AEE AR
B35 AA E Axgel] gk A3} Sl HI
AA W Azl digh Qlaleg FAs

go] 7194 (confidentiality),

FAA (integrity)

wE 7H-A(availability) & sixE AFE =

vzl 3t 34L& <fnlsh,

ARRST 3 2?H 4

3ok e A 49 052 sk

AR 54 gt uk

YS-13
= o

4

3.4

HI
I

2 dTts 7 ASE S ¥4 we = IBM
SPSS Statistics 20.0%} IBM

992% o]ﬁ.g]_oq H/H-gl.o:h;]_

Table 33 zt},

S
SPSS LISREL

Auns o) Aat MEAL dold mE A 22 e i B4 HE 848 A8
Table 3. Measurement item and criterion
Variable Measurement Item Value
Business Form
Organization Form
General characteristics Industry
Scale(including temporary
employee)
) General B B
Administrativ Policy Privacy 1=Yes, 0=No
e
Factor Organization Operation of organization 1=Yes, 0=No
Education Execution 1=Yes, 0=No
Network Security gitgal Value -
Terminal Security ggtjl Value
information 0 :

X . peration of .
Se“}r}ty TeCthfﬂ Information Security | Information Leakage Security Total Value :
activity Factor System 0~6

Authentication(Control) OTﬂtfl Value :
Security Management ggtgd Value -
Prevention of Infringement and | Total Value:
Systematic Response of Management Structure 0~8
Factor Infringement Prevention of Infringement and | Total Value:
Management System 0~6

infringement
Accident

Structure 1=Not
Information Security Awareness E;:;Z: Security ii%p:()ét;r;gus

Privacy System Important

Accident Status for one year 1=Yes, 0=No

Number of Experiences

Total Value:
0~8
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on, FA =79 A %= Cronbach's a AFE (CFI)), &¥43A ¢ (Incremental Fit Index
Z43lo] Falsict. 239 g A3 ey (IFD)), #AEtAsolEZ(Root Means Squar
29l BA oz zZeld % (Convergent Validity) Residual(RMR))< o]8-3}ich.
o} el ® (Discrimination Validity) & 7 o ) &3} AsE SEl Baron &
Z3hdet. Kenny(1986)*%e] Aze] ola) Huus 5 A
el e Fornell and Larcker(1981)%" BRE QA ARAS) Al 7] s AR ASs)
o AS wWHe ue FEEEEit(average frolgt 7he A EsIrh wmgk 72 2ol HRK
variance extracted: AVE)$S AlAbste] o]9 A 3 o] ARAS Alwd vA= a3} 714 &
F2 A A AT ALY e vt BE F7} oelE AEsTh. mkxte g Sobel €
Ndel AVE Alg-2 gkel sl it ofet Ay 7t ~EE Fato] i azte] fodS 'Sl
o] A FHch 2H e =) guy e
2 gekgic} Iv. 2o 23t
wygol Agr AFE x* APAT(Goodness
of Fit Index [(GFI)), SARSAE A2 o] 5 4.1 2N Aol bk EM
(Root Mean Square Error of Approximation
(RMSEA)), %F43A4(Normed Fit Index BT giakel 20159 ARRIT A zAle]
(NFI)), Bl gA4~(Comparative Fit Index SHE AAE F 8 120 odubd B4

Table 4. General properties of each items

Section Item Frequency Percentage
Single Company 5,305 65.3
Business Form Head Quarter 1,179 14.5
Factory/Branch 1,637 20.2
Private Business 2,309 28.4
o Corporation 4,538 55.9
Organization Form Incorporation 902 11.1
Organization 372 4.6
Agricultural Fishing 332 4.1
manufacturing 1,047 12.9
Construction 634 7.8
Wholesale and Retail 810 10
Transportation 613 7.5
Lodging and Restauras 503 6.2
Publication, Film, Br in
Type of Business uI}Jnf(C)i:nZt{on&Cg)mmojr(lii(:cist‘iﬁong y o75 71
Finance & Insurance 586 7.2
Realestate & Leasing 493 6.1
Specification, Science, Technology 675 8.3
Facility Management & Business Support Management 727 9
Association, Organization, Repair, Individual Business 491 6
etc 635 7.8
1 - 4 persons 1,586 19.5
5 - 9 persons 1,374 16.9
10 - 49 persons 2,163 26.6
Scale 50 - 249 persons 1,802 22.2
250 - 499 persons 794 9.8

more 500 persons 402 4.9
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Table 49} 2},

Ate] HelE o AR A7 AAQ 65.3%E 7
otk 3 2 Axket GgaE B4R AAE
20.2%, BAF 2 A 55 Bfsa e AdAls
14.5%2 Jepyict,

z22] el 3)Al Hale] 55.9%% AHukE: d&
v AABRAL lgleH, theo 2 JHSl AR A7}
28.4%9 £EE5 HyTh

dFHEs Axge]l 12.9%, 71% Au|z=ge]
8.3%., +4 1.5%, &% % Ry 7.2%, AR
Mulagde] T.1%9] =22 Yepylr},

FEAME 10~497e] 26.6%, 50~249%0]
22.2%. 1~40°] 19.5%%] +22 ey},

Table 5. Descriptive statistics of subsection

0.4602 Yeht AAe 39%7F ARRS A o]
aon, 38%e MAAR BE AHAE ¥
o2 ey}

w3t 31%7F ARHE 2AS sty g9lom,
46%7F ARRT W8-S AAsHs oz vty
t} 7)EA 2919 UEYT BekE 9F &
Al2dE F 300912 Jeptor, iy
< 93l sl AlaEle S 1.63271, AR
S W8] $lel sk AlaEle HF 1.03570,
A% 2 FAE S8 edshe Al H 0.920
A, ek e 2 nel s fl8] +9sHs AlaES
At 1475700 A& el A~"A agle
A ARASE A 2 A AeE g AAls T
1.02470E +93ta 9o, 7iel Aol okxlgk A
25 & 71ed 2AES I 0.729715 -3}
39l Ao yehdr),

ARRT odAloAE AAHoZ 5.0 vl Hat
4001402 Yeh} ARHIE F23 9 Il
ol Ao w BAEc),

vpAleko g AR AL Aba AFES 7 0.030
2 el Ao oF 3%7F ARAE Aba
Ao vepgton A 34 A 0.04470
ehtet.

fo

o,
ot
e
)

ot
£ lo

Variables subsection min max aveerag de;l;atl
Policy of information security 0 1 0.390 0.487
. . Policy of privacy 0 1 0.380 0.486
administrative M T r o 0 m
factor anasement -0 plormation - security 0 1 0.310 | 0.461
organization
Education of information security 0 1 0.460 0.498
Network Security 0 9 3.009 2.994
) Terminal Security 0 4 1.632 1.611
Tefchincal Information Leakage Security 0 6 1.035 1.802
actor Authentication(Control) 0 7 0.920 | 1.709
Security Management 0 8 1.475 2.313
‘ Prevention of Infringement and Management 0 8 1.024 9 349
Systematic Structure
Factor Prevention of Infringement and Management 0 6 0.729 1.600
System
) Structure 0 5 4.280 0.881
Information  ['priyacy Security 0 5 4320 | 0.862
Security oo 0 5 | 4.240 | 0.863
Awareness
Privacy System 0 5 4.280 0.871
infringement Accident Status for one year 0 1 0.030 0.182
Accident Number of Experiences 0 8 0.044 0.351
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58 74 HEE AAEe S gl FAHL
2 ARRF 352 el 99y 7)EH 89, A
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Table 6. Analysis results of measurement item

g3l w3t *‘]:%]E_ 754 33l Cronbach’s
aA F 3 FHA 0.706°22 75l 0.65
o} 2 Ao Jeh AL FREgc)

w3y 7 HEE 98 FHeld 29

N

A& ’%/‘]?}i A3}, Table 7€} Ze] Z /Wd&
Al 242 AAGN) L BF f-oete Adds)
Z Rer Yehjw gy =3 23Rlg

L2 =
(composite reliability: CR)= ZE& 7]
A<l 0.65cF & AHow vepgr) Jﬂﬁ‘—’]‘—%—“ﬂr{
(AVE) #= 71549l 0.5%c} & 7 v
NdetdAde] H =)

et o 2SS 98l Fornell &
Larcker(1981)(27)9] AW & wel A4k
Z%k(average variance extracted: AVE)S 7l
Abste] ele] AlFZ 3% Nd 7 A
w3k A7} Table 82 o] ZE 7] AVE
AlF2 Ftel d% it e A 7k Al

Concept Measurement Item Factorl | Factor2 | Factor3 | Factor4 | Factorb
Awareness of structure of privace 0.939 0.100 0.085 0.060 0.009
Inéorm%ttlon Awareness of information security system | 0.938 | 0.108 | 0.091 | 0.042 | -0.031
ecurity
Awareness Awareness of privacy system 0.937 0.080 0.085 0.044 | -0.020
Awareness of privacy structure 0.925 0.111 0.093 0.049 | -0.018
Policy of information security 0.106 0.884 0.235 0.153 0.032
o . Policy of privacy 0.110 0.884 0.226 0.159 0.035
Administrative - - - -
factor Education of information security 0.120 0.805 0.240 0.113 0.021
Managemgnt of information security 0.100 0744 0314 | 0204 0.060
organization
Authentication(Control) 0.075 | 0.044 | 0.788 | 0.164 | 0.015
Security Management 0.070 0.260 0.770 0.235 0.032
Technical - -
Factor Information Leakage Security 0.101 0.279 0.768 0.219 0.003
Network Security 0.090 | 0.455 0.705 0.147 0.044
Terminal Security 0.091 0.273 0.688 0.017 0.013
4 Prevention of Infringement and 0.079 0.965 0.994 0.877 0.052
Systematic Management System
F t . . .
actor Prevention of Infringement and 0.089 0.966 0.300 0.875 0.042
Management Structure
Infringement | Accident Status for one year -0.017 | 0.052 0.018 | 0.028 0.911
Accident Number of Experiences -0.031 | 0.039 | 0.036 | 0.041 | 0.910
Characteristic Value 6.610 | 3.074 1.634 | 1.342 1.033
Variance Ratio(%) 38.885 | 18.080 | 9.614 | 7.895 6.077
Cumulative Variance Ratio(%) 38.885 | 56.965 | 66.579 | 74.474 | 80.551
Cronbachs’a 0.960 | 0.915 0.855 0.903 0.706
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Table 7. Analysis results of factors

Concept questions A AZH () t-%k CR AVE
Information administrative factor 0.759 70.298
Security Technical factor 0.820 76.554 0.797 0.569
Activity Systematic Factor 0.677 62.086
struclere of information 0.893 102.895
Information security
Security structure of privacy 0.911 106.443 0.959 0.856
Awareness system of information security 0.950 114.658
system of privacy 0.945 113.574
i Accident Status for 0.771 23.986
Infr]n.gement cclaen atus .OI one year 0.804 0.673
Accident Number of Experiences 0.867 24.291

Table 8. Correlation of concepts

Informatio | Infringeme
Concept ;nfsoééﬁiféo n Security nt
Actmtyy Awareness | Accident
Informatio
n Security 0.754
Activity
Informatio 0.302
n Securit : 0.995
Awarenesg (26.129)
Infrlrritgeme 0.130 004 .
Accident (9.591) ~(3.323)

L3k t-gh, dldAl e HAEASES(AVE)Y Al

< A" Aoz H7pE e

4.4 71d A3

< %‘—:?‘f_ 7éJJr Table 93} #o]
TZ 2Ye Afre S5 AeE ety
2=448 . 78(df=24,p=.000) GFI=0.894,
RMSEA=0.089, NFI=0.914, CFI=0.915, IF1=0.915,
RMR=0.022).

7+ A 7] ﬁﬁl%— FAY S Avind,
AHEE FE(B=0 t=24.462, p<0.001)<>
AHRS o]/Joﬂ xdzlo A(+)e] o3l o3k

nAE AR eyt o]t ARRE F5o FF
o] =LHE HRUS QlAle] Eolx|i Al glr}
= Zo® ARRS F52 AHET e AH(+)

9] g mA Aolghe M 1S A=

ARRE A (B=-0.089, t=6.334, p<0.001
2 ARAN Abae] AAH QA ()] ol FegE
1A= ZAo2 veylt) o= ARRS QA9 5
o] *E‘—E‘Ti z%izl QH /\]._J_ 7315@0] ulo}x \;]._‘5
AHRG QA AHA S Abarel] F-(-)¢] A%
13 Aolegh= 7M4 2= Ad= i :LEM AR
3 ZE(B=0.157, t=9.400, p<0.001)> HRHA
3 Abazell Al A (+)9] foJgt dgE HH=
Aog et ol ARRT o] $Fe] 5
T5 ARA) A de] wolAls Adke] girt o]
o} 28 A= HAHHEZ Fgo] ARAS Alas 7t
A7 Flolghs B Ao oS3 Ahkel AxE A
BRE S5 AR Alae] ¥(-)¢] 33 wA
Zlolghe 714 32 714= g}

nprjeto g Aun s ey YuAe Az 7k
AN ARS8 miANEAE FF31] 94
Sobel Test& AAIRF A3(Z=-6.110, p<0.001)
Foa veht Anr s <A visEans shels)
At} o= ARRST FFd HHRT QAS FoF
224 AHAS AnE Fole d 7|ode e
2 ARRS XS ARRS eI ARAS Al
7k FAE viNE Aolehs 7M 4= A=
o]& tlolejaziow w3 Fig 29 7t}

~

|

°" PO
tlo o @

[od
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Table 9. Analysis results of structural model

ML ¢
route value value| P
(B)

Information Security Activity
l 0.302 | 24.462 | 0.000
Information Security Awareness

Information Security Activity
! 0.157 | 9.400 | 0.000
Infringement Accident

Information Security Awareness
J -0.089 | -6.334 | 0.000
Infringement Accident

(fit index)
x*=448.78(df=24,p=.000),
RMSEA=0.089,
NFI=0.914, CFI=0.915, IFI1=0.915, RMR=0.022

GFI=0.894,

5¢0.05, p¢0.01, " pC0.001

information Sobel Test
/ ety ) 7-6.110, p <0.001
Awareness
0.302%%*
Information
Securtty 0.089%**
o
0.157%**
\ Infringement
Accident
Fig. 2. Diagram of the Result
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