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ABSTRACT

The curriculum is about what to teach and learn, which is the basis for judging the level of knowledge. At the present time when the

necessity of informatics education is emphasized, cultivation of human resources to actively cope with the SW-oriented society is the core

of national competitiveness. The purpose of this study is to compare and analyze the quantitative aspects of high school curriculum based

on higher education curriculum. Among the 18 knowledge areas, ‘America’ has 15 areas, ‘UK has 10 areas, and ‘Japan’ has 7 areas.

However, ‘Korea' has 6 areas, The purpose of this study is to understand the current status of Korea’'s information curriculum through the

analysis of curriculum and to provide contents and implications for the curriculum revision.
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€52013 Knowledge Area IAS Detail of I‘II:;L Topic Learning outcome
Algorithm and Architecture and Knowledge Area + Input validation and data sanitization (eross-reference
Foundational [SDF/Development Methods/Program Comectness)
Complexity(AL) Organization(AR) Concepts in Security | Choice of p and type-saf
- « Examples of Input validation and data sanitization erors |1, Explain why input validation and data sanitization is
Computational Discrete Principles of Secure (cross-reference SDF/Developmaent Metheds/Program necessary in the face of adversarial control of the
S N o s Design |Comectness and SE/Software Construction/Coding Practices) input channel.
cience(CN) ructures(DS) o Buffer overflows 2. Explain why you might choose to develop a program in
i Defensive o Integer ermors  type-safe language like Java, in contrast to an
Graphics and Huimen-Compuer Programming o S0L injection junsafe programming language like C/Ce«
visualization(GV) Interaction(HCI) (1) | o XS5 vulnerability 3 Classlf'y comman input validation errars, and write
Threats and Attacks s Race cond) (e fi & llel  |comect input validation code.
Information iy [pregramming and PO/Parallel mchltectum.-'shared Vi M. Demaonitrate using a high-level programming language
Information Network Security ibuted memary and PD/Communication and how to prevent a race condition from occurring and
M i Assurance and = |Coordination/Shared Memory and PD/Parallelism how to handle an exception,
anagement(IM) Fity(1AS) Cryptography Fundamentals/Programming errors not found In sequential |5, Demonstrate the identification and graceful handling of
Web Security [programming) lerror conditions.
Intelligent Metworking and coﬂeﬂ hanuhng of Exceohon; and unexpﬁlm behaviors
: Platform Securi e prog
Systems(15) Communication{MC) ! Tty eorrectness)
Security Policy and + Correct usage of third-party components (cross-reference
Operating Platfarm-based Governance [SDF/Development Methods /pragram <o;rectness and I6. Expiasin the risks wi iththird-party code
. [Operating System Principles/Concepts of application fand nowmmrrecmusemuru-pmmde
System(0S) Development{FED) Digital Forensics 2(1 lprogram Interfaces (APis) b o " fix security
parallel and o Effectively deploying security updates (cross-reference ¥ of thefix
Programming Secure Software j05/Security and Protection/Security methods and devices)
Distributed Language®L) Engineering  indormation flow control : ;sr::::mte.ormrmm indirect mIK:T:n Mows.
Computing(PO) s Cmﬁcﬂy genferating randomness for security purposes P o W e
o :;ﬁ_;lnours‘m&nu; detecting and mitigating input and data || avoid algorithmic denial of service attacks),
oTware Sofhware Elective s Fuzz 10. Explain types of mecl for detecting and
Development e : S:‘:Emg mitigating data sanitization erars
/] ic analysis and dynamic analysis 110 [Up—
FundamentalisoR | Coneennace) || Program verification lerrors. - .
- [ Odp.mm% tystem EUDW" (9. address space 12, Use static and dynamic tooks to identify programming fauhs.
Social Issues and ANCOIMZaton, “'“I,'“’ Dt 13. D meEmeny sedto protect runtime|
Systams | Hardware support (e.g., DEP, ) attacks.
Professional i
Fundamentals(SF)
Practice(SP)
Fig. 1. CS2013 Body of Knowledge Structure
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s Step 1 e Step 2 Step 3 Step 4 Step 5
T
E
. - key element Key element Analysis and
° ] Country selection | | Choosing School Class extraction comparison Derivation of Results
:; - Usa - Divide curriculum into - Extract key elements - GS2013 Compares and | |- Converts the number of key
N — Enaland school level from achievement classifies topics. elementsin each knowledg
: - Japan = Extraction of high criteria and content learning outcomes. and domain ta a percentage
N - Korea school level curriculum elements extracted key elements | | Analyze data and derlve
t results
& Example of key element extraction
Korean high schod achievement standand
12 1 logical and and
Koy clements extracted !
i rctre, control design
Algorithm basks
Concepts andproperties of algorithms
O Non- of elficency
- :he role of 313“:;“;:“”‘“’"3 Key elements extracted:
- r_uabl:ﬂ_'nutnx . Sequential structure
gil:aaﬁve data structare traversal SBIBdifln structure
O Division and Conquest Stralegy Repeating structure
. Control structure
O Abstraction Algorithm design
gprmamthiouposhl"m i
(o] of
Fig. 2. Research Procedure
B 2] =) =25 A QAE o A) ) : ; ;
A, AF7IEAN FEd A4 CS20139] 4 Table 1. Comparative Analysis of High School Curriculum
ol FA vlwaty] 7 REEE A2 dgdoz Fhut in Each Country
o JANEE htel A4 dedon BRat. gaA
B ool CS2013 A4 Gee] AR, FA, 4AF Usa(@oin) |Fngland Japan Korea
F 59§18 quans vusn, Pyte wols 4 bl I S
: Knowledge - -
on & u#sgy. Area Society | Science
A, 2 geh e dieart B2EE A4 o) sovel |1exe Ol stage 4| 2nd | of | Tntor
A Mg s, 3 (A) (B) Informat | Informat| matics
o SAE © ics ics
BT 4 27t ARuSHANA CS20139) 1874 AL 64% | 76% 3.4%
A4 99 % o 9% AFHD LA AT Al AR | 22 115%
i) By g H ﬁvE_ ?:5‘_ A Z 1 R ol o
a7 A F}a}% lE s g Edel ohyr, CN | 136% | 129% | 38% | 25% | 166%
ZF =7ke] AF7IES 10002 113t v g&olt). w3 DS ey
g BEge] A4 942 of= Au TgFeAd g 3 sl .
4 ool FA g oushs A& opu o S
HCI 6.8% | 3.2%
IAS 6.8% | 6.4% 38% | 166%
O 247
4, A3 A ™M 45% | 96% 83% | 13.7%
1S 22% | 3.2% 6.9%
i —T’—% Xé‘]i]_ ﬂ%]’,‘—]&](ﬂ CSZOl? X]/}Jl oég]d.% :Li ——ﬂ—"o;‘ NC 6.8% 23.0% 8.3% 8.3%
oL A v, B9 A Table 134 G o5 Tams o
AR, ve) wE et ARige] f&e 184 A4 Jeo = i
X (s}
% Level 3 (A) 1471, Level 3 (B) 102 T5% &= 9495 A D
sehe 157 J9& TFekn Ak Level® 349G A A o "
o) W% A5 Level 3 (AN 2ZEI0] A 7% A RTET R Yy Ty Ry e
o} AF8) A ol7rsl AEA Ago] 181%2 EAeG T AR SDF 181% | 19.3% | 96% | 16.6% 25% | 482%
0, 0,
9 s43Fo) 136%2 AANFAA Al 7 Foe] A e 1 E SE | 49% | 3%
0, 0, 5 QO 0, 0, 0,
& Aukg9 49.8% 9t Level 3 (B)X= Level 3 (A)9} 729] SF 45% | 96% | 8% | 83% 83% | 69%
2 wete galagon, ‘AlEz o4e} AFRH Ao SP 18.1% | 25.8% 25% 33.3% | 20.6%
25.8%, ‘AZES O] A 7] 27} 19.3%, ‘A FE F8Po] 129% Total 100% | 100% | 100% | 100% | 100% | 100%
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