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Abstract : A new technology has provided the nation, industry, society, and people with innovative and useful functions. National
economy and society has been improved through this technology innovation. Despite the benefit of technology innovation, however, since
technology society was sufficiently mature, the unintended side effect and negative impact of new technology on society and human
beings has been highlighted. Thus, it is important to investigate a risk of new technology for the future society. Recently, the risks of the
new technology are being suggested through a large amount of social data such as news articles and report contents. These data can be used
as effective sources for quantitatively and systematically forecasting social risks of new technology. In this respect, this paper aims to
propose a data-driven process for forecasting and assessing social risks of future new technology using the text mining, 4M(Man,
Machine, Media, and Management) framework, and analytic hierarchy process (AHP). First, social risk factors are forecasted based on
social risk keywords extracted by the text mining of documents containing social risk information of new technology. Second, the social
risk keywords are classified into the 4M causes to identify the degree of risk causes. Finally, the AHP is applied to assess impact of social
risk factors and 4M causes based on social risk keywords. The proposed approach is helpful for technology engineers, safety managers,
and policy makers to consider social risks of new technology and their impact.
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Table 1, Factors of STEEP frame

STEEP Factors

Health, Population, Life-style, Safety, Security, Operations,
Culture

R&D, Automation, Innovation, Product, Diffusion,
Breakthrough, Productivity

Economics | Economic growth, interest rate, inflation, GDP, Consumer

Society

Technology

Weather, Climate, Pollution, Ecosystem, Maintenance,

Ecol
008y Prevention, Physiology
Polic Law, Regulation, Government, Institute, Regime, National
Y environment
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Prioritizing social risk factors and causes

Fig. 1. Data—driven social risk assessment of new technology.
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Table 2. Social risk keywords extracted from textmining

Social risk keyword

bother, privacy, dangerous, breaking, park, animal, nano, movement, data,
armed, avoid, wifi, technology, biomimetic, sound, location, safety, scare,
camera, news, apartment, arrest, annoy, detect, film, public, hotel, place,
small, photo, violation, radar, moral, home, upset, habits, journalism,
celebrities, accident, enforcement, live, intercept, surveillance, drugs, police,
criminal, video, intercept, infrastructure, risk, national security, illegal,
transmission, device, hacker, policy, activity, abuse, location, safety, accident,
aircraft, crash, training, injure, property, regulation, kill, emergency, sky,
visual, fall, condition, instruction, hit, hazard, life, environment, interfere,
enforcement, detect, operation, noise, transmission, network, tracking, sound,
hazard, alert, detection, mission, disrupt, task, poacher, hide, service,
infrastructure, armed, attack, terror, weapon, threat, moral, bomb, security,
surveillance

Table 3. Category of social risk factors extracted from keyword

Social risk factor Social risk keyword
Control, Flight, Building, Telegraph pole,
Collision | Vehicle, Fall, Crash, Discharge, Pathway,
Operation Pedestrian
Pollution N01§e, Appearance, Aircraft, Air(Sky), Shadow,
Delivery
Hackin Hacker, Intercept, Illegal use, Credit card,
s Delivery, Personal information, Vulnerability*
Security ) . -
Privac Camera, Photo, Personal information, Peeping,
Y | Small, Video, Dwelling, Crime
National . Attack, Military, Illegal remodeling, Weapon,
Defence Terrorism Threat, Small, Crime, Public

* Vulnerability'= HQFo] kst 78 2]n]

719l BAHE e Sel.oel skl Sofos

7H—r ke 7] CCC(Cubic Clustering Criterion)E
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Table 4. Categorization of social risks into 4M causes

M Risk cause Social risk keyword

Unsafe behavior | Control, Fall, Discharge, Delivery

Man ; -
(Wicked) Misuse ﬁﬁf(l; Peeping, Weapon, Threat, Crime,

Malfunction Fall, Discharge, Control, Crash
Machine

Poor design | Small, Illegal remodeling, Vulnerability

Place Building, Dwelling, Public
. | Building, Telegraph pole, Vehicle,
Media Impact material Pedestrian, Aircraft
. Camera, Photo, Personal information,
Information

Movie, Credit card

Flight, Noise, Appearance, Air, Shadow,
Public, Hacker, Intercept

Management |Lack of Regulation
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Fig. 3. AHP model for social risk assessment,
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Table 5. Weight of each element and alternative

Weight of risk alternatives

Risk causes National

Operation| Security Defence

Unsafe behavior
Man (0.024)

Misuse (0.208) 0.105(3) | 0.637(1) | 0.258(2)
Malfunction (0.048) 0.481(1) | 0.114(3) | 0.405(2)
Poor design (0.043) 0.143(3) | 0.429(1) | 0.429(1)

Place (0.063) 0.172(2) | 0.726(1) | 0.102(3)
Media Impact material (0.117) | 0.364(2) | 0.099(3) | 0.537(1)
Information (0.318) 0.084(3) | 0.705(1) | 0.211(2)
Management | Lack of Regulation (0.180)| 0.433(2) | 0.466(1) | 0.100(3)
Total 0.246(3) | 0.499(1) | 0.255(2)

0.634(1) | 0.174(3) | 0.192(2)

Machine

87



oLt ERo] Hestn AT 4 Y A Sol
oAbl SR AAER ARG 7 9P RS
o] SR UAETO] PAHS Avnw, £UH 94
L BT YH0.634), 715RH0481)e] 7H
G W RO Yehgrh uek AFHS ©
FB0.637), EE AA0429), H20.726), FEiA|
(0.705), FAFZ(466)] 71T SIBLAOZ =
stk hAuRes S SR W AA|0429),
2A0A0537] PN BRE EEETD B
woleh. Aubow AR A oRE Bek g@4el v
S Abgo] glofA Zb Az gdagloln, oo

ot vlel Apslcho] @ asttt.

frr

(

oX 1o

TR
(o>

5.4

rhu

ale 417]40] =elE uf Abslo] v )
thet MIA 9 AR Fo] AE gy
Fof ok ol Zat gaste] Z1uat 13l
H7hE stk 7)1z A% Y
o] obl Thepet AETLS} o1 A4
- 2] HolelE skl HRkAY Zlu
2912 o3kt Zlolsigich Ee 9@l
A5S S8 M8 HIAE £ Hole H4o] b
3k gEntoly Wilo] cls AFAA L4 913
A B Y F shil aME Bgshack
ol2 %3 e iErtolde] Autel 9 NS5 AL
Q1 4Mo| o] of | SIFALNE] AAE 4 9)
LA Selshle. 7129 4MY] e F3 ARt
7t A4 SRS e Fo] okl dlolElolx 2%
Felua g@acl ZYEEelA SPANS B2
Azl sae golst
e o= slgEk Ea
o3l A5 e
ek = 24 i Ee] Mo 7)ol % shut
s Aolat $19RS WA u, |
ol HAOR BHE AH 947 V19EES ol
ehlom AFste] FAES DA Je Auao
2 HrhE 5 YES AUNcks Yoltk o2 B =
29 Ael2 gRacs dRAAY Fase ge) 1
Aol 2 kgt Ao d@AS Telst
1, AREQht P 97 ARtk 2
2 Atk
olof 2L FloldelE Brekm £ AT dlol
Z1e] S WA SIg 2] ATEA W AT
b Basteh 34, dolele] FEolch gAE o]y

3

[e)

[}
L=

<|
I n

-

1

c
N

88

B sjEHoR ghge wheleE suow 3
of Wtk oFe| A9EE $3% 4 gtk et &

HAE
A TP HAE DAY AE7]AL
Argl a9l HAES EFs Ho]E =
Rl AR A dieEe 2ol o
A A adl 7IYEE =&k -

T 831 ol SlHU BA e
aMo| )Esto] e gieh. et Aol 4M o] 9]
o] o thorg 2 AAES AASHE Bo| A
S 9lTh B3] 4ME AAFERe] YUAARAG 5
s EAQ Qo 4M o]elo] UNRRE B
o S Gast ek olAY FFUALS M Hr}
Austete AbslA 913 719EE Ba) TAE 913
A2 Aol Golg Aolch. mpuom, AHP
B el glol, 7191=0) WES 283k doly
71ke] mek AgAQ) B e Adsis Aw o
% A7z wejE Basnod o maE A8
9 FIE WESL T A9E AEEAT] bl

= 55 B3] 92 BrkwThe, At
AHP 537 ThE Az} g $7bael Bohuw

JEE Algsiele 7Idid:

A o] =2 RSt A9
Hl016¥)e] Slste] AElsle

s&eT

References

1) A. R Kohler and C. Som, “Risk Preventative Innovation
Strategies for Emerging Technologies: The Cases of
Nano-textiles and Smart-textiles”, Technovation, Vol. 34,
No. 8, pp. 420-430, 2014.

R. E. Alcock and J. Busrsby, “Risk Migration and Scientific
Advance: The Case of Flame-Retardant Compounds”, Risk
Analysis, Vol. 26, No. 2, pp. 369-381, 2006.

T. Assmuth, M. Hilden and C. Benighaus, “Integrated Risk
Assessment and Risk Governance as Socio-political

2)

3)

Phenomena: A Synthetic View of the Challenges”, Science
of the Total Environment, Vol. 408, pp. 3943-3953, 2010.
World Economic Forum, “The Global Risks Report 2017 -
12" edition”, World Economic Forum, 2017.

European Environment Agency, “Late Lessons from Early

4)
5)

Warnings: The precautionary Principle”, Copenhagen,
Denmark, pp. 1896-2000, 2001.

J. Korean Soc. Saf., Vol. 32, No. 3, 2017



ClolE =4 718k nje] M7|sof MalH 9 ol St /gy Bt

6) M. Amer, T. U. Daim and A. Jetter, “A Review of Scenario
Planning”, Futures, Vol. 46, pp. 23-40, 2013.

7) D. Sarpong and M. Maclean, “Scenario Thinking: A
Practice-Based Approach for the Identification of
Opportunities for Innovation”, Futures, Vol. 43, No. 10, pp.
1154-1163, 2011.

8) S. H. Choi, “The Detection Model of Disaster Issues based
on the Risk Degree of Social Media Contents”, Journal of
the Korean Society of Safety, Vol. 31, No. 6, pp. 121-128,
2016.

9) KOSHA, “4M Risk Assessment Technique”, 2011.

10) T. L. Saaty, “The Analytic Hierarchy Process”, McGraw-
Hill, New York, N, 1980.

11) C. Durst, M. Durst, T. Kolonko, A. Neef and F. Greif, “A
Holistic Approach to Strategic Foresight: A Foresight
Support System for the German Federal Armed Forces”,
Technological Forecasting and Social Change, Vol. 97, No.
3, pp- 91-104, 2015.

SH=ekdsIa| A, MI32@ M|3=, 2017

12) R. Kostoff, D. Toothman, H. Eberhart and J. Humenik,
“Textmining Using Database Tomography and Bibliometrics:
A Review”, Technological Forecasting and Social Change,
Vol. 68, No. 3, pp. 223-252, 2001.

13) A. Kokangul, U. Polat and C. Dagsuyu, “A New
Approximation for Risk Assessment Using the AHP and
Fine Kinney Methodologies”, Safety Science, Vol. 91,
pp.24-32, 2017.

14) J.Lee, I. Han and S. R. Chang, “A Study on the Risk Level
of Work Types in Urban Railway Construction”, Journal of
the Korean Society of Safety, Vol. 31, No. 2, pp. 98-103,
2016.

15) N. J. Kim, S. E. Lee and H. J. Kim, “Related Laws and
Performance Criteria for Public Service Drones for
Disaster Safety”, Journal of the Korean Society of Safety,
Vol. 31, No. 4, pp. 150-155, 2016.

89



