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ABSTRACT

Recently, interest and investment in the Internet of Things (IoT) have increased significantly, and security issues are constantly
being raised. As a solution, the IETF ACE Working Group is establishing the ACE framework standard, which is a new security
framework for various constrained IoT environments based on the existing OAuth 2.0. However, additional work is required to apply
the ACE framework, which proposes a new lightweight security system, to the existing Internet environment, and this additional cost
is a factor that hinders the application of OAuth 2.0 to the IOT environment. Therefore, we propose an IoT authentication framework
based on OAuth 2.0's existing development motivation, and implement a proposal framework based on CoAPthon and analyze its
performance.
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Table 1. Explanation of the Proposed Framework Operation Flow
step detail
(A) Authorization | The client requests authorization from the
Request resource owner via the User—agent.

(B) Authorization
Code Request

The resource owner requests the
authorization code from the authorization
server via User—agent.

(C) Authorization
code Issue

If the authentication of the resource owner
of the authorization server is valid, it
generates an authorization code and sends
the code to the User—agent.

(D) Access Token
Request

The client that receives the authorization
code through the User-agent requests the
access token by transferring the client_id
and client_secret to the authorization server
based on the authorization code.

(E) Access Token
Issue

When the authorization server determines
that the client’s request is valid, it
generates an access token and sends it to
the client.

(F) Protected

The client requests authentication and

Resources resources to the resource server as an
Request access token.
The resource server sends a token check
(&) Token . .
. request message containing observing
Introspection N . L
resource function option to the authorization
Reques
Server.
The authorization server verifies the
validity of the token and responds with
parameters [12], such as access scope,
(H) Token validity, and adds the resource server to
Introspection the resource observation list for that token.
Response Then, the resource server analyzes the
parameters received from the authorization
server and chooses whether to accept or
reject the client’s resource request.
. The resource server sends a response
(I) Service . . .
.. message to the client with the appropriate
provision
response code.
SeolAE, User-agentst A3 An], A% AH e} Setoldd
Eo] EAL 7]E9 OAuth 203 5984 CoAPo] ofd
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Fig. 4. Token Cache Consistency Management Through Resource
Observation After the Resource Server's Token Cache

Table 2. Explanation of the Proposed Framework Operation
Flow After Token Cache of Resource Server

step detail
(A) Protected | The client requests authentication and
Resources resources from the resource server as an
Request access token.
The resource server checks the validity of
(B) Service |the token through the cached token
provision information and sends a response message to

the client with the appropriate response code.

(C) Resource | When information on the token is updated, a

Observation | notification message is transmitted to the
message resource server registered in the resource
Transfer observation function in the token.

4. MY =YY 7

41 0 =7

B erdAe) At ZadAar Asae BE 95
of MEe TIPS HARA YUE ALY 5 YRS
9 wgz—a ALELT. /AL AT BT W P 23

Table 3. Development Tools and Implementation Environment

Implementation 0S Ubuntu 14.044 LTS
environment IDE PyCharm 201623
Prﬁgramn““g Python 2.7.6
Development anguage
Tools Open Library | CoAPthon, python-oauth2
Database MongoDB 2.6.12

T8 FHoR $9AAE Ubuntu 14.044 LTS, =3

W 37 (Integrated Development Environment, IDE)<

PyCharm 2016.2.3.& AR&8lAth 3 e r2 T2
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Table 4. Additional Options for CoAP Token Introspection
Request Messages and Error Messages

Name Format Length Default
Bearer opaque var (none)
Token-type-hint string 1-255 (none)
Error uint 0-2 (none)

qog setnE(13]etes g A ZHdGIdME A
=29 A AWE 18s] A5y er dask AT AE
gt} “Active” S48 HT EZY AHE & & dE #hol
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4] CoAPthon®] JAA & %“%3}—5‘ 2591 OptionRegistry

g Fig. 59 #o] F71s3itt

TOKEN_TYPE = Optionltem(72, "Token_type", STRING, False, None)
SCOPE = Optionltem(76. "Scope’, STRING, False, None)

BEARER = Optionltem(71, "Bearer", OPAQUE, False, None)
TOKEN_TYPE_HINT = Optionltem(73, "Token_type_hint", STRING, False, None)
ERROR = Optionltem(74, "Error", INTEGER, False, None)

ACTIVE = Optionltem(75, "Active', STRING, False, None)

EXP = Optionltem(77, "Exp", INTEGER, False, None)

Fig. 5. CoAPthon Additional Option Definition

wa F7h gAni B g PAe Baot v )
Table 5. Additional Options for CoAP Token Introspection Aoz g ¥4 s zEFNE 2E g4, 8T
Response Messages 49 %S AARANE 4R T4, AT AL A
Name Format Length Default A AHA 7 Fasit) Figs. 6, 7, 82 F7F ¥4 T
Active string 1-255 (none) error 41 A Fesoln A7 2F, AA, AA geelth
Scope string 1-255 (none)
Token-Type string 1-255 (none) @property
Exp uint 0-4 (none) def error(self):

A 8 viAA S o/ dAAE A8
= FHe= FEolAdELE “Bearer’ %
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T ET BYS AFrh “Error’ g A0 ®E AMEHE &
F A=+ (2012 Farske] invalid_request (0), invalid_token
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(Forbidden)& 43t}

Table 5= E2 24 $8 WAAE 93 Fohalob s
&H0IT 1 OAuth 209 E2 47 &% vl dha

for option in self.options:
if option.number == defines.OptionRegistry.ERROR.number:

return option.value

return None

Fig. 6. Call Function for Error Option

@error.setter

def error(self, value):
option = Option()
option.number = defines.OptionRegistry.ERROR.number
option.value = int(value)

self.add_option(option)

Fig. 7. Setting Function for Error Option

@error.deleter
def error(self):
self.del_option_by_number(defines.OptionRegistry. ERROR.number)

Fig. 8. Delete Function for Error Option
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def introspect(self, path, bearer, callback=None, access_path=None):
request = Request()

request.destination = self.server

request.code = defines.Codes.GET.number

request.uri_path = path

request.bearer = bearer

request.token_type_hint = 'code’

request.scope = access_path

if callback is not None:

thread = threading.Thread(target=self._thread_body, args=(request,
callback))

thread.start()

else:
self.protocol.send_message(request)
response = self.queue.get(block=True)

return response

Fig. 9. Token Introspection Message Request Function
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if str(transaction.request.bearer) in resource.introspection:

if resource.introspection [str(transaction.request.bearer)] is 1
error_option = Option()
error_option.number = defines.OptionRegistry. ERROR.number
error_option.value = 1
transaction.response.add_option(error_option)

elif resource.introspection[str(transaction.request.bearer)] is 2:
error_option = Option()
error_option.number = defines.OptionRegistry. ERROR.number
error_option.value = 2
transaction.response.add_option(error_option)

else:
active_option = Option()
active_option.number = defines.OptionRegistry. ACTIVE.number

if tl]me .time() > resource.introspection[str(transaction.request.bearer)] [ ‘e
xpires_at"

active_option.value = str(False)
else:
active_option.value = str(True)
transaction.response.add_option(active_option)
else:

active_option = Option()
active_option.number = defines.OptionRegistry. ACTIVE.number
active_option.value = str(False)

Fig. 10. Core Implementation Code for Token Introspection
Message Response
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def introspect_observer(self, path, bearer, callback=None, access_path=None):
request = Request()
request.destination = self.server
request.code = defines.Codes.GET.number
request.uri_path = path
request.bearer = bearer
request.observe = 0
request.token_type_hint = "code"
request.scope = access_path
if callback is not None:

thread = threading.Thread(target=self._thread_body, args=(request, ca
llback))

thread.start()

else:
self.protocol.send_message(request)
response = self.queue.get(block=True)

return response

Fig. 11. Token Introspection Message Request Function
Including Registration of Resource Observation Function
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def address_registry(Resource, request):
try:
for option in request.options:
it option.number == defines.OptionRegistry.BEARER.number:
if str(option.value) not in Resource.expired_token_list:
Resource.token_address[str(option.value)] = request.source
except AttributeError:

return

Fig. 12. Functions for Storing Resource Server Addresses
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def store_token_information(Resource, request):
db_host = 'localhost
db_port = 27017
db = pymongo.MongoClient(db_host, db_port).test_database
valid_scope = False
token = None
try:
for option in request.options: # 7! ¢k 4 B EIQIA g
if option.number == defines.OptionRegistry.BEARER.number:
token = str(option.value)

it dbl
)} is not None:

5_tokens'].find_one({"token":  str(option.value

Resource.introspection[str(option.value)] = db['access
_tokens'].find_one({"token": str(option.value)})

for option in request.options: #74}<* 191el 4 2k
if option.number == defines.OptionRegistry.SCOPE.number:
if token in Resource.introspection and token is not None:
if Resource.introspection[token] is not None:

for scope in Resource.introspection[token]['scop

if str(scope) == option.value:
valid_scope = True
if not valid_scope:
Resource.introspection[token] = 2
except AttributeError:

return

Fig. 13. Functions for Storing Token Information

def compare_token(Resource):
db_host = 'localhost
db_port = 27017
db = pymongo.MongoClient(db_host, db_port).test_database
try:
for token in Resource.token_address:
if str(token) in Resource.introspection:

if Resource.introspection[str(token)] 1= db['access_tokens
].find_one({'token": str(token)}):

Resource.observe_client_list.append(Resource.token_addr
ess[str(token)])

Resource.introspection[str(token)] = db['access_tokens
].find_one({"token': str(token)})

elif Resource.introspection[str(token)]['expires_at'] < time.ti
me():

if str(token) not in Resource.expired_token_list:

Resource.observe_client_list.append(Resource.token
_address|[str(token)])

Resource.expired_token_list.append(str(token))
else:
print Resource.token_address [str(token)]
except AttributeError:

return

Fig. 14. Functions for Comparing Token Information
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Fig. 18. Issue Authorization Code
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Fig. 19. Request and Issue an Access Token
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I Hypertext Transfer Protocol
v HTML Form URL Encoded: application/x-www-form-urlencoded
v Form item: "redirect_uri" = "http://218.150.181.110:8081/callback"
Key: redirect_uri
Value: http://218.150.181,110:8081/callback

v Form item: "client_secret" = "xyz"
Key: client_secret
Value: xyz

v Form item: "code" = "abe@f810-f5ad-4063-8602-94fd8eed1446"
Key: code

Value: abe0f810-f5ad-4063-8602-94fdBee91446

v Form item: "client_id" = "abc"
Key: client_id
Value: abc
v Form item: "grant_type" = "authorization_code"

Key: grant_type
Value: authorization_code

Fig. 20. Details of the Access Token Request Message

» Hypertext Transfer Protocol
v JavaScript Object Notation: application/json

v Object

v Member Key: "access_token"

String value: 161694bc-8fa8-4482-8713-1b08992e8f42
Member Key: "token_type"

String value: Bearer
Member Key: "expires_in"

Number value: 20
Member Key: "refresh_token"

String value: 6ad91ca2-d5c6-4ce8-8f68-028f9801ead2
Member Key: "scope"

String value: temp humi

<

|

«

«

Fig. 21. Details of the Access Token Response Message
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Fig. 22. Access Token Verification

Fig. 22 A & SefolAEdA A2 Edo] AU= dgs
A #91g 4 Qv At ZH Aol M User-agent
AT BEfo] FAE R gor} B 7% HaA

S #93l7] Y3l User-agents 53 H EZS HoF

M 9 o= gold 2= 9l 39

Fig. 2394+ ZElo|dEdA HgH HL EEZS £
2AAF 54 Q99 Aula Aol AHew e
AL AT g, Feo|AEQISI18LII07
E2s 59 1}9“11:'%(218.150.181.117)94 Aol A ke
A& User-agents Eaid #elst &= givh webd &g
HA2 Fig. 24914 &0& + A%©] Wiresharks &3 7
etk



-oIEl

€ ) (0| 218.150.181.110:3081 /resource ¢ » =

discomfort_index: 54.4
resource request

Fig. 23. Requesting Resources and Service Provision

No.  Time Source Destination Protocol ~ Length Info
53 16. 218.150,181,110  218.150.181,117 CokP 91 CON, MID:19258, GET, /basic
254 16. 218.150.181,117  218.150.182,110  CokP 52 ACK, MID:19258, 2.05 Content, THN:de 6F Ge 65 (text/plain)
%5 10. 218.150,181,110  218,150,18L,117 CoAP 91 CON, MID:19259, GET, /TENP
256 17. 218.150.181,117  218.150.181.110  CokP 52 ACK, MID:19259, 2.05 Content, THN:de 6F Ge 65 (text/plain)

Fig. 24. Resource Access Through an Access Token
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v Constrained Application Protocol, Confirmable, GET, MID:19258

81,0 oo = Version: 1

.80 .... = Type: Confirmable (@)
«ov. 0002 = Token Length: @

Code: GET (1)

Message ID: 19258

Opt Name: #1: Uri-Path: basic

[Expert Info (Warn/Malformed): Invalid Option Number 71]
Opt Name: #2: Unknown Option: 31 36 31 36 39 34 62 63 ...
[Expert Info (Warn/Malformed): Invalid Option Number 73]
Opt Name: #3: Unknown Option: 63 67 64 65

[Expert Info (Warn/Malformed): Invalid Option Number 76]
Opt Name: #4: Unknown Option: 62 61 73 69 63

b . . . R

Fig. 25. Details of Resource Request Message
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v Constrained Application Protocol, Acknowledgement, 2.85 Content, MID:19258
Blas wiow = Version: 1
18 ..., = Type: Acknowledgenent (2)
oo 0180 = Token Length: 4
Code: 2,05 Content (69)
Message ID: 19258
Token: dedfoe6d
End of options marker: 255
v Payload: Payload Content-Format: text/plain; charset=utf-8 (no Content-Format)
Payload Desc: text/plain; charset=utf-8
v Line-based text data: text/plain
18.3

Fig. 26. Details of Service Provision Message
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Message Verification
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Fig. 28. Details of Token Introspection Request Message
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81, v = Version: 1

.18 ... = Type: Acknowledgement (2)
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Code: 2.85 Content (69)

Message ID: 9924

Token: 4e6f6ed5

[Expert Info (Warn/Malformed): Invalid Option Number 71]

Opt Name: #1: Unknown Option: 31 36 31 36 39 34 62 63 2d 38 66 61 ...
[Expert Info (Warn/Malformed): Invalid Option Mumber 75]

(Opt Name: #2: Unknown Option: 54 72 75 65

v www

Fig. 29. Details of Token Introspection Response Message
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