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Enhancing Education Curriculum of Cyber Security Based on NICE
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ABSTRACT

As the cyber threats become more sophisticated and intelligent, the cases of cyber-infringement accidents are rapidly increasing. As
a result, awareness of the importance of cyber security professionals has led to many cyber security-related educational programs.
These programs provided with education curriculum aimed because cyber security workforce and job-based cyber security education
research are not properly done. In this study, we developed a new cyber security education curriculum that defines and reflects cyber
security personnel and knowledge system. In this study is not composed solely of the education contents related to the defenses

emphasized in the existing education curriculum, but developed education curriculum to train a professional and balanced cyber security

manpower by adding education contents in the attack field.
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Table 1. Education Classification System in NICE Cyber Security 3.1 ZOo{A|FE[E
A o] Alo o‘l—"ro‘_g_;_ 70_1|:_c‘>_“ol—
Sort Specialty Areas ! °l ]jaﬂﬂ f ]qu J:T ]° 3 Ei Uﬂl <
- - /K,T_,_E 7(” u_);] 21: E)\7 A 0.0 9F =
Systems Requirements Planning °© 1", A7, AW AE HA
g xZya)o 1 ]
System Development 2 XA O R ol Rinh
" “olA] Elz|” wpo]lo DR PRI =) PSR! Ry Kol
Software Assurance and Development Security FYFE FHT EQlS uﬂ_l,j_ﬂ’ A SR, = e =
f)fcu.re.Iy System Security Architecture gA~ED] 5 A= FFAA] TG oFEHAE 2ALE
ovision _ _ - “ _
Test and Evaluation T I Bx WS AYgsia ) “d ZE 47
Technology Research and Development W7 ZrQle PDF, Office Y Tl 23] gle ofy
Information Warranty Compliance 4 3= FEea 1 sI9EE BYEE e oFu
System Administration stk eSS fsk gAE 2A)” Tule &A4E I
Network Services HA 5 AAE 5Y 5Y F HzAqA FIdT F gl
Operate and | Systems Security Analysis = UxE A VeSS 2T g3 g B2 ous
Maintain Customer Service and Technical Support o] A e &S thLe-9 Table 29 Zt}
Data Administration
Knowledge Management . ' . ) )
ge Yanag Table 2. Cybersecurity Education Curriculum in Coresecurity
) Collection activity
Collection Cyber Mission Planning Subject Chapter Contents
and Operate -
Cyber Mission Operating o Detecting malware
Vulnerability Assessment and Management through memory
Incident Response Malware Detection forensics
Protect and . . . .
Defend Computer Network Defense (CND) Analysis detection technique o Detecting Malicious
Computer Network Defense (CND) Code Using Meta files
Infrastructure Support o PE file analysis
. Investigation o Understanding
Investigate — - Volume .
Digital Forensics . partitions / extended
Analysis .
Cyber Threat Analysis partitions
i i ) o File system structure
Analyze Exploit Analysis File System v
i - . . analysis
Target Analysis Digital Forensics | Analysis . .
Information Analysis . o File recovery technique
for Responding Web & U T Analvel
; eb browser |o Usage Trace Analysis
Legal Advice and Advocacy to Infringement . g . y
Education and Training usage trace using cookies,
Sr:/ctlarmg t Strategic Planning and Policy Development analysis temporary files, History
Development | Information Systems Security Operations Registry ° Un('ierstandmg the
Security Program Management (Chief Analysis registry structure

Information Security Officer

o Registry Key Recovery
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Table 3. Cybersecurity Education Curriculum in Seedgen

Subject Chapter Contents
Simulation
Hacking
Theory, Concept.
Methodol . .
ethodology Scenario, Simulation
and Hackin,
Environment e
Construction
o Googleling
Simulation o shodan Search
Simulation Hacking o nmap Scan
Hacking Process | Practice #1 o zone transfer
o OpenVAS
. . o Password Brute
Simulation Forcing
Hackl.ng o Exploit code
Practice #2 .
production
Simulation Remote system
Hacking penetration and
Theorem reporting
Web Hacking Web Hacking

Web application
hacking

Overview and
Basics

Overview and Theory

Introduction

Understanding

to Web > .
Vulnerabilities OWASP Topl0 List
XichIjaCkmg Practice based on

; OWASP ToplO List
Practice
Web hacking
Attack Server security settings
Countermeasures
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Table 4. Cybersecurity Education Curriculum in Raon Whitehatcenter

Subject Chapter Contents
Reverse
Engineering Reversing theory
Definition

Utilizing tools Introduction to the

for reverse debugger for malware
engineering analysis
Usage of
Malicious code | Reverse Crackme practice
analysis Engineering
.. Dynamic analysis of
Malicious Y Y

malicious code through

Code Analysi ..
e network monitoring

Dynamic

Analysis & Code analysis

Static (Precise analysis)
Analysis

Concept Metasploit framework

. Inf ti theri
Info-gathering nformation gathering

techniques
Personal Attack procedure using
computer Windows vulnerability
Personal Attack procedure using
computer—-cont Windows vulnerability
Simulation Social Attack procedure using
Penetration Engineering Windows vulnerability
using Metasploit Attack procedure using

Linux-server . -
Linux server vulnerability

Attack procedure using
window-server | window server
vulnerability

Attack procedure using
mssql vulnerability
MSF Extended | Understanding the
Usage Metasploit Add-In

database




24 ZEMEISSl=2Al/EFH H S48 AAE HMeH M7=(2017. 7)

e E‘r—mL At “LﬂE"JEL Eaﬂlé‘” el

o] %X—, Al EHOH’H Tjr-rJ— k. FukRole w9
ZZ o2 3 wireshark/tshark =7 &8¢ WS T35
yh3o] = DDoS, ARP Spoofing, P2 Uy #dd JEY
a4 Edy B4 WS wgsta vk FHR= AYw

i
=
4,
>

= ]Z:Eél A 7Nk 4 7IHE A
S HEE FAst Atk 9 A H EuQl
ZNHEo] HTTP ZREZS 7|2 F2& thFil glon
HkRo = XSS, CSRF, SQL Injection, File Upload$}
T8 AGHEES tF Atk 2 wEe] A &
Z

34 H Adolet HEY msME

gl e|o] e 9EFQ) WK AE O] AfolH B QF &2 F 57f
Sol“se] o), §f Olﬁﬁ”, “g1 Exploit 4%
A7 “$1 DDoS o8, “9) 3] +47) & ozt ‘4l
ol3]” &l StollA AEEE HTTP«] e =, ]/‘1
SOIAE/AH S o], 7] B A} B LH%O
ghek “gl FokA ofsf” =ml> OWASP Top 10 %
HE 57HA A<k 8 4A5S U5 ok “§) Exploit & L}
A7 T 912 OWASP Top 10 55-9] Injection 3 23]

A&HEAQ,

I

FSEF{EFJ‘E::

*
oy

Table 5. Cybersecurity Education Curriculum in Techdata Webtime

Subject Chapter Contents

Understanding http
Understanding protocols, methods, webh
Web languages, cookies /
sessions

o Web Vulnerabilities
o Googleling

Understanding o SQL Tnjection
Web
Vulnerabilities 0 XS5
o CSRF
o Clickjacking
| Web, 0 Web2.09] 8
information

o DOM Injection
o XML Injection
0 JSON Injection

protection Web Exploit
specialist Attack and

Analysis o Attacks using
vulnerability tools
Understanding Ejergdzzs(;;ndlz)g I;lg(j)S
Web DDoS ponding
attacks

Web 0 Secure godlpg

. o Secure Testing
Infringement o Log analysis
Analysis s v

o Server security settings
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Table 6. Cybersecurity Education Curriculum in K-EMDEC Consortium

Subject Chapter Contents
Simulation o Understanding APT
Hacking o Malicious code
Principles and production using VB
Techniques script
Understanding | o Reversing Basics

Cyber Security
Workforce
Training

Shell Codes

o Shell Code Analysis

o Understanding malicious

Making code types and behavior
Malware .

o Malware creation
Malware o API analysis mainly
Analysis used by malicious code
Making 0 [‘Jnderstandmg Shell
Shellcode Codes

o Shellcode creation
Heap spray Understanding and
Attack creating Heap Sprays

o PE structure theory
Bypass o Section encoding
Anti-Virus N

techniques

SEH Overwrite

o Understanding BOF
and SEH Overwriting
Techniques

o Security Cookie

Firewall

Applying firewall rules
and iptables rules

ARP Spoofing

o Understanding ARP
protocol structure

XSS & CSRF

Understanding Attack
Techniques

SQL Injection

Understanding Attack
Techniques
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Table 7. Korea Information Security Education Center Cyber
Security Education Curriculum

Subject Chapter Contents
Recent
) ) Trend.s n Introduction
Basic practice | Security
of Information | Technology
Security Introduction
to information Introduction
protection
Understanding
Information footprinting, scanning
gathering techniques and using
tools
o Sniffing plain text data
Network Attack o SSH MITM
and Defense MITM o DNS Spoofing
Practice o SSL MITM
Types of
DDoS attacks Understanding and
and malicious responding to DDoS
code attack types
treatment
Web service Understanding the http
security protocol, methods
o Information gathering
techniques
. o Understanding OWASP
Web Attack V¥§E£j:§1ng topl0 list attack
and Defense p techniques
Practice o Installing the Public
Inspection Tool
o File upload / download
Web hacking vulnerability
practice o XSS
o CSRF
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Table 8. Cyber Security Knowledge System Diagram

Category Division Section
Operating System Basics
Basic - Designing and building network
infrastructure
Web security Web-based vulnerability analysis
and attack
Wired network-based vulnerability
Network analysis and attack
Security Wireless network-based
vulnerability analysis and attack
Attack — -
Software vulnerability analysis and
System attack
Security Embedded Vulnerability Analysis
and Attack
Mobile Mobile-based vulnerability analysis
Security and attack
Operation security solution Operation
prevention Secure Coding
Proactive . . .
Action Vulnerability testing and analysis
Defi . .
clence Network traffic and packet analysis
Shell code analysis
Response -
Log analysis
Malware detection and analysis
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Table 9. Standard Education Curriculum in Cyber Security

Category Division Section
Operating
systems and Operating system basics
Basic | systems
Network Designing and building network
Infrastructure | infrastructure
. Web-based vulnerability
Web S t .
b Seeunty analysis and attack
Wired network-based vulnerability
Network analysis and attack
Security Wireless network-based
vulnerability analysis and attack
Software vulnerability analysis and
Attack
System attack
Security Embedded Vulnerability Analysis
and Attack
Mobile Mobile-based vulnerability analysis
Security and attack
Scenario—based combat training
ETC -
Reports creating
Operation security solution Operation
Prevention Secure Coding
Proacti . . .
O?C Ve Vulnerability testing and analysis
Action
Network traffic and packet analysis
Defence Shell code analysis
Response -
Log analysis
Malware detection and analysis
Scenario—Based Practice Defense
ETC Training
Reports creating
WE YA Ee PE ARAEY 294 goh o5
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