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A Study on Image Acquisition and Usage Trace Analysis of Stick-PC
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ABSTRACT

Stick-PC is small and portable, So it can be used like a desktop if you connect it to a display device such as a monitor or TV
anytime and anywhere. Accordingly, Stick-PC can related to various crimes, and various evidence may remain. Stick-PC uses the
same Windows version of the operating system as the regular Desktop, the artifacts to be analyzed are the same. However, unlike the
Desktop, it can be used as a meaningful information for forensic investigation if it is possible to identify the actual user and trace the
usage by finding the traces of peripheral devices before analyzing the system due to the mobility. In this paper, We presents a
method of collecting images using Bootable OS, which is one of the image collection methods of Stick-PC. In addition, we show how
to analyze the trace of peripheral connection and network connection trace such as Display, Bluetooth through the registry and event

log, and suggest the application method from the forensic point of view through experimental scenario.
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Fig. 1. Monitor Instance ID and Container ID Information
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Fig. 2. The Serial Number of the Monitor
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Table 2. Registry Keys and Information of Monitor

Registry Key Information
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Table 3. Registry Keys and Information of Bluetooth
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Table 5. Registry Keys and Information of Network

Registry Key Information

HKEY_LOCAL_MACHINE\SOFTW
ARE\Microsoft\Windows
NT\CurrentVersion\NetworkCards
HKEY_LOCAL_MACHINE\SYSTE
M\CurrentControlSet\Services\Tcpip\
Parameters\Interface\{GUID}

HKEY_LOCAL_MACHINE\SOFTW

NIC Information,
Interface GUID

IP address, Gateway
address, Domain name

Wireless Network Name,

ARE\Microsoft\Windows First Connection Time
NT\CurrentVersion\NetworkList\Prof . 0
s Last Connection Time
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Table 6. Sepecification of Stick-PC

Model Name STCKIA32WFC
Serial Number GEFC524005D2
Size 219 GB
OperatingSystem Windows 81 K with Bing
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Table 7. Information of Stick PC's Image File

File Name Image
Size 219 GB
Hash cad79d4279h26d4eeca3c74dbeb5ed0f8
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