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Abstract

GPS was developed for military purposes. As a result, it is used as a military

important means such as guided weapons and strategy / tactics. However, GPS depends on the

communication infrastructure and is affected by interference signals. In this paper, we propose a

secure micro - web page - based smart map that can enhance security without relying on

communication infrastructure on the battlefield.

The proposed system consists of general smartphone, security QR, central server and smart

map. Only use the network when downloading the security key and SmartMap before the task

starts. During operation, the smartphone transmits and receives data using a secure QR. The

security QR inserts the security code to prevent forgery and falsification and confirms whether

the data is authentic by checking whether the smart phone is forged or not. As a result of

implementation, we solved communication security problem of existing technology by using

location based service without relying on communication infrastructure.
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Fig. 1 Damage due to radio disturbance
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Table 1. Solve existing problems
Network
Device is disabled when GPS signal
Problem | interception or propagation
disturbance occurs.
It is composed of template and
contents based on micro web page,
Solution | so there is no data consumption in
actual use, so it is not affected by
radio disturbance activity.
QR code
Manipulated information confusion
Problem | during modulated QR code scan.
QR code is scanned with
. exclusive application and security
Solution . . . .
code interpretation is determined
by modulation.
Template
Information leaked in combination
Problem | with content.
Designed so that templates and
Solution contents are composited only by
entering a security key.
Heavy confusion due to missing
Problem information due to randomly created
templates.
Limit creating and modifying
Solution templates by specifying access
rights on the central server.
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Fig. 4. Template Flowchart

Security Key

1D MD| SC |TD |OD| Contentl TD |OD| Contentl TD|OD| ... |TD

MD : Mincro webpage-delimeter
OD : Object-delimeter
O : Tail-delimeter

SC: Security Code
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Fig. 5. Security QR Code Data
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in special situations
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Table 2. Cryptographic key validity period

(NIST recommendation)

Validity
Key item i
Sender Recei
ver
Symmetric Max Max
Secret key
key 2year Syear
Encryption
Public key Max Zyear
Decryption
. Private key Max Zyear
Public key —
Verification Max 2vear
Public key Y
Signature
Private key Max: 2year
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<iframe src = "Daejeon5000.svg” frameborder="
“1" * allowtransparency =" “true” "> </iframe>

Function createMarkerl(point){
var iconBlue = new Gicon(G_DEFAULT_ICON);
iconBlue.imae = ‘Start.png’;
iconBlue.shadowSize = new GSzie(1,1);
iconBlue.iconSize = new Gsize(23, 26);

start = new Gmarker(point, iconBlue);

return start;

}

Map.addOverlay(createMarkerl (location));

a9 7. iframe™} createMarker

Fig. 7 iframe and createMarker

function foundLocation(position){
latitudex = position.coords.latitude;
longitudex = position.coords.longitude;
location = new GlLatLng(latitudex, longitudex);

function createMarker3(point){
var iconBlue = new Glcon(G_DEFAULT_ICON);
iconBlue.image = ‘location.png’;
iconBlue.shadowSize = new GSize(1, 1);
iconBlue.iconSize = new GSize(23, 26);
hkm = new GMarker(point, iconGreen);
return hkm;

}
map.addOverlay(createMarker3(location));

19 8. GeoLocation

Fig. 8 GeolLocation
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var heading=0;
window.ondeviceorientation = changeCompass;

function changeCompass(event){

heading = parselnt(event.alpha)*Math.PI/180;

var pitch = parselnt(event.beta)*Math.PI/180;

var rolling = parselnt(event.gamma)*Math.P1/180;

1% 9. Orientation

Fig. 9 Orientation
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Fig. 10 Battlefield security smart map exclusive

application execution screen
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Fig. 11 Security KEY, ID input screen
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Table 3. Templates and Content Capacity

Item Size
Template 17 MB
Contents 700byte

¥ 4. QR Z= £
Table 4. QR code capacity

Category Conformation Size

I ificati

dentification | 505678 (8count) | 8byte

number

Security ABCDEFGH

code (8count) 8byte
(contents/location

Contents /Separator) 12byte
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Table 5. Template composite response time

coumt | 1 [ 2|3 |4 |5 |6 |7 8

sec. |2.3]3.112.7/26(2.9/29(2.8| 2.6
count | 9 | 10| 11| 12| 13|14 | 15| Aver.
sec. |3.3]/3.0/2.8/2.8(2.9/3.1]3.3| 2.87

6. 7] Ao mlu

Table 6. Comparison with existing methods

Network ConFents antents
Size Display
Map app O - O
Offline
Map X Large X
Military
GPS O Small O
Smart
Map X Small O
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