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Ordinary B-tree vs NTFS B-tree: A Digital Forensics Perspectives

Gyu-Sang Cho*

Abstract

In this paper, we discuss the differences between an ordinary B-tree and B-tree implemented by NTFS.

There are lots of distinctions between the two B-tree, if not understand the distinctions fully, it is difficult

to utilize and analyze artifacts of NTFS. Not much, actually, is known about the implementation of NTES,

especially B-tree index for directory management. Several items of B-tree features are performed that

includes a node size, minimum number of children, root node without children, type of key, key sorting,

type of pointer to child node, expansion and reduction of node, return of node. Furthermore, it is emphasized

the fact that NTFS use B-tree structure not B+ structure clearly.
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MFT Entry Information of Directory dirl
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Fig. 3 Schematic Diagram of NTFS MFT entry and Index Record(Resident and Non-resident Cases)
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2. Structure of $INDEX_ROOT Attribute
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Table 1 Data Structure of $INDEX_ROOT Attribute[16]

Offset Size Descriptions
(byte) (byte) P
0-3 4 Attribute Type ID(0x90)
4-7 4 Length of Attribute
8-8 1 Type of Attribute
9-9 1 Length of Attribute Name
10-11 2 Offset to Attribute Name
12-13 2 Flag
14-15 2 Attribute ID
16-19 4 Size of Contents
20-23 4 Offset to Contents
24-31 8 Name of Attribute($130)
. Attribute Type in Index(0x30,
32735 4 SFILE_NAME Attribute)
_ Collation Sorting Rule
36-39 4 (01=Filename)
40-43 4 Index Record Size(byte)
44-47 4 Index Record Size(cluster)
48-51 4 Offset to Index Entry from Start
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Table 2 Data Structure of SINDEX_ALLOCATION Attribute[16]
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Table 3 Data Structure of Index Record[16]
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36-39 4 Flags 16-23 8 File Modification Time
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56~4095 Variable [ndex Entries 32-39 8 File Access Time
40-47 8 File Allocation Size
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Table 4 Data Structure of Index Entry[16]

Offset Size Descriptions
(byte) (byte) P
0-7 8 MFT Reference of This File Name
8-9 2 Length of Entry
10-11 2 Length of $FILE_NAME Attribute
. Flags(1:Chile Exists,
12715 4 2:Last Entry)
16+ Variable $FILE_NAME Attribute
Last _ )
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6. Structure of $FILE_NAME Attribute
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V. Ordinary B-tree vs NTFS B-tree

1. Comparison of Ordinary B-tree and NTFS B-tree

1.1 Number of item in a node
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1.2 Node size
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1.4 Root node without child node or leaf node

Auk B-tree : 7Fe- AR =EE 24| odal FER=ENE F
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1.6 Key sorting
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1.8 Expansion of node
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1.9 Reduction of node
7)1 B-tree : 8 =T Eo] 9 gJE (L=
o efste] BF AAHY TR w=o] &g B F e ==
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1.10 Return of empty node
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Table 6 Comparision List of Ordinary and NTFS B-tree

ltems Ordinary B-tree NTFS B-tree
Variation of ) .
Node Size Fixed Variable
Node Size Maintain initial | $INDEX_ROOT:about 0.6KB
size SINDEX_ALLOCATION: 4KB
Min. No of (L;flt‘d ;”dROO?'g(hzt 1)One Node Available
Child ’ 2)Two Node Available
nodes)
Root Available Available
without ROOT is used as | $INDEX_ROOT is used as
Child leaf node leaf node
Number,
Key Character are | File Name is used as a key
available
Key Sorting | Ascending Ascending
Pointer to ) . 8-Bytes added to last of
Child Node Pointer/Location index entry
Min item [ m/2 ]
move to parent
. node. Smaller | Separate into two nodes if
Expansion ) . .
of Node items move to | index recode is full acts as
left child node, | an ordinary B-tree
larger items to
right child node.
Reduction Empty ‘no.de Maintain empty |n.dex record
merge to sibling | If at least one index entry
of Node )
node exists.
Node Node returned if .lf run-list exists, no empty
) index records are return to
Return entries are empty
unallocated.

2. NTFS Uses B-tree Not B+iree
NTFS®] Qe 2ol A} ARgsh= B B+ E&j7} obd BE
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glo|th. NTFSellA veEe] g fAah7] g wiow
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28 9814 B+ 227 A}wcm %14 glel.

J. Huang¥} S. Wu?] dA[1]e1A4 “NTFS adopts B+ tree
to manage directory index. The same level directory
adopts B+ tree structure and keeps sequence as file (or
directory) name sorting. An index item is a node of B+
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%k Dominic
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V. NTFS B-tree Sample Cases

1. Experimental Environment
o] AolA FstE AHES e 2 HEE 3
A #glo] o] o]t}
OS @ Windows 10 Pro(Ver. 10.0.14393)
NTFS v3.1
Storage drive: Samsung SSD

Disc Format :

463GB

Disc Allocation Cluster Size :

Storage Space
4,096 bytes
Working Directory : d:WtestBtree

Test File : TestFileOl.txt ~ TestFile36.txt

Disk analysis tool : X-Ways Forensics Ver. 18.7

2. Case 1: Leaf Noded Root
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MFT entry for testBtree: #218479
Location for testBtree: 0x4980323C00

TestFileO1.txt
. TestFileO5.txt

$SI|$FN| SINDEX_ROOT

Fig. 4. Leaf Noded Root-Index Entry reside in MFT
Entry(TestFileO1.txt ~ TestFile05.txt)
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Fig. 5. Leaf Noded Root—Screen capture of Index Entry
reside in MFT Entry(TestFile01.txt ~ TestFile05.txt)

3. Case 2: Single Child-One Index Record
o] 5+ 4749 1.34q 33k Abellolt}. dukARl B-Eg]



80  Journal of The Korea Society of Computer and Information

TFEoAE A = §ls 58 FEl7F NTFSelA =
249] 389 =1 Ix)

TestFileO1.txt ~ TestFileS.txtU}X] gt o] A EH MFTSI
Eg] 9] $INDEX_ROOTEAe] ¢l <E
TestFileb.txt dtdo] F7}=2 *ﬂ”ﬂ‘ﬂ Fgite] F-53A]7]
) i-of] ddoz gt o]
$INDEX_ALLOCATIONZ:Ad o] AL}, o] &Adel= <1y ¢
FEEo] AFE] = AXES dElF
SEZHTE o] Aol A= Qe BlF =Tt Xi %l SeEY] T4
+ 0x49E55800007}F 2= %Ar}. $INDEX_ROOTE A &= ¥
sp7t A7) Ul 2k
Z 7 #0% B3 SINDEX_ROOTEA )= o Qg2 Q&
AR WA v FERSE ddE 2429
VCN¥Z 7} 0Holghs ARt 2k A7 B84 FA(LCNE
el E d-g2E AR E $INDEX_ALLOCATIONSAJ o] 2H=
tH1d 63%).

7Fs 2

oA HIE=

L5 oh:ﬁ o ﬂl/\ o]]Eg]‘: g Er_li,_ o]ﬁ]/\

N
% 24 g
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Location for testBtree: 0x4980323C00
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| | Run-list I
VMR 1 Ox49E5580000. ]
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(0x49E5580000)

TestFileO1.txt
TestFile06.txt
Fig. 6. Single Child-Diagram of MFT Entry with $IR and $IA
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Fig. 7. Single Child—Screen Capture of MFT Entry
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Fig. 8. Single Child—Screen Capture of MFT Entry

4. Case 3: Root Key in $INDEX_ROOT

o] AtelE $INDEX_ROOTEA gt FE 7|7} Ao 3l
AAwE F e Qddx gasg e Aot
A #Z). TestFile07.txt ~ TestFile36.txt7}A] A& o=
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FLEY 552 F /9 ¥~ daeR WA g F
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$INDEX_ALLOCATION®] #-g]~Ed] A= gl

Mo ™ fo fo, & =
=
:0E12

MFT entry for testBtree: #218479
Location for testBtree: 0x4980323C00

SINDEX_ROOT

SINDEX_ALLOCATION

$SI|$FN

Run-list !
OX49E558OOOO 2cls 1

TestFile18.txt

Index Record VCN#0
(0x49E5580000)

Index Record VCN#1
(0x49E5581000)

TestFileO1.txt TestFile19.txt

TestRile17.txt TestRile36.txt

Fig. 9. Diagram of Root Key in $IR
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Fig. 10. Root Key in $IR -MFT Entry
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Fig. 11. Root Key in $IR -Index Record#0
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Fig. 12. Root Key in $IR —Index Record#1

5. Case 4: Deletion of entries
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Fig. 13. Delete of Index Entry — MFT
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49E5531030 | 00 00 00 00 00 00 00 00 00 00 04 00 0O 00 08 00

4985531040 [70 35 03 00 00 00 0% 00 70 00 5% 00 00 00 00 00| pU o
4925521050 [6F 55 03 00 00 00 01 00 C1 96 16 01 ED 0A D3 01| o0 i- 16
49E5531060 [CO €3 5C 61 EL 0 D3 01 A7 2F DA 51 EC 0A D3 01f Ehea G /001 €
Tosth EGQJ I{kXtos 16 01 £ 0a 03 01 28 00 00 00 00 o0 00 0| - 1 4
2925551050 [27 00 90 00 00 90 90 00 20 99 90 90 90 90 90 0of

4925581090 [0 00 54 00 €5 00 7300 74 00 46 00 62 00 6C00[ Test F il

9% sngi 650030 00 32 002E 00 74 D0 78 00 74 00 00 00| e 02 . tx ¢
SUno 00 00 00 00 00 00 00 10 00 00 00 02 09 09 0O

Fig. 14. Delete of Index Entry — Index Record #1
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Offeet [0 L 2 34567 8 3ABCDEEF /
GESA0000 49 4E 4 58 28 0009 00 68 4D 02 05 0100 00 00 INDX( M
Mi\]ﬁja 000000 00 00 00 00 03 28 09 00 00 38 00 07 00 [ 8

495550020 | £ 0F 00 00 00 00 00 00 12 00 00 00 00 00 00 00 &
4985550030 00 00 D3 01 6C 0D D3 01 000000000003 0000 G 14
Eﬁdﬁﬁdlﬁ'qao 00 00 00 00 00 00 00 10 00 00 00 02 00 60 00

Fig. 15. Delete of Index Entry — Index Record #0
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Y5 z2ta 9gol= &5t Qldlx Haes A vt
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MRS B B 5 Sl - AEe glo] “41 02 80 55 9E
04"= Abe 3] A4-9F th2A] B5S & 5 Utk o] ARE
AA EFrt fAE I ek AS #0184 ik
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oftt. ez gmEe] & oo A V|HEL AAlEA|
&3 IR ol T X7 T AlEe] 17} drk
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& g8 5 9
VI. Conclusions
o] AFME HAEAQ B-Ed| 9 Windows NTES 3} A|

zRol A deEee] BelE s A B-Ede) 49 3

ol HL vzl 1wy 9% BAS Sk g e oy

20 A7 uAd 24 245 T8 24HY1,6,7,8,9]
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7ES] AFNAE o] AT ANE BARE 570 4
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7¥sl & S Qltk 1E]ar 7] E A4 NTES A T E &g
AEA S F|M ALEEE dHolE 7} B+ EfEtn 743
A ol tiEiA AR Aueke ARS Wiy #

71Ee] o] gl de A & 5 AU Aol o] A

ANE vgo R 5] AFIARA Bm/St
o]|Eo A Alg3HE ext3/49 MacOSoll A AMg-al= HES+
59 g zEe s B-Egle] FEE WA Aol HE

247}

REFERENCES

[1] Jun Huang and Shunxiang Wu, “The Research of Fast
File Destruction Based on NTFS”, ECICE 2012, AISC
146, pp. 613-619.

[2] Ellis Horowitz, Sartaj Sahni, Dinesh P. Mehta,
Fundamentals of Data Structures in C++, 2nd Ed., Silicon
Press, 2007.

[3] Wikipedia, “B+
/B+tree.

[4] Dominic Giampaolo, Practical File System Design: The

tree”, https://en.wikipedia.org/wiki

Be File System, pp. 40-44, Morgan Kaufmann Publishers,
Inc., 1999

[5] M. Russinovich, "Inside Win2K NTFS, Part 1". MSDN.
Microsoft. Retrieved 2008-04-18.

[6] William Ballenthin, “NTFS INDX Attribute Parsing,”
http://www.williballenthin.com/forensics/indx/index.
html.

[7] Chad Tilbury, “NTFS $I30 Index Attributes: Evidence
of Deleted and Overwritten Files,” SANS Digital Forensics
and Incident Response Blog, http://digital-forensics.
sans.org.

[8] William Ballenthin and Jeff Hamm, “Incident Response
with NTFS INDX Buffers - Parts 1, 2, 3 and 4,”
https://www.mandiant.com/blog/author/willi-
ballenthin/

[9] Gyu-Sang Cho, “NTFS Directory Index Analysis for
Computer Forensics”, Proceedings of IMIS 2015, , Brazil,
pp. 441-446, July 2015,

[10] Gyu-Sang Cho, “A New NTFS Anti-Forensic Technique
for NTFS Index Entry”, The Journal of Korea Institute
of Information, Electronics, and Communication
Technology (ISSN 2005-081X), vol. 8, no. 4, August
2015.

[11] Gyu-Sang Cho, “An Anti-Forensic Technique for Hiding
Data in NTFS
Transformation”, Journal of Korea Convergence
Security Association, Vol. 16, No. 7, pp. 75-84, July
2015.

[12] Gyu-Sang Cho,
in Windows File System”, J. of Korea Society. of Digital

Index Record with a Unicode

“A Digital Forensic Analysis for Directory

Industry & Information Management, vol. 11, no. 2, pp.
73-90, June 2015.
Wikipedia,
/B-tree.

[13] “B-tree”, http://en.wikipedia.org/wiki



Ordinary B-tree vs NTFS B-tree: A Digital Forensics Perspectives

83

[14] Microsoft TechNet, “How NTFS Works”, https://technet.
microsoft.com/en-us/library/cc781134(v=ws.10).aspx.

[15] Wikipedia, “NTFS”, http://en.wikipedia.org/wiki /NTFS.

[16] B. Carrier, File System Forensic Analysis, Addison
-Wesley, 2005, pp. 273-396.

[17] Wicher Minnaard, "Timestomping NTFS," IMSc final
research project report, University of Amsterdam,
Faculty of Natural Sciences, Mathematics and Computer
Science, 2014.

[18] Wasim Ahmad Bhat and S. M. K. Quadri, “A Quick Review
of On-Disk Layout of Some Popular Disk File Systems”,
Global Journal of Computer Science & Technology,
Volume 11 Issue 1, April 2011.

[19] Petra Grd and Miroslav Baca, "Analysis of B-tree data
structure and its usage in computer forensics", Proc.
of the 21st Central European Conf. on Information and
Intelligent Systems", pp. 423-428, Jan. 2010.

[20] Microsoft Technet, Fsutil behavior, https://technet.
microsoft.com/en-us/library/cc785435(v=ws.11).aspx

Authors

Gyu-Sang Cho received the B.S., M.S. and
Ph.D. degrees in Electronic Engineering
from Hanyang University, in 1986, 1989
and 1997, respectively. Dr. Cho joined the
faculty of the Department of Computer

Inforamtion at Dongyang University,

Yeongju, Korea, in 1996. He is currently a Professor School
of Public Technology Service at Dongyang University,
Dongducheon, since 2017. He is interested in digital
forensics, system secirity, and IoT security.



