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Abstract

In this paper, we propose a security architecture for HDLC-based T4 class common data link. The

common data links are composed of point-to—point, multi-to—point, and point-to-multi mode. For

multi-to-point mode, one node has a bundle of point—to—point links with different end-point on the

other side of the links. Thus multi-to—point mode can be considered as a bundle of point—to—point

mode. Point-to-multi mode is broadcasting link. For point-to—point mode we adopted robust security

network scheme to establish a secure data link, and for multi-to—point mode we use broadcast

encryption scheme based on ID-based cryptography to distribute encryption key for broadcasting

message encryption. We also included MACsec technology for point-to-point data link security.

Computational and communicational complexity analysis on the broadcast encryption have been done.
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[I. Preliminaries

1. MPI-CDL[1]
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Fig. 1. Operation Modes of MPI-CDL
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2. HDLC

2.1 Station Type, Setup Mode and Transmission
Mode of HDLC
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Fig. 2. HDLC Frame Structure
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Fig. 4. Massage Format for HDLC Frames
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2.3 HDLC Operation
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Fig. 5. HDLC Operation Example
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Fig. 8. EAP Packet Format over PPP or Ethernet
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IV. Data Link Protection Scheme for
HDLC-based MPI-CDL

1. Applying EAP on Point-to—-Point Data Link
of HDLC-based MPI-CDL
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Fig. 10. EAP Authenticated MPI-CDL Data Link over HDLC
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Fig. 11. Data Link Management Message Format over HDLC
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Table 1. Data Link Management Messages over HDLC

Link Message | HDLC Function
Manage name/ID | Frame
When SAMBA is sent by Authenticator
Auth offer for channel request, it carries RSNIE
/1 SAMB| including available Cipher suit and
AKM  Suit for secure channel
Ch | establishment.
anne -
Establish| Association Suppl!cgnt ulses Ul .IO carry RSN”.E
containing Cipher suit and AMK suit
ment Request Ul -
/2 as secure channel association
message.
Authenticator uses UA to carry reply
éUth Reply / UA | message for Association Request

(Success/Fail).

Authentic| EAP Data Ul are used to carry protocol message

) ul . -
ation /4 during EAP authentication process.
DISC Supplicant uses DISC to carry
Request DISC | disconnection request message to
Channel )
) /5 Authenticator.
Disconne

Authenticator uses UA to cary

ct
E)ISC Agree UA | disconnection agreement message to
Supplicant.
Broadcast . .
Cipher The primary station uses SNRM to carry
P Cipher Suit information for secure
Suit SNRM ) ) .
Broadcas channel  establishment in 1:N
Request .
t channel /7 broadcasting mode.
manage - -
ment g Broadcast The primary station uses Ul to carry
Key Ul group key transfer protocol messages
Distribute for channel protection in 1:N

/8 broadcasting mode.
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SAMB : Set asynchronous balanced mode
SARM : Set asynchronous mode

Ul : Unnumbered Information

UA : Unnumbered Acknowledgement
DISC : Disconnect
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12. EAP Procedure for MPI-CDL Data Link over HDLC
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A5 7] #EE 9% 2t gehv e 2 AKM(Authentication
and Key Management) Suit® 1) 00-OF-AC-01 (802.1X) 2)

00-0F-AC-02 (PSK, pre-shared key), Z8]al 3)
00-0F-AC-03 (FT over 802.1X) o] it}
bytes 1 ! 2 dvar 2 a2 2 Towvar
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Fig. 13. Message Format of RSNIE
Table 2. MACsec Cipher suit
Services
provided
) . ) Mandatory/
Cipher Suite Name T Intaer?élty Olieel
il confidentiality
GCM-AES-128 Yes Yes Mandatory
GCM-AES-256 Yes Yes Optional
GCM-AES-XPN-128 Yes Yes Optional
GCM-AES-XPN-256 Yes Yes Optional
oA 2: 915(Authentication)
HDLCelX  EAPE #8371  $18te]  EAPoLAH
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EAPoHDLCE “2]3tt}. EAPoHDLCE 3 33} 7ol 47]9] o
AAE Zreth 27 143 EAPoHDLC mIAA §41S yehd
th o] HAIA= 2% 120149} o] HDLCS] Ul Z#sl&
g3t A F 19 EAP ¥ Yade bAx F
data mIAIAel &3} wo] AEEh

A4 Felo] EZF EAPoHDCL-Start WAIA & 1%
Al Al Buje] Q1FaAel ofste] AFIgo] AHrt QlF
o] FTH o R o]FoAH Fo|AES} AT AW T
715 st "tk

[EEE 802.1XellA AMEHE Q1% 4ilglso=s EAP
Transport Layer Security (EAP-TLS), Protected EAP
Microsoft Challenge Handshake Authentication Protocol
(PEAP-MSCHAPv2), and EAP Flexible
Authentication via Secure Tunneling (EAP-FAST) 5] 9l
tH8]. HDLC 7|9k MPI-CDL dle|E]®Fel| 2315t 54 EAP
719 Aol e ATE B =Ee AT A ALl

=i

Version 2

Table 3. Type and Function of EAPoHDLC Messages

HizEERg Function Direction
name
EAPOHDCL Client check if a.n guthenhcator exist
and notify that it is ready to start | Su — Au
—Start o
authentication process.
After successful mutual authentication,
EAPoHDCL |an encryption key is established. Used Su < Au
—-Key to verify that each ends have the right
key.
EAPOHDLC Used to transfer EAP messages. Su < Au
—-Packet
EAPoHDLC |Used to transfer MACSec Key Su o Au
-MKA Agreement (MKA) protocol messages.
Protocol | Packet | Packet Body | Packet Body
Version | type Length

EAPoHDLC-Packet(0)
EAPoHDLC-Start(1)
EAPoHDLC-Key(3)
EAPoHDLC-MKA(5)

Fig. 14. EAPoHDLC Message Format

EAP #Ao| A JF4 o= <l
SANA T8 Agditt
AES} £ 712 HAElAL Q)
3l 2 AA 7] B 7
2 B 7les AEsE 7€ RSNolA  AlFshs
EAPoL-Key WAIAE &84 ©t}H[6]. MACsecs 483}
= 7o+ MACsec Key Agreement(MKA)E A}-&-3fojof
3H[9]. MPI-CDLS 913 9= Wel oA E £ 33 Zo]
EAPoL-KeyE  EALOHDLC-Key®  AoJslil  MAKE

i

EALoHDLC-MKAZ A ¢J8}it}.

A 3¢ odlely gk

4 9 FF 7] Bl 2 A 7 A S AA AR
A 718 ARgste] Bt dlolE] AdS FASHA =t oW
HDLC®] [-2# )& AR8-3te] 17 5(b)ef o] ¥ a toje}
aLgho] o] Fojxt),

w4 4 AEER

ZlolddEY 21ZaE HDCL DISC ZH YL ARg3te] |
d $55 245 Y49 e & 2o)de UA Zade
ALgste] Ad FRE s "ok & W wAIA o= 242
BoAR A AssolDE EE8HA HER JH3 Al A o]
o} #HE B3 AT AA,

2. Channel Protection Scheme for T4 Class
Point-to—-Multi Mode Data Link
I8 19 8 REoA yehd bl o] Auld, thl A,

AV

_01__ =
GDTelA ADTE 9153k 21 W 7Hsaiet.
ok o] gamch 7)) Hguolok Ft.

o
to,

HRENAY REE ARY e 76 o3 7] aF &9l
o= FakE Zlo] HaHott[10]. o] W 2 713k Fetk 4
A/sor 717k 2 Aol F9E 4 Aok wkeF GDT7F
239 A A=) mF:Ho] S ARl R A
ARZE Al =F d 5 vk 22la SHoR 77t $rH
A gAY EF olFe] ARk Awd =Ed S Ytk 9
45 A W A (forward secrecy)ol FeF sHA et o
A A REold = 7)o T4 A B AA|, Ee
g 59 7] A= E s 948 & dert ok & Aol o]
A Aok Hee 54 7] A4 % - V)ER A9
HEdE 1S A8d

2.1 ID-based Public Key Crypto System

A7 37 7] ks Al2~glell waE £ siA R AlElskE
7] 44 AE|(Trusted Key Generation Center, KGC)} AFH-A=
oltt. F M9 1% G GOl et 734 ¥ (bilinear) #o%3
A e G X G - GE Aogth Al=E Z FebiH
params = { Gy, Gy, ¢, P, P,y Hy, Hy} & 3703} o714 <]
] ABA3AL PEG, BE i
H {01} = G, Hy: Gy— {0,1} ¢} 3ko] gojun, A28 Al
A AN KGCE ele] b s € Z 5 st 574 7]
P,, = sPg 7Rkt J2)a viAaE 7] s & el Haeith
AREARE 71 71 Wl WA RA AREARE A9 AL E IDE
KGCell AlE7cE o]ojA KGC= AREAR] 370 7] @, = H, (ID)

REL R
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£ Al ol EH%ﬁF AR 7] Sy = s QuyZ ARSI A8
o7 eraah A,

2.2 |D-based Broadcast Encryption for Key
Distribution[11]

1) =3t 2 Ho3} 34

ARAVE U = (ID)li = 1,...,n) A
Gk, 2t AbgARE A0 7] 4 (@, S)E 7KL gk AL
7 A7 UAA $F) kg Bojeke Bge et 2,

FEEL ofd] 4 (VT 2o} o] FEEL WEFAA A
& UA dggt

(U,1<i<n V)= (rP, TQW rQW ...,rQW v (D

ot
off
N
il
M
=
(o0
ol
=
2

A7V U =P, U=7Qy, 2< i< n, Q=2 Q.

Q=+ Q=@+, Q, = Q+Q,,
V= ke H(e(P,;rQ,)) & Fth
oJAl 1A ID = Al Q7] S E AHEEke] A (25
AlFete] W 458 vE 7] kE B
k=Ve H(e(P,,.rQ,)) 2)

pu
Ppub’ ; 731U7
21 (D3 2] B)ellA & 5= ol 21k D= ARl €] 71”)
7] 598 FAE Gk Ui =2,n, TR A SN 710
nxn FAAG Fof s 7 = 3=z, i=10n G

2HE 4eE E 5 Utk

3)

i

=Ve Hz((f’(U1 ,1,5). e

(3) 95 duEF HHE 4
A (D~B)e2 FolA= WE Y7|He M3
o] 7)o 4 100tHe] A/
785 7Vgste] BT ANGES 4
dostel Hosle] dagh AMA BEXEE 1 49 2
At FollA ne HEATE AT A4 s
th AL ZFe Avge A
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Mo M
= o
wek
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% HE
[E= A =Y

¥ 5% MIRACL &= 3|7|x]9] wix|u}y] zp=oA] w3 st
B4 ots AL 4 £5EE el 12]. AES 128 H)
EY 256H]E 0] %—6}% g
[e)

BA%E 113 n2EAsd 4 WA dol Bz
82 10148 Astol Ik 12801 57} B Apgshu
512915 fabA] Aol A BRel HHE PR A9, BlRA
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A g el 513HEE HEstoiof gt whebA oF 50kbits]
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dlo]g] z&oe] SHt) 256HE 57t
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CRBEEIEEE R
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Table 4. Computational Complexity Analysis of Broadcast
Encryption Scheme[11]

Encryption by

Decryption by

Ol the Center each user
EC Point Addition in - :
Gl n— n-
Scalar multiplication in
n+1 n
group Gy
Paring 1 2
Hashing 1 1
XOR 1 1
Solving a set of linear
equation with n
; - 1
variables

using Cramer's Rule

Table 5. Computational

Broadcast Encryption Scheme[11]

Speed Bench Marking for

[msec]
e TAES—128b|t tA.ES—256b|t
equivalent Equivalent
Scalar 257 1.26+16.04=17.3
Multiplication ’ *%(0.43+5.44=5.87)
- Single 19.00 33.91(30.45)
**xPairin One
g N.A 6.59(3.42)
More
* 2.4GHz, Intel i5, 520 CPU

#x () 92 Pre-computation A& A& 4=3JAI7H

w0k paringol] 4] AES-1289] 7%~ Type-1 Paring
G X G~ G, AES-2569] 7
G, X Gy~ G, pairing

T : GF(p), p = 5124]E Modulo
T : GF(p), p = 6404 E Modulo

% Type-3

Table 6. Computation speed of broadcast encryption for
each entity with 100 receivers.

[msec]
4 AES level 128bit 256bit
Device
Center 278.57 623.32
Receiver 295.00 620.87
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(4) MPI-CDL At} oMo g B3 Hlot

1.248A A58k v} o] HDCLAA F4+ dlolE X
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T4 f(11111111) BF FL20H Fae THE Gz &
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Ak dloly AEs AFE o gle WEREe =R MPI-CDL
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Fig. 15. Securing Point—to—Multi Broadcasting Channel over
HDLC

V. Conclusion

H =R iE HDLC ZREEZS 74k

© 2 3= MPI-CDL
Hlol8 " Hoks 9% 0%2

QLEREER = 74 LAN 5
q%%ég%qﬁttqqﬁg A= EAP %219] RSN 7)<
H

obo] PHate] At a 7]%2] RSN 1.

[e)
=
oo 2 S AlTsE MACsecs < HRe A

o k
ol
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