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RUREEEAl A wireless sensor network is composed of many resource constrained sensor nodes. These
networks are attacked by malicious attacks like DDoS and routing attacks. In this paper, we propose the
intrusion detection and prevention system using convergence of software—defined networking and security
technology in wireless sensor networks. Our proposed scheme detects various intrusions in a central server
by accumulating log messages of OpenFlow switch through SDN controller and prevents the intrusions by
configuring OpenFlow switch. In order to validate our proposed scheme, we show it can detect and prevent
some malicious attacks in wireless sensor networks.
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[Fig. 1] Structure of a Wireless Sensor Network
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[Fig. 2] Structure of SDN of Our Proposed Scheme
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