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Abstract — This paper deals with reconfigurable secured mobile systems where the reconfigurability
has the potential of providing a required adaptability to change the system requirements. The
reconfiguration scenario is presented as a run-time automatic operation which allows security
mechanisms and the addition-removal-update of software tasks. In particular, there is a definite
requirement for filtering and intrusion detection mechanisms that will use fewer resources and also that
will improve the security on the secured mobile devices. Filtering methods are used to control incoming
traffic and messages, whereas, detection methods are used to detect malware events. Nevertheless,
when different reconfiguration scenarios are applied at run-time, new security threats will be emerged
against those systems which need to support multiple security objectives: Confidentiality, integrity and
availability. We propose in this paper a new approach that efficiently detects threats after
reconfigurable scenarios and which is based on filtering and intrusion detection methods. The paper’s
contribution is applied to Android where the evaluation results demonstrate the effectiveness of the
proposed middleware in order to detect the malicious events on reconfigurable secured mobile systems
and the feasibility of running and executing such a system with the proposed solutions.

Keywords: Mobile system, Android, Reconfiguration and adaptation, Security, Filtering and
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1. Introduction

With the increasing of network connectivity and
computing power, we have seen significant propagation in
using mobile systems [50] which become more open.
Today, more and more services and platforms have been
developed and deployed on these systems, such as [20]
software as a service (SaaS), mobile payment and ticking,
pervasive information and content sharing (audio, text, and
video), voice-over-IP (VoIP) applications and many more.
These evolutions come with new security challenges that
are different and cannot be satisfied with the security
requirements of conventional limited purpose systems.

Although there are several security solutions such as
filtering and detection, we noticed an increasing number
of vulnerabilities and cyber-attacks, especially the system
behavior modification at run-time which can be a manner
to run different types of attacks. We look to resolve this
problem in [3] in which we propose a new multi-agent
architecture software solution to allow feasible secured
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reconfigurations of mobile devices. Nevertheless, the
mobile systems are characterized by real-time constraints
where temporal requirements are critical and the choice of
security mechanisms is important to satisfy real-time
constraints. In fact, added security mechanism may cause
unacceptable security level degradation or deadline missing.
To address this problem, we proposed in [4] a middleware
based on an execution model of tasks and security
solutions while guaranteeing an optimum level of security
and meeting the deadlines.

Nowadays, several techniques have been proposed and
used in [7, 22] for improving the security level and to
detect the possible intrusions of any unusual behaviors.
These techniques include filtering and intrusion detection
systems (IDS). With the development of reconfigurable
systems, there are new attack vectors which can be used
to compromise these techniques while benefiting of these
limits. Unfortunately as presented in [44], these solutions
are inappropriate for dynamic reconfigurations in mobile
devices regarding their limited computing and communi-
cation capabilities. For this reason, we propose to implement
a new intelligent layer based on filtering and detection in
order to improve the control of the tasks and the dynamic
events. The proposed layer is composed of four
components: (i) Collect, (ii) Analysis, (iii) Detection, and
(iv) Filtering. This layer is added to the middleware that we
propose in [3, 4]. This middleware is compsosed of four
agents: (i) Reconfiguration agent which handles automatic
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reconfiguration scenarios, (ii) Security agent which
guarantees safe reconfigurations, (iii) Scheduling agent
which verifies real-time constraints, and (iv) Execution
agent which is responsible for the management of the
system memory. Our contribution is based on the relation
between the security agent and the detection as well as
filtering layer in order to enhance the security quality
using the following security mechanisms: (i) Firewall and
(i1) IDS. The contribution made in this research is applied
to Android to evaluate the performance of the proposed
solutions. We aim in our experimentation to check the
degree of security after each reconfiguration scenario that
should also guarantee the real-time feasibility of the new
and old tasks as well as mechanisms.

This paper is structured as follows. Section II
demonstrates the necessary background needed in the
context of this work and proposes the current approach
through a discussion of the related works. Section III
describes the formalization of the secured reconfigurable
systems. In Section IV, we explain the proposed
architecture. Then, we present the case study, the proposed
algorithms, the implementation and also the evaluation of
the proposed solution in Section V. Finally, Section VI
concludes this paper and discusses the future work.

2. Background and State of the Art

This section brings up a description of the context of the
work. It deals with the known security attacks against the
reconfigurable mobile systems. We also describe the
various countermeasures which can be taken against these
attacks.

2.1 Reconfigurable mobile systems

Mobile Systems described in [25, 14] are becoming
more popular because of the increase in their mobility
aspect, processing power and personal nature. In order to
understand and define the possible reconfigurations, the
current state of mobile devices presented in Fig. 1 [16]
needs to be studied. This architecture is composed of
different interacting layers based on a middleware. It
presents the application framework layer which provides
an APl to permit the interactions between hardware
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Fig. 1. Software-based architecture
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components applications. The virtualization is designed
specifically to run on limited hardware where a swap space
does not exist. The lowest layer performs low-level
functionalities (power, process and memory management,
etc.) and contains hardware drivers.

Mobile embedded systems offer several mechanisms to
permit the control of devices by reading and interpreting
data from sensors [19-51]. The designers can optimize
those systems to increase performance with a required
reconfigurablity, and reduce the size of the product. For
these reasons, several interesting researches have been
dedicated to develop those reconfigurable architectures
[1]. To allow the addition-removal-update of services,
reconfiguration scenarios [47] should be on-line or off-line
operations, and this in order to adjust the system to its
environment under user requirements. For example, it is
possible to add an external memory to the device.

Consequently, the corresponding architecture and tasks
will be changed. We can identify several ways to build a
reconfigurable system [45, 46]: (i) Manual reconfiguration
which requires the user intervention. In this case, when
the user starts a new service, the system will be
reconfigured according to the selected service. This type
of reconfiguration is related to the higher layer
(Application), (ii) Automatic reconfiguration which is
based on well-defined conditions where the starting of a
service requires the activation of another one. In this case,
the system must be reconfigured automatically without the
user intervention. In new mobile embedded technologies,
the characteristics of reconfigurable systems lead to new
challenges [15, 43] that need to be considered (for example
processing performance, flexibility, network connectivity
and power consumption, etc.). As reconfigurable systems
become more popular, the concerns arise about their
security and privacy [16-49-52]. Although, the automatic
reconfigurations provide a required flexibility of hardware
and software components, they may compromise security
and integrity of the embedded system design. Therefore,
the contribution of this paper is to guarantee a secured
system after any run-time reconfiguration.

2.2 Security mechanisms

Mobile embedded systems are vulnerable to many
operational problems and intentional attacks due to their
characteristics [11]: (i) Limited processor utilization, (ii)
Memory capacity, and (iii) Cost sensitivity. Nowadays,
several studies are reported to deal with the security of
these systems such as the work in [21]. These works
present the vulnerabilities of each component (software)
and some security mechanisms that can provide critical
functions which could be inhabited by external events.
Nevertheless, they might not satisfy reconfigurable real-
time requirements. Each system should provide classically
basic security functions [9] such as: (i) Confidentiality that
guarantees the secrecy of data transmission, (ii) Integrity is
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against the unauthorized modification of data (including
accidental change, destruction or alteration), (iii) Availibity
is the process of assuring that information services will be
ready for use when expected, and (iv) Authentication
which determines the identity of a communication part.
The goal of security services is to protect the systems from
misbehavior threats [32] which can be classified by the
means to launch the attack [8]. We present the logical
attacks for reconfigurable systems [24]: (i) Interception-
based attacks: In this type of attacks, the hacker tries to
eavesdrop sensitive data in order to compromise the
confidentiality of exchanged data. For example, it could use
a logical analyzer for inner line bus probing of a mobile
device, (ii) Interruption-based attacks: Those attacks are
aimed the availability of mobile systems by making them
unusable. This could be achieved through an attack named
energy exhaustion which exploits the energy resource in
battery-powered systems. Besides, the attacks named denials
of service are very common in reconfigurable mobile
devices with limited processor utilization and storage
capacity where the mobile device can be failed in the event
of intensive workload, and (iii) Modification-based attacks:
Those attacks compromise the integrity of mobile systems
by exploiting vulnerabilities. Besides, those vulnerabilities
can allow an attacker to write memory at arbitrary position.
Thus, it is possible to modify a return address or a function
pointer [21].

In this paper, we are interested in the basic security
solutions based on the detection and filtering methods.
Beginning with the filtering mechanisms, Fig. 2 shows
the firewall architecture which checks the traffic going
from or coming to the system. As a result, it protects all
communications from outside to the local network and
blocks anything that could be harmful [26]. The packet-
filter firewall works between the network layer and the
transport layer [30].

It ensures a network security by filtering TCP/IP

Network Sensor 1
o e
QD Clustering

Fig. 2. The firewall architecture
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Fig. 3. The IDS architecture

communications. The firewall examines the TCP/IP headers
in order to decide if the packets are allowed or denied.
Packet-filtering makes decisions based upon the following
header information: (i) The source and destination IP
address, (ii)) The network protocol, and (iii) The TCP or
UDP source and destination port.

The second important technique is the intrusion
detection presented in Fig. 3.

The intrusion detection system continuously monitors
and collects mobile system data in order to extract various
information obtained from the system such as the battery
consumption, network traffic, and CPU usage. There are
several different types for IDSs: (i) Host-based IDS (HIDS),
and (ii)) Network-based IDS (NIDS). Some examples of
these IDSs types are described in [7-10-12]. The main
problem of the intrusion detection systems is the CPU,
memory and energy consumption since they are running
with limited ressources. Those systems are extremely
challenging to design and it should be done on a low-level
OS as much as possible under memory constraints.

2.3 State of the art: secured reconfigurable mobile
systems

Nowadays, several research approaches deal with
secured mobile systems, some of them deal in particular
with secured reconfigurable mobile systems. The work in
[13, 48] proposes a new approach in order to detect
malware targeting mobile devices. This approach monitors
continuously a time-stamped security data within the target
mobile device and processes by the KBTA methodology
(knowledge-based temporal abstraction). Besides, the
security in dynamic reconfiguration is studied in [18]. This
article describes an approach for SLA aware dynamic
reconfiguration which has been captured as IRAILS pattern.
A case study is also presented to demonstrate the various
ways of dynamic reconfigurations. The proposed method
in [22] is based on a software architecture for a server
platform that allows secured bidirectional communication
using TCP/IP with reconfigurable logic devices. In [23],
a method is proposed to secure a partially reconfiguration
based on the encryption and authentication mechanisms.
Nowadays, there has been a considerable amount of
research works that deal with the filtering and detection
intrusion in mobile systems [10]. These researches include
different approaches: (i) dynamic and static approaches
[29], (ii) machine learning and sandboxing techniques [40],
and (iii) data-mining based methods [32]. The work
reported in [39] proposes a run-time analysis system for
Android malware detection. This system consists of three
components: event creator, parser, and log monitor. The
event creator allows the simulation of the user’s action
through the result of the static analysis. The proposed
framework reported in [38] is the AppsPlayground for
Android that automates the analysis smartphone appli-
cations. This framework integrates multiple components
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that comprise different automatic exploration and detection
techniques. A multi-agent architecture is proposed in [34]
to create Android profiles for the monitoring of SMS
services by applying multiple detection approaches. In [35],
an agent-based framework is proposed to protect Android
devices where the different agents can be dynamically
launched. The analytical components in this framework
implement machine-learning algorithms. The work reported
in [36] presents a real-time host and network mobile agent
based intrusion detection system (HNMAIDS). This system
detects any suspicious behavior on the network/software by
using an agent that sends an alert to the network admini-
strators who can prevent intrusions. Besides of filtering
method, the work reported in [31] proposes a firewall-
based solution for protecting Android against different
attacks. In [37], a filtering system is proposed to achieve a
similarity comparison scheme based on the App feature
information such as permissions, image resources and
directory structures of the APK file (an Android App file
named “ApplicationName.apk”).

Although these studies are exciting, we aim to improve
the filtering and detection method for the security of
reconfigurable mobile systems. We propose a new layer
for the execution of the firewall and IDS when a new
reconfiguration scenario is applied. In this case, some
corresponding properties (deadlines, security level, etc.)
can be violated. To allow secured reconfiguration scenarios
while meeting security and temporal constraints, we
propose an intelligent layer named filtering and detection
layer. The proposed approach reduces the security risk of
tasks and the execution of mechanisms after any scenario
by overcoming the limitations of the firewall and IDS.

3. Formalization of Secured Reconfigurable
Mobile Systems

We consider a mobile system denoted by Sys that will be
reconfigured automatically. Each reconfiguration scenario
is assumed to be a run-time addition-removal-update of OS
tasks [41, 42]. The system Sys={t,, T, ... T, } IS
characterized by a subset of n OS tasks that is executed at a
particular time . Each periodic task denoted by 7;(where
i € [1..m,]) is essentially characterized by its: (i) Deadline
D; is the time that 7; must be accomplished, (ii) Period T;
which represents the interval between consecutive events
7;. In the case of an aperiodic event, the concept of period
is totally not listed, (iii) Computation time C; is the worst
case execution time (WCET), and finally (iv) Security
level SL; presents the degree of violating security
constraints. The CPU utilization U, of n, periodic tasks
is given by:

np Ci

Uper = Zi:lr_i (1)
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An aperiodic task is defined also by t; (C;,D;,SL;,)
where i €[1.. n,]. The aperiodic processor utilization
Uaper is determined by the average service rate A, and the
average arrival rate A, based on the M/M/I model [5-2].
The aperiodic events arrive according to the Poisson
process with a Poisson distribution. Consequently, the
processor utilization Ugpe, for ng, tasks is formalized by:

Uaper = Ar/lc (2)

To handle secured reconfiguration scenarios, we assume
a set of security mechanisms denoted by
Sety=1{M,..,.My, }. The j—th mechanism is considered as a
real-time task M;(T},(C;,SL;). The CPU utilization U, of
n,, mechanisms is denoted by:

C;

Un =E%7, (3)

The total processor utilization Usys of n tasks:
USys = Uper + Uaper + UM (4)

The total processor utilization before the #Ai—th
reconfiguration scenario at run-time by adding/removing
some periodic/aperiodic tasks or mechanisms at t is
denoted by Usb esf (t) and after the reconfiguration is
denoted by Usays (t). Each mechanism M;is characterized
by different services: availability, confidentiality and
integrity [6]. In fact, a security service can be executed by
one or more mechanisms. According to [9], we assume a
subset of security services denoted by Sets,, = {A, I, C}:
(1) Awvailability service, (ii) Integrity service, and (iii)
Confidentiality service. We set for each security
mechanism a security level which presents a combination
of message and transport. This parameter may be high ]2,3],
medium [1,2], or low [0,1]. Thus, the security control of
each mechanism M; (j € [1...n,,]) is formalized by:

SLjc
SLM,- =| SLj (5)
SL;
jA

We defined a new metric named the risk denoted by Rk
in the paper [3] depending on the security level for
securing the reconfigurability as follows:

RK = SL/SC (6)
Where SL presents the security level of violating

security constraints of tasks and SC presents the security
controls (3) defined by:

SC =X SLy, (7)
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We assume also a threshold Sey, of the risk that does
not allow the system to exceed the security constraints.
Besides, we define for a low security level a threshold
denoted by Se;p. Thus, we determine the risk of any
reconfiguration scenarioRkZ , at any time ¢ before applying
the reconfiguration, by this expression:

nadd ndel

RK. = Y% RK(1) + X1 RK(1) + X1 RK(T;) (8)

Where (i) n' is the number of OS tasks and mechanisms

at ¢, (i) n®4¢ presents the added tasks to Sys at ¢, and (iii)
n9el presents the tasks that will be removed at .

4. Filtering and Intrusion Detection Approach for
Secured Reconfigurable Mobile Systems

This section presents the architecture of the proposed
approach that provides new concepts and methods to deal
with security issues of reconfigurable mobile systems.

4.1. Proposed approach

We propose to implement an intelligent layer based on
the filtering and intrusion detection in order to improve
the control of tasks and dynamic events. The proposed
layer is composed of four components: (i) Collection, (ii)
Analysis, (iii) Detection, and (iv) Filtering. This approach
is explained in Fig. 4. This layer is added to the
middleware that we propose in [3,4]. This middleware is
composed of (i) Reconfiguration agent which handles
automatic reconfiguration scenarios, (ii) Security agent
which guarantees safe reconfigurations, (iii) Scheduling
agent which verifies real-time constraints, and (iv)
Execution agent which is responsible for the management
of the system memory. This middleware is based on the
execution model of real-time tasks and security mechanisms
while meeting the related deadlines and minimum levels of
security. This model is essentially based on two parameters
named (o, f). It defines respectively the execution period
and the occurrence of security solution M;. A security

Security Solutions:
Filtering and Detection

I

Detection and Filter Layer [' Collect Analysis | Detection | Filtering
\ v,
‘1 Security Agent | Scheduling Agent | Execution Agent
Middleware { i ' i
. -
l Reconfiguration Agent
1 |
: J

Fig. 4. Architecture of the proposed approach

mechanism can be implemented many times that may lead
to deadline missing which can produce failures. As a result,
we propose to determine £ the occurrence number of these
mechanisms in order to stabilize the system. However, it
can be executed only once for various tasks by determining
the a parameter. The scheduling agent receives the new
subset of tasks including the subset of mechanisms that is
considered as a simple task: Sys = {t, T,..T,, My,, My, },
where n presents the number of aperiodic/periodic tasks
and n,, presents the number of security mechanisms.
When a reconfiguration scenario is applied automatically
at run-time to add new security mechanisms or new real-
time tasks, we can conclude that U aft (t) is equal to or

bef sys
greater than Uy, (), with:
BiCj
Usys = Li- 1T 4 Z7m1 a]Tj )

The formula (8) calculates the CPU Usys of the mobile
system that is the set of n real-time tasks and n,,
mechanisms. The periodicity of mechanisms is adjusted by
a scaling factor in order to define a new period oTj:

S S <o-ENG (10)

1-Ur

Besides, each mechanism can be implemented many
times, which may lead to failures. So, we propose to
determine the number of occurrences denoted by Bj of
each mechanism:

B; = Occurrence(M,-) wherel < B; < n,, (1)

The Detection and Filter Layer, shown in Fig. 4, is based
on the methodology of risk management [6]. It
communicates only with the security agent. Beginning with
the first component “Collection of information” defined by

CL(Sys(t)) :
_(&@® }
cLesys@) = {0 (12
The detected set of tasks at # (Sys(?)) routed through the
security agent to this layer is classified into two groups: (i)
those that do not require a network connection at ¢ &;(z) and
(i) those which are related to the network at ¢ &,,,(2). The
tasks belonging to the first group are characterized by the
anonymity which means that it is a new task and has a high
risk for the system. To assess the risk of those tasks, the
system will run them in a sandbox [17]. During the
execution, we can identify the required permissions to
execute each task. These permissions are divided into three
types: (i) Dangerous, (ii) Normal, and (iii) Undangerous.
After the identification of the type of permission, the
security agent decides the adequate solution (block or
accept the execution of this task). Nevertheless, the task of
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the second group presents a high risk since the internet
connection brings more threats. The second component is
the analysis of the collected information denoted by An(?).
Each packet will be analyzed in order to determine the
useful information:

An(t) = Data(CL(Sys(t))) (13)

Where Data presents the source and destination ports,
source and destination IP addresses, data and protocol.

Based on the collected CL(Sys()) and analyzed
information 4n(z), we can detect the probable intrusions by
using data-mining denoted by DI(z). This technique
presents the set of statistical and mathematical methods to
analyze and extract the knowledge from a data set. Several
methods are used in this approach and we have chosen to
use the concept of the decision trees because we can
classify the data into two homogenous groups (“normal”
and “abnormal”).

. normal
DI(t) = DMining(An(t)) = {abnormal} (14)

After the generation of rules, the arrived packet to the
“Intrusion Detection” module is checked and verified by
these rules in order to determine in particular whether it is
an intrusion or not. This classification is routed to the
component of “Filtering” in order to determine the
corresponding decision.

To state the problem mathematically, we define a basic
model of each reconfiguration scenario denoted by Rgy
described in (15). This model is based on eight rules that
must be applied and tested. For each reconfiguration
scenario k, we formulate the system Sys with a set of
periodic and aperiodic tasks. The plugin must calculate the
processor utilization Uf;sf (t) of the detected tasks at ¢ (R,)
and also the risk of applying this scenario Rk (R,). Based
on the results of those rules, the detection and filter layer

Verify its
) | Detecta | | existence in | ——w
task
the system
Else
Allocate c
Schedulin
+*  Execute i memaory the tssksg
espace

run through the three levels (R3) and extract the CL(Sys(?)),
An(t) and DI(f). So, a set of mechanisms Set,, will be
proposed and added to the Sys’ at ¢ (R,).

(Rl): U:;z(t) = Uper + Uaper + UM
(R,): Rk = SL/SC
(R3): CL(Sys(t)), An(t), DI(t)
(Ry): Sety = {My, M, ..., M1 }

Rgx (Rs):B; = OCcurrence(M]-) (15)
. Um 1 ynm
(Rg): P =g < Un Z]'=1 G

(R,): Se,r < Rk < Seyp

(Re): Ui () <1

We aim in this paper to determine a minimum processor
utilization (Rs) and (Rg) such that each task satisfies its
constraints by using the parameters f and a. Finally, the
proposed solution must guarantee a feasible system with
Seir < RKJ< Seyr (R;)and UGl (£) <1 (Ry).

4.2 Communication protocol

We define in this section the communication protocol
(shown in Fig. 5) between the two layers (the middleware,
the detection and filter layer), where SA manages the
various requests and takes the appropriate decision (denied
requests, authorized requests, or other).

Addressing the needs of the user requirements, the
reconfiguration agent checks the evolution of the
environment and applies the adequate reconfiguration
scenarios at the different levels (structure, architecture or
data). For each scenario, RA should send a request to SA
and determine the criteria to be secured. The security level
of the system is also determined in the case of this
reconfiguration form. In this case, if the added tasks
present a high risk, then it forwards the message to the

IF {does not
exist} IF {exist}
Verify its -
| existencein —n et efnfy_ the ":k
the DB_SA of this task.
Else l
Collect informations
(permission& packets)
Analyze
aetisg;:: +— informations Take
& packets decision
Filter /
packets

Fig. 2. Communication protocol of the overall system
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Filtering
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1] String)>

. "8
FilteringRule *e.°°

Fig. 4. Detection and filter class diagram

filtering and detection layer to verify it. However, the
response of the three agents is controlled by the SchA in
order to meet the real-time constraints.

4.3 UML design

We present in this section the class diagram of the
proposed solution. Starting with the reconfiguration layer
diagram presented in Fig. 6, this layer is based on the
concept of agents presented by the principle package
“Agents”. Every proposed agent (RA, SA, SchA or ExA)
inherits from this package under the platform JADE. For
each class (Agent), a behavior named “SimpleBehaviour”
is defined.

We present also in Fig. 6 the class diagram of the plug-

in responsible for the detection of a new task or a new
event. We show in Fig. 7 the package of the filter and
detectionlayer. This package ensures the requirements of
the filtering layer according to the need of SA. The
Sandboxing solution is defined by the class “Service-
Sandbox” through the class “EventSandboxing”. The event
processing is treated according to the rules (“Rule”
determined by the class “EventEvaluation”).

5. Experimentation
In this section, we present a case study in order to expose

the paper’s problem, explain the proposed algorithms and
expose the implementation.
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5.1 Case study

By considering an Android-based smartphone [33, 27],
this work will study the security aspects of its real-time
automatic reconfigurations. A reconfiguration scenario is
assumed to be run-time additions-updates-removals of
OS tasks. Considering CPU, memory and data storage
constraints in Android [28, 29], the system Sys is
characterized by a set of OS tasks at a particular time t.

In this research paper, we propose to classify three
behavioral modes of the devices: (i) Phone calls and
camera, (ii) Surfing on internet, financial transactions and
(iii) Download/update of applications. We define the
following groups of tasks to offer all the required services

(Numberservices = 3) where we find some periodic and
aperiodic tasks:

* Group 1: (Device functions: phone-calls, camera, etc.):

7, is based on an input event to activate a key on the
smartphone. 7, blocks numbers from a particular
geographic area (using the country codes) where the call
can be redirected directly to the mail or directly stopped,

* Group 2: (Surfing outside): 75 is the OS task that can
send a file via bluetooth, 7, is a financial task allowing a
secured communication with banks for a payement service,
Ts is a OS task that allows a secured remote payement of
bills and 7,4 is an access task to a remote website.

*Group 3: (Download and update of smartPhone
applications): T, is an update secured task and T4 presents
another topic of tasks that present all activity related to the
execution of an external codes or the setting of the
smartphone such as processor, memory, battery, etc. We
propose two other tasks 7, and 7;, which present
respectively the access to data through the FTP and Telnet
flow. To handle reconfiguration scenarios, we suppose a
set
of mechanisms denoted by Set,={M,; M,, M5} that
present respectivily: (i) Authentication, (ii) Firewall, and
(iii) Intrusion detection system. We assume also ten tasks
{4, T3,..., T10}. For example, if the system requires the
addition of the task 7, to have an access to a remote
website thanks to an integrity mechanism which is not
uploaded, then it should be added with . After that, if we

want also to add the task 7, hanks to integrity and
confidentiality mechanisms such that the second is not
uploaded, then the confidentilaity mechanism should be
added. We present in Table 1 some reconfiguration
scenarios to be applied at runtime in order to adapt the
system according to its environment.

We assume also in this table the security levels of the
different tasks and mechanisms to be applied. To determine
the risk of each scenario Rk]-r , we use the different
equations (3) and (4) defined in section 3. The first
scenario Rg, uploads the tasks 7;, 7, and 75 in order to
offer the services (i) Control of key, (ii) Control of remote
contacts, and (iii) Bluetooth communication with remote
devices. The application of the last scenario adds the tasks
7o and 7;, with the security level 2.5. In this case, the
mechanisms M; and M, are added. We suppose that the
highest acceptable security level is 3 and the lowest is 1
(According to [6]). The system’s security level is initially
the sum of the levels of the different uploaded tasks
(defined in section 4). The system Rg, at t, is feasible
since the CPU utilization factor Uf;sf (to) is equal to 0.20
< 1. We assume a reconfiguration scenario Rg; by adding
two tasks 7, and 7, and aperiodic task 7, with the
distributions 1,=0.5 and 4,. = 0.2 (Table 1). The following
set of mechanisms (M;, M, and M;) will be added to the
system SysO. The CPU utilization factor Usafst (t) is equal
to 1.383 > 1. The system after reconfiguration becomes
infeasible where the tasks (s andtz,) miss their deadlines.
When the seventh reconfiguration scenario is applied, a
hacker makes a sniffing on the network and retreives the
login and the password sent by the user. Thus, this
automatic event benefits the hacker to illustrate the
smartphone victim’s content (shown in Fig. 8), it can even
download files, images, etc. These files can contain some
passwords (bank cards, e-mail account, etc).

This example shows the paper’s contribution that deals
with secured reconfigurations based on existing mechanisms
(Firewall and IDS). Indeed, some reconfiguration scenarios
can bring critical mobile systems to unsafe states. Thus,
the addition of the security mechanisms for each scenario
does not guarantee a high security level because of the
mechanisms’s limits.

Table 1. Reconfigurations scenarios

Reconfiguration Added Security | Computation Periods Deadline Security
Scenarios: tasks Level Time C; T; D; Mechanisms
Rgy, (Nadd) SL,, Set s
T1 0,1 5 60 10 -
Rgy : {11, 72,73} To 0,2 2 55 15 -
T3 0,7 3 45 10 -
Rgo : {11, 72,73, T4} T4 2 2 40 8 My, M,
Rgs : {7’1,7’2,7’3,7’4,7’5,7’6}:2 %’? 53; _50 ig e,
Ry : {m1,72,73, 74,75} | - = = = = =
Rgs : {m1, 72, 77,78} e 2 10 35 10 Mo,
T8 17/ 20 - 20
Rygs : {11,72, 77,78, 79} | To 2 15 20 - s
Rg7 X {T1,7'2,7'10} T10 2.5 10 35 10 Ml, Mz, M3
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Fig. 8. Access attempt to FTP server

We propose an original layer added to the proposed
middleware in order to improve the quality of the security
assured by the Firewall and the IDS. This layer is proposed
to evaluate the security level of the system after any
reconfiguration scenario in order to decide if it is possible
to apply it or not. This paper addresses a solution that does
not only reconfigure the tasks and the mechanisms of the
system, but also the evaluation of the existing solutions.
The security level becomes in this paper a flexible
parameter that evolves with the application of scenarios.
The filtering and detection methods become able to detect
the dynamic or automatic event without the intervention of
the user.

5.2 Implementation

In this paper, we present the design of a multi-agent
security platform on the Android version 4.1 with “Java
Agent Development” (JADE) [5] through a middleware
which complies with the FIPA specifications. A prototype
system is succecfully implemented and studied. In our
design, the agents in the prototype system adjust
dynamically their behaviors to achieve a balance between
security needs and the consumption. The reconfiguration
agent is useful for real-time and secure reconfigurations
of mobile systems. It checks the environment evolution
before applying automatic reconfiguration scenarios.
Nevertheless, when new tasks are added, the privacy
properties of reconfiguration and also the behavior of the
system may be violated. For this reason, this agent will
control any new task and if there is a risk for applying an
external object or entity, then it will apply the adequate
solution presented by Algorithm 1: First, the mobile system
reads the initial configuration containing the parameters of
all the tasks Sys.

After that, R4 checks the addition scenarios that add
tasks to Sys(?) and then calculates the processus utilization

Uf;sf (t) and the risk Rk. Those parameters are used to

Algorithm 1 : Implementation of the Reconfiguration Agent
Begin
L.Input: Reconfiguration with £(Sys);
2.Modify all the tasks that have the highest security level with the
highest set-priority;
3.Calculate Rkpef(Rg) ;
4.If(Rkpf(Rg) < SeLRr)
Apply Reconfiguration with £(Sys)
Else
If(Load new architecture) or (Rkpg, f(Rg) > SerRr)
Request (RA, SA( (Sys)), Rg;);
Output : Rg;;
EndIf End.

evaluate the solution and to limit the processus utilization.
After each addition scenario, the agent reads the added
tasks and assigns the old and new tasks with different
priorities based on security level values. Thereafter, each
added task must be verified if it belongs to the system or
not. In the case of rejection, RA needs to receive a
permission from the security agent SA4.

We develop an Algorithm 2 to implement the proposed
intelligent control security agent. This algorithm aims to
possibly reduce the risk before and after any recon-
figuration scenario. First, SA receives a set of tasks that
present the scenario with their parameters and then verifies
each task with the database DBSA. If the task exists in the
Database, then the result should be analysed based on
another database of security policy and mechanisms in
order to add security solutions. Otherwise, S4 will send a
request to the filter and detection layer in order to
examinate this event.

Algorithm 2 : Implementation of the Security Agent
Begin
Input: Rgy,
For any Request(Rgy,)
1.£(Sys) < Interpreter(Rg;)
2.If(¢(Sys) in DBs )
Analyzer(¢(Sys);
Send response to RA;
end !
Else
Load NewArchitecture;
For each (7; in £(Sys))
_{ M (Sys)++;
i++;
EndFor
§(Sys') = € (Sys) + s (Sys)
Riske4(6(Sys )):
Output: Send Response (accepted or refused);
EndFor
End

Finally, a response with a new set of tasks Sys(?) should
be sent to R4. The proposed layer, presented in Algorithm
3, verifies the internet connection in order to capture the
transmitted packets for each detected task.

Using the librairy “libpcap” in Android kernel, we
perform a capture of the network traffic shown in Fig. 9.
This capture is classified into two sets of tasks at ¢ (Sys(¥))
routed through the security agent to this layer are classified

into two groups (¢;(2) and &,,,,(¥)).
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hellPFandroid:/ # tcpdump —c 10

cpdump -c 10

cpdump: verbose output suppressed, use
listening on wlan®,

-y or —vv for full protocol decode
link—-type EN1BOMB (Ethernet), capture size 262144 hytes

9:32:42.884941 1P 192.168.1.3.137 > 192.168.1.255.137: NBT UDP PACKET<137)>: QUE

Y; REQUEST; BROADCAST

9:32:43.396468 ARP, Request who—has 192.168.1.1 tell 192.168.1.4.
9:32:43.601644 IP 192.168.1.3.137 > 192.168.1.255.137: NBT UDP PACKET<137>: QUE
REQUEST; BROADCAST

9:32:43.704731

IP 192.168.1.4.508177 > 239.255.255.250.1980: UDP.

length 28

length 133

19:32:44.421206 IP 192.168.1.3.137 > 192.168.1.255.137: NBT UDP PACKET<137)>: QUE

¥; REQUEST; BROADCAST

Fig. 6. Information collection

Algorithm 3 : Implementation of the Filter and detection layer
Begin
LInput: 7 ¢~ Tasks;
2.Foreach (7)
If connect ;1 ();
Capturepackets ()’
End If
3-00”66tinformatians()§
4.Analysis();
S5.Switch(portgest, addrsrc, addr gestandprotocol) do
Detect();
Filter();
Output: Apply mechanisms;
End
End
End.

The captured packets are analyzed in order to obtain
the necessary information Data: Source and destination
IP addresses and also ports denoted by An(t)=Data
(CL(Sys(t))). These extracted information will be classified
to prepare the intrusion detection DI(f). We have built a
platform named Weka [5] exploiting the data mining
algorithms. Then, we specify a file extension recognized
by this platform to analyze it and determine the decision
tree. This file must meet the form shown in Fig. 10. It gives
rise to new rules that will build the basis of the decision
tree, and we classify the result into two homogenous
groups (“normal” and “abnormal”). Finally, the last level is
the filtering. In this step, the system adds the adequate set
of mechanisms Set,, with the appropriate parameters
(T;,C;, D; and SLy;) to the database DBSA. The value of
security controls SC is also determined in order to evaluate
the risk RKr(aff) of reconfiguration scenario Rg, after
adding the final solution. Our objective is to obtain RKr(aft)
< RKr(bef).

The algorithm of the SchA is presented in Algorithm 4.
It is based on two classes: (i) The Interpreter-based
scheduling agent generates the OS tasks according to
their security mechanisms and their parameters, and (ii)
The generator-based agent scheduling is started by the
“Interpreter” to calculate the parameters of each security
mechanism M;(a;,B;) defined in the work [4].

We developed a plugin at University of Carthage in
Tunisia to allow secured reconfiguration scenarios of
Android devices: (i) Evaluates the security of added-

2060 | J Electr Eng Technol.2017; 12(5): 2051-2066

@relation IntrusionDetection

o
LA

@attribute 'equal_ IP addr' {'yes',6 'no'}
@attribute 'dest_port' numeric
@attribute 'protocel' {'UDP','TICP'}
@attribute 'class' {'yes',K 'no'}

@data

‘vaa® .27, "TCR . ‘an"

'yes',7,'TCP’', "no'

'yes', 21, 'TCP’', "yes'

'yes', 80, 'UDP', 'no’

Fig. 5. The file for the treatment of the decision tree

Algorithm 4 : Implementation of the Scheduling Agent
Begin
LInput : T (n Tasks), M (m mechanisms);
2.i=1; j=1;
3.While(i < n (Tasks)) do
If (interpreter(T(i),M)=NULL) else execute(T(i));
Elself (interpreter(T(i),M)=Mext)
While (5 < n(Mext)) do
a(j), B(j) < generate(a, 3);
If(a(j)=1) & (B(j)=1); then execute(M(),T(j));
EndWhile
EndIF
EndWhile
3.0utput: o,
End.

removed tasks, (ii) Evaluates the security level of the
applied reconfiguration scenario after the addition-removal
of tasks, and (iii) Allows or denies the system to execute
this scenario. We show in Fig. 11 the detection of new
tasks. The reconfiguration agent is started by verifying
the existence of this new event in the system. There are
two possibilities: (i) The task encodes the system before
reconfiguration and therefore RA continues the execution
of this task after verification of real-time contraints, or (ii)
The system controls this new event by verifying the value
of the security level and then a security solution will be
generated. The security agent and the detection and filter
layer are responsible to take the appropriate solution. When
the task does not exist in the database, there are two
possibilities to determine the risk of this task: (i) Applying
the datamining or (ii) The sandboxing (Fig. 12).
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Fig. 7. Proposed solution: Added mechanisms

Table 2. Comparative study

Works Architecture Type of approach Communication Extracted features
[25] Server architecture. Static approach. TCP\IP communi- | Apply cryptographic
cation process High | algorithms.
number of messages.
High number of mes-
sages.
[34] Android architecture. Static approach. Communication Apply the filtering
between components. method.
Evaluate the overhead.
[39] Client-Server  architecture | Static approach. Communication with | Apply an agent-based
and mobile multi-agent alerts signal. intrusion detection sys-
architecture. tem to detect suspi-
cious behavior.
[41]-[42] | Android application. Dynamic approach. Event Triggering. Use different detection
and automatic explo-
ration techniques.
[37] Multi-agent architecture. Static approach. Message communica- | Apply hybrid detection
tion process. approaches.
[40] Android application. Static approach. File share server. Apply a filtering sys-
tem using the APK file.
[20] Service-oriented architecture | Dynamic approach. Communication Safe Building Security
(SOA). between components. system based on secu-
rity level.
Proposed | Android and multi-agent Ar- | Dynamic approach. Message communica- | Apply intrusion detec-
Solution chitecture. tion process. tion and filtering meth-
ods.
Integrate them together.
Safe Building Security
system based on secu-
rity level and real-time
constraints.

5.3 Evaluation and comparitive study

To explain the result analysis of the proposed approach,
we have implemented the prototype system on Android and
analyzed the whole application as well as its status security
in order to extract the OS tasks and their security levels.

Then, we apply ten reconfiguration scenarios presented by
adding-removing those software tasks (until arriving 40
tasks) in order to test and validate the proposed solution.
The testing of the system’s behavior before and after the
application of the security agent is shown in Fig. 13. It is
possible to note that the control of the security level SL
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Systemrisk 21,5
New event detection v
New event detected
EventType ; com,android.Server.device,
enterpriseiremote
Period ; 4OWCET ;5
istin initial system
Load new architecture
T'amRAand|am Sending new event to SA
Iam SAand I have received event from RA
Risk proactive Event does not exist in SAdatabase
.Iﬁ';";i?s‘i'?:{'ﬁé'ﬂjraﬁ:ﬁ:, 4= Proactive risk management ...
Unable to estimate event risk
Isolated task execution Event Sancboxmg ‘

Fig. 8. Applying sandboxing
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Fig. 13. Risk level evaluation: Agent-based solution

assists the system to proceed a correct execution. Indeed,
according to SLi and Rk (formula (7)), we remark that the
risk of the system without the intervention of the security
agent is more than the risk related to the proposed system.

Table 2 describes a comparative table of the different
researches. This table compares the developed approach in
this paper with the related works in the literature ([42, 41],
[37] and [40]) based on the used architecture, the approach
type, the communication and the security techniques.

We notice that the proposed architecture makes the
system more secure when a new reconfiguration form is
applied. Contrariwise, when we do not apply the proposed
solution, we observe that the system allows the violation of
some security properties that may destroy the system
behavior in some situations (Fig. 14).

The execution time is one of the significant parameters
for the evaluation of the framework performance. This is
why we use the time measurements based on the executed
number of tasks. These measures have enabled us to plot
the curve of Fig. 15. Besides, we present also another curve
in this figure that shows the execution time of existing
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Fig. 15. Execution time evaluation

solutions of the IDS and Firewall in [34] and [41]. We
notice that both approaches take almost the same execution
time, but the proposed approach offers a higher security
level as shown in Fig. 15.

After that, we run the proposed platform with these
existing solutions by adding-removing some OS tasks with
applying the ten reconfiguration scenarios proposed in
Table 1. Those tasks are executed dynamically without the
intervention of the user. The proposed solution described in
Fig. 16 guarantees a minimum level of security.

6. Discussion and Conclusion

Although the applicability of the related works on
reconfigurable and secured mobile systems is clear, we
believe in their security limitations and also their classic
solutions when reconfiguration scenarios are applied at
run-time to add-remove-update software tasks for the
system adaptation. In the proposed approach, the aim of
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the presented work is not to implement a new intrusion
detection or filtering method, but rather to use an approach
based on the existing intrusion detection and filtering in
Android platform and to integrate them together by using
the concept of adaptive agents. This combination allows
us to correlate the different techniques in order to
improve their effectiveness and to secure any automatic
reconfiguration. Besides, this paper describes a new
contribution to allow useful regulations of secured
reconfiguration and improve the security mechanisms. The
main goal is to implement secured software reconfigurations
that adapt the mobile system to its environment while
meeting security and real-time constraints. In fact, this idea
is achieved by adding an autonomous plugin to be executed
at run-time for checking security and temporal constraints.
We have defined in this paper a plugin which is based on
a middleware and an intelligent layer named the filtering
and detection layer. The middleware is composed of four
agents: reconfiguration agent which handles automatic
reconfigurations, security agent which is defined to
guarantee safe reconfigurations, scheduling agent which is
defined to verify real-time constraints and execution agent
which is responsible for the management of the system
memory. The filtering and detection layer is based on four
components: (i) Collection, (ii) Analysis, (iii) Detection
and (iv) Filtering. The proposed approach reduces the
execution of mechanisms or also the security level of tasks
by overcoming the limitations of the Firewall and the IDS.
We plan in our future work to study secured reconfigurable
hardware components as well as networked distributed
embedded systems. A real case study will be applied also
for the evaluation of the proposed contributions.

Abbreviations and Glossary

CPU : Central Processing Unit
IDS  : Intrusion Detection System
SL : Security Level

oS : Operating System

WCET : Worst Case Execution Time
SC : Security Controls

RA : Reconfiguration Agent

SA : Security Agent

ScA  : Scheduling Agent

Sys(f) : Reconfigurable real-time system at time ¢

n, : Number of periodic tasks

Ngp : Number of aperiodic tasks

n : Number of tasks (1,+74,) that can implement

Sys
n : Number of tasks that can implement Sys at time ¢
n%4 : Number of added tasks to Sys at time ¢
n : Number of removed tasks from Sys at time ¢
T; : i-th task in Sys (i € [1..n])
D;  :Deadline of task 7; (i € [1..n])
C; : Computation time of task 7; (i € [1..n])

T; : Period of task 7; (i € [1..n])

AL . Average arrival rate of an aperiodic task T;
according to the poisson distribution
AL : Average service rate of an aperiodic task T;

according to the exponential arrival model
SL;, :Security level of task ; (i € [1..n])

6; : Set of mechanisms attributed to 7; (i € [1..n])
& : Set of tasks that do not require a network
connection

&aw - Set of tasks that require a network connection
Set,, : Set of security mechanisms

Ny, : Number of security mechanisms

M;  :j-th mechanism in Sety (j € [1..n,])

T; : Period of security mechanism M; (j € [1... n,,])

SLM]- : Security level of mechanism M; (j€[1... n,,])

B : Number of occurrences of each mechanism M;
gel(l..n,)

a  : Scaling factor of period oT; for M;(je [1...n,])

Rg, : k-th reconfiguration scenario

Rk : Risk of violating security constraints of tasks in
Sys

Rk; :Risk of reconfiguration scenario Rg;

Seyr : Threshold for a high security level

Se;r : Threshold for a low security level

Uaper : Processor utilization of aperiodic tasks

Uper : Processor utilization of periodic tasks

U, :Processor utilization of security mechanisms
Usys : Total processor utilization Uper +Ugper+Uy
Uf;sf (t): Processor utilization before reconfiguration
Usafst (t) : Processor utilization after reconfiguration

DFL  :Detection and filter layer based on the
methodology of risk management

CL(Sys(?)) : Collection of information of DFL

Ant(f) : Analysis of the collected information

DI(t) : Detection intrusions by using data-mining
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