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A Study on Event Log Correlation Analysis for Control System Threat Analysis

Jongmin Kim* - Minsu Kim#* - DongHwi Lees*x*

ABSTRACT

The control system can have such threats as information leakage and falsification through various routes due to
communications network fusion with public network. As the issues about security and the infringe cases by new attack
methods are diversified recently, with the security system that makes information data database by simply blocking and
checking it is difficult to cope with new types of threats. It is also difficult to respond security threats by insiders who
have security access authority with the existing security equipment. To respond the threats by insiders, it is necessary to
collect and analyze Event Log occurring in the internal system realtime. Therefore, this study could find out whether there
is correlation of the elements among Event Logs through correlation analysis based on Event Logs that occur real time in
the control system, and based on the analysis result, the study is expected to contribute to studies in this field.
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