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An Improved Model Design for Traceback Analysis Time Based on
Euclidean Distance to IP Spoofing Attack

Liu Yang® - Baek Hyun Chul™* - Park Jae Heung™* - Kim Sang Bok™***

ABSTRACT

Now the ways in which information is exchanged by computers are changing, a variety of this information ex
change method also requires corresponding change of responding to an illegal attack. Among these illega
1 attacks, the IP spoofing attack refers to the attack whose process are accompanied by DDoS attack an
d resource exhaustion attack. The way to detect an IP spoofing attack is by using traceback informatio
n. The basic traceback information analysis method is implemented by comparing and analyzing the nor
mal router information from client with routing information existing in routing path on the server. There
fore, Such an attack detection method use all routing IP information on the path in a sequential comparison. It
's difficulty to responding with rapidly changing attacks in time. In this paper, all IP addresses on the path to com
pute in a coordinate manner. Based on this, it was possible to analyze the traceback information to improve the num
ber of traceback required for attack detection.

Key words : IPSpoofing, Traceback, Euclidean distance
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