DTLS 7]4te] CoAP Rl WiAUZ B4 & 457>

O:

o
*
i)
o
jivod
*
*

N
ol

ol
*

8 ¢

A AR 10T 4ol HH3t § ¥F L2 EF CoAP(Constrained Application Protocol)< IoT #74 W] MM ==
(CoAP Server) ¢} el 2] F&o]AE(CoAP Client) 7t} 1 7|9 B2 A At} CoAPS Feo]AES] CoAP
Request WA Al tated AlH 2] CoAP Response WAIAZ &H31 5281 Request/Response E@ o]t} CoAPAA &=
HAIR e BEE 93] CoAP-DTLS(Datagram TLS)S] AM-S Wisti gith CoAP-DTLSHA] AiHE HIEE=
(Security Mode)®= PSK(Pre-Shared Key), RPK(Raw Public Key) % Certificate?} ¢lt}h. a4 %+ IoT& 7o) 4 ¢ DTLS
ARgol tigh A8 A5 A8 o vk £ =dAe Hek Ruvt 8" e $749) IETFOIA AAlete 7
7}A) o] 2-gA1H|(Use Cases)oll tlato] B2stn #-dd wotwe agos FEITh w3 CoAPY DTLS Bt m=
A& F338L, Cooja AlEHOIHE Sate] HbAd BAALE BekAd A4 G A7, EES RAM/ROM 4%
ol gt 45H7HE FA% F A 3 A8 Ml diske] Breit

DTLS-based CoAP Security Mechanism Analysis and Performance Evaluation

Sang woo Han®, Chang seop Park™*, Jung mo Cho™

ABSTRACT

Standard Protocol Optimized for Resource-Constrained IoT Environment Constrained Application Protocol (CoAP)
supports web-based communication between a sensor node in the IoT environment and a client on the Internet. The
CoAP is a Request / Response model that responds to the client’s CoAP Request message by responding with a
CoAP Response message from the server. CoAP recommends the use of CoAP-DTLS for message protection.
However, validation of the use of DTLS in the IoT environment is underway. We analyze CoAP and DTLS security
mode, evaluate performance of secure channel creation time, security channel creation step time, and RAM / ROM

consumption through Cooja simulator and evaluate the possibility of real environment application.

Key words : IoT(Internet of Things), CoAP(Constrained Application Protocol), DTLS(Datagram TLS), Cooja
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