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Abstract

Recently, there has been an increasing need for the sharing of microdata containing information

regarding an individual entity. As microdata usually contains sensitive information on an individual,

releasing it directly for public use may violate existing privacy requirements. Thus, to avoid the

privacy problems that occur through the release of microdata for public use, extensive studies have

been conducted in the area of privacy-preserving data publishing (PPDP). The k-anonymity algorithm,

which is the most popular method, guarantees that, for each record, there are at least k-1 other

records included in the released data that have the same values for a set of quasi-identifier

attributes. Given an original table, the corresponding k-anonymous table is obtained by generalizing

each record in the table into an indistinguishable group, called the equivalent class, by replacing the

specific values of the quasi—identifier attributes with more general values. However, query processing

over the anonymized data is a very challenging task, due to

generalized attribute values. In

particular, the problem becomes more challenging with an equi—join query (which is the most common

type of query in data analysis tasks) over k-anonymous tables, since with the generalized attribute

values, it is hard to determine whether two records can be joinable. Thus, to address this challenge,

in this paper, we develop a novel scheme that is able to effectively perform an equi—join between

k-anonymous tables. The experiment results show that, through the proposed method, significant

gains in accuracy over using a naive scheme can be achieved.
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Original Table 2-Anonymized Table

RID | Gender | Age | Disease RID | Gender | Age | Disease

1 M 24 | Preumonia | | 1 | *(0~1) | 20~29 | Pneumonia

2 M 29 | Diabstes 2 | *(0~1) | 20~29 | Diabetes

3 F 26 | Anemia 3| *(0~1) | 20~29 | Anemia

4 F 29 | Pneumonia | | 4 | *(0~1) | 20~29 | Pneumonia

5 M 52 | Anemia 5 [ *(0~1) | 50~59 | Anemia

) F 51 | Diabetes 6 | *(0~1) | 50~59 | Diabetes

Fig. 1. Original table and 2-anonymized table
(global generalization)

1.1 Global Generalization

e dnksl W2 e vlolBlE A duks} fA o wh
gk 9 dntst dolgz diARte R HolHE oWdteh=
W olth5,6,9]. M dwks} 1A A duksl W] 2&
e ERo Rz, 7F £ W Ef(taxonomy tree)E EU)
2 W ¥R Bl A%A EduA, 49 BAdss
2 s FES dehinh o & 5ol a9 2% ‘Age’sh
‘Gender’ &AJdl| tig M Egjvy. a9 2 oA Re A3t 2
°] Age o ojg ¥MF Egle 3uAle dusl s A1

‘Gender’oll W3t M5 Edl= 299 dnts}l 53 7}

l ‘E} IR A Bzo] vhe Adnks} EUdaE A g

s, e dust $EA4E QusE %o Wt o

ot 237] wiiell kst o] vtolAd wlojH el &-8=7t
o L

olelel B8 i sol0eh, el 4 A
o s4e AA% WF =0l Fest 1 Fejo] me AP
sl s 4% &%ﬂ o £ 29 2

3



A  Study on Performing Join Queries over K-anonymous Tables 57

F(0)

Fig. 2. Example taxonomy trees of Age and Gender
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1.2 Local Generalization
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2-Anonymized Table

RID Gender Age Disease
1 M (1) 2429 Prneumonia
2 MM (1) 24~-29 Diabetes
3 F () 26~29 Anemia
4 F () 26~29 Pneumaoania
5 * (0—1) 51~52 Anemia
(<] * (O~1) 52~-52 Diabetes

Fig. 3. 2—anonymized
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Fig. 4. Join between two k—anonymized tables with
global generalization
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2. Join between k—anonymous tables with
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Fig. 6. Join between two k—anonymized tables with Relative Errorvs. K (Age)
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