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RUSEEell Recently, users’ interest in IoT related products is increasing as the 4th industrial revolution
has become social. The types and functions of sensors used in IoT devices are becoming increasingly
diverse, and mutual authentication technology of IoT devices is required. In this paper, we propose an
efficient double signature authentication scheme using Pascal’s triangle theory so that different types of
IoT devices can operate smoothly with each other. The proposed scheme divides the authentication path
between IoT devices into two (main path and auxiliary path) to guarantee authentication and integrity of
the IoT device. In addition, the proposed scheme is suitable for IoT devices that require a small capacity
because they generate keys so that additional encryption algorithms are unnecessary when authenticating
IoT devices. As a result of the performance evaluation, the delay time of the IoT device is improved by
6.9% and the overhead is 11.1% lower than that of the existing technique. The throughput of IoT devices
was improved by an average of 12.5% over the existing techniques.
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[Fig. 2] Multipath Hash Chain of Proposed Scheme
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<Table 1> Parameter Setup

Parameter Setting
Number of loT devices N ={1, 3, 5, 10, 25, 50, 100}
threshold Th ={1, 3, 5}
Transmission of loT device im
Authentication data generation
) 001 ms
interval
Initial authentication data set time 1 sec
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