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ABSTRACT

The two factor authentication capability, private key possession and key protection password knowledge, and the
strong public key cryptography protocol of PKI authentication have largely contributed to the rapid construction of
Internet transaction trusted infrastructure. The reusability of a certificate-based identity for every PKI site was another
contribution factor of the spread of PKI authentication. Nevertheless, the PKI authentication has been criticised mainly
for the cost of PKI construction, inconvenience of individual certificate management, and difficulties of password
management. Recently FIDO authentication has received high attention as an alternative of the PKI authentication. The
FIDO authentication is also based on the public key cryptography which provides strong authentication services, but it
does not require individual certificate issuance and provides user-friendly and secure authentication services by
integrating biometric technologies. The purpose of this paper is to concretely compare the PKI-authentication and
FIDO-authentication and, based on the analysis result, to propose their corresponding applications.
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Fig. 1 PKI Certificate Issuance Procedure
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Client Server

(1) User Certificate Request

(2) User Certificate Response

(3) CA Public Key Retrieval,
User Certificate Validation,

(4) Challenge(T ion_Text) User Information Retrieval

(5) Unlock Private-key
(Input Password),

Signature Generation (6) Digital Signature

(7) User Public Key Retrieval,

(8) Authentication Result Digital Signature Validation

Fig. 2 PKI Authentication Procedure
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Fig. 3 FIDO Certificate Issuance Procedure
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Fig. 4 FIDO Public Key Registration Procedure
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Fig. 5 FIDO User Authentication Procedure
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