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ABSTRACT

As the number of smartphone users increases, vulnerability to privacy protection is increasing. This is because
personal information is stored on various servers connected to the Internet and the user is authenticated using the same
ID and password. Authentication methods such as OTP, FIDO, and PIN codes have been introduced to solve traditional
authentication methods, but their use is limited for authentication that requires sharing with other users. In this paper,
we propose the authentication method that is needed for the management of shared information such as hospitals and
corporations. The proposed algorithm is an algorithm that can authenticate users in the same place in real time using
smart phone IMEI, QR code, BLE, push message. We propose an authentication algorithm that can perform user
authentication through mutual cooperation using a smart phone and can cancel realtime authentication. And we
designed and implemented a mutual authentication system using proposed algorithm.
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Table. 1 Bluetooth BR/EDR and BLE characteristic
comparison
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