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ABSTRACT

Recently, 10T has been studying a lightweight protocol to satisfy device communication in a limited network
environment. MQTT is a typical lightweight protocol. It supports small fixed headers to minimize overhead, and
adopts publish/subscribe structure to guarantee real-time performance. However, MQTT does not support
prioritization of important data and can not provide QoS in a specific 10T service. In this paper, we propose a message
processing method to consider the priority of various 10T services in MQTT. In the proposed method, the priority flag
is added to the fixed header of the MQTT in the node to transmit the message, and the broker confirms the priority of
the corresponding message and processes it preferentially. Through experiment and evaluation, we confirmed the
reduction of end-to-end delay between nodes according to priority.
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Fig. 1 Message fixed header
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2.1.2. Publish/Subscribe

MQTT+= 19 29} Zro| publish/subscribe 4-zo]t}.

SUBSCRIBE(Topic)

PUBLISH(Topic, Data)

Publish Broker Subscriber

PUBLISH(Topic, Data)

Fig. 2 Publish/Subscriber model
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Fig. 3 QoS level 0, 1, 2

22, M2 7|9kl QoSK|- ol cHst 7 o

Y. J. Parke] Aol Al AL A obd A S B
Moz 7)ze] A5 AH| dlo|elE Heksto] DDS(Data
Distribution Service) F e 2 A46l= WH-3 A|otstS
o Alkeks e 07152 lolel g ST Fej
welstal, @2 o] dlolE dFol tig aeHQl
Y E$]= QoS Ao} 7} 7Hs3HeH8]. A. Ludovici o] A+
ol A= CoAP2] observe Eofl A AA4d& K4S}
el 4744 0] A9 719k QoSS AAISHITH
[9]. O. J. Kwon?®] ¢d-toflA+= SIP(Session Initiation
Protocol) ZZ5A] ol A 714 &7} dut ST} W=7
HEE 4= YL INVITE HA A o] 945912 K
staL SAdA o= AEshe ®le AIrsHTH10]. P.
S. Jeong-2 IEEE 802.15.69] A<l SY3t 49

7= Sa WAIAE AEsh] Qe mE &%

A FAE adst] 913 MAC 22 EE-3 A|eHstsl

= W B Aol A W Fr19F S

o] o AT EdfT SA=E 3l 5o HAIA

1tH11]. T. Tachibana:= o]7]%

AA HUE P ALHO A9 Alo] 7S Aetst

Aol doflA a7-5= 941

=] 7]¥ke] QoSofl w2} 1T tufo] 9] Hlofg ¢, A
& HEE A ogTH13].

I, N|ot5H= MQTT broker0O|A2] M&2
x| 2

&2 Aol A= MQTT brokerof| A -41<=9] HAIAE
171 $1gh el el g gict. MQTT w4 %] €]
= A7k Y8 LA sl of priority-QoS &
Z7}stc). Publisher2} subscriber = == HA] %]
Gl B ol 4] priority-QoSe whe} -4 ¢
2 WA FE| A 2| E ) Broker= A& thE 4
o] HAR|7} FAlof| EAT 79 =2 SAEHE

1= AR A 2Rkt

o o
e ok

Hir o

]

N Mo o

r

N

3.1, 78 slicf 45

1% 4% 57 MQTT vl414] 2 sejole. 7]
o MQTT A2 30 3e] 7)) 9T %] 7]
9]3} abytee] W= S5} 1, priority-QoS Ef
22 4] 913t hyte #7151l

Bit 7 ‘ 6 I 5 I 4 3 2 ‘ 1 0
Byte 1 Message type Dup QoS RETAIN
Byte 2 Remaining length

Byte 3 | Priority-QoS Reserved

Fig. 4 Modified message fixed header

® 1& priority-QoS Z& Zof ojgt Mrgort
Priority-QoS &8 1= 2bit2 LA F o] 471X 9] -4+
& A e priority-QoS9] =2 0~32. 2 FH

Hol, 247t £L4E e SAHES st

1322



Priority-QoS level 02 0002 F3%|w, 1, 2, 32 7z}
01,10, 112 #AEh 54 loT Au]2of Ao pAle
9 A g fIgt AlvE] 2= ot 2k Priority-QoS
level 02 ZQ8HA] oF- AURFA 1 A4 dlolElof HA
Ht}. Priority-QoS level 13} 2= $7F 425202 o 30
ofe] tjufo]2of thgt F2tat -2 gl ofElof] A L
Priority-QoS level 32 294102 *j2]x|ojof 3= 71
= glofElof] A Hh

Table. 1 priority-QoS flag

priority-QoS bit | Description

0 00 | Very low-priority data

1 01 | Data with medium severity
2 10 | Important data

3 11 | Urgent Data
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Fig. 5 Flowchart for storing information according to
priority message
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