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ol Qlefdlo] A= A led(loT)o] Hsh Hi= 4%} Aljely Az Solst
31 Qlekit B = ik ofefat ZAE Zeizo] ke AAA 2] vl
A dlofelo] FaAe W B Sri B Aoli v B ofo] AuSe] ke
olgxlo] 4 Aolck. olejgt Axolgolt £-84 Frill uel YR GEoI} s
Ll R WA S0l s o) el Wablck A ol 272
Folu} ol wa 2] o) 229 F R /US| fEEAL ohE 24
ol 28] it o) A0 e 92 lel 719 ol el Acke
EFAS & 4 ik B3 srEot B S Ofe thayet B0 ofs) 249]
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We) Bt A7] E Zloluk 1A o] Aot o2t 4xf akefErg el Al
of Al Aol A AHEETS] gt visf dofial ofof whE 2 %’4 50
s Rt S5 doRH xSk 53] E2ollA iE AEaR] SolME 2ol
Eefus 7] SAEe] Hisl SR vha ofleldl ot SRSl
AR ol bl B Rt AL Q7] wiEell 42 ARA ST Aldie] v
of oM HARE A3 2l 2T = QAL v Yok w7 o2 uiiel
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1. AX} Ao FREt

A9 rE A oFe] FEkeA F7HE (Klaus Schwab) 20161 —12] # A
L A|Ax} 4F] &Y (The Fourth Industrial Revolution)>S- &8l “&dA 5= A+
74 OB ula] Ujckrx] Sa Aol wh 7|4 Ao nh2 A4} Akl
ok stolelin Qe Alelsieh. Aisle] ) sk 1re0irel 511
ol Wk 12 AlJale] Ak e Fakel AlelEe 109 o)F /1S 4
O & gt oix] g o QI 22} ARRIE YOl AJAL T 5 oF 1004 5 IT A
AERO R QIRE 33} AlIE o] el & 1A 50t o] H7]ke Aol A= AR
o] mgom s Shofl vEhdar Stk

70, ollUA, 1Tel o] A4z} 4e]9] sl 91525 (Artificial Intelligence; Al)
I RE AFES YEY AR A4st AFElE]Y(Internet of Things; loT)olgfar ¢+
4= ) A5k =S A(super networking)-2 2| 5LAke] 24lode] olte) 1 Rk
O W 717IC°1 THFR. AR R A Alssli=Al Flok Ale} loT=
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gloal A= ggHconvergence) AJHE WhEo] W Aot

zo4o] Alfo]| mEshHA] 7 2 S8 AR & shu= AR HeKinformation
security)o]c}. Schwab(2015)-2 wlo]Z AlEl(Michael J. Sandel)Q] 7115 WlolEo]
el Y eR ANEShE o 771E Eel HER kR 7o) AMEE

Argstelts A B3 Hola Qe A4S AHska glck BA ol A

AHE AgHro] ofgt 27| 2=, H|Q 4] 9] A K ==(information leakage)©|
YAt ek Holck. B3| ofelx] ojme ofst ofke] A dlo]elo] re
T el AR =ES ol Al AlFle] 41Zkel flEoR 28 S ks

L

oJch

OigiiL 22l A= S 2 dleole 4
AlFohz ARETH G o w2 RS A 4= Q1A Flck ¥ o]l o] A}
F~=7]s=(inference technique)2 &3l =% =71 5= Ue M2 ol gt
AE7F wkEo] #]aL, ofof ot Bl {2 AR wAIE oI A9t *”71
Al Fok AR 919 S87IHelA dolus AEfZolrh 7i19] o

87 1ol gt 349 TR UHT
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Uzeofl Wejo] o, meb Aok BEE War} 9liz Astoln] vz 2k
o B, 919 Haslshe, Baeh 71812 Skl Sfske] Buslat 913
ogHE ARE WEse Aolela Aolskal QJtHISO/IEC 2005).

OECD(2002) W IHEsh AJRHESOE voj=glelo] w2 AR KRS 7|uA
(confidentiality)’, ‘5-Z4J(integrity)’, ‘7184 (availability)’ £-2] A 7}#] 24= 3]
ah= Zloleka gelatar lek ofrlelx] YU e HekpAoanE AEARS
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THEEHA], 2000).

Eloff(2000)= 22 i 24 52 9 4508 g HAlste] el
o}o] $IEoRIE QRS A7ls BEOR 4
ARROLS A0 AN B AHAL
24, /M8 B9l 1] QUBGe] A AN, W, B, 2 322 Wolsh]
21719] WQIEHE’ ofefal fahlc(Kissel 2013
AP, A, AL S ol AR B, W, §F 5 WA SIR ke,
18 SEhe ABksHe AU olekal MBS/ Aol A A BhaL e,
Aunete] a4 ki A7 Beglo] A FAelck 53] #717t
o] Sago] el QiR 2o o Aol AXIA - EARA 2ol ofgt 4
1 gno] Zagch R woke] o] /10 WaskA B AHe U
AjeHe] el SfsiAIEE. A3X} ARIElEe] el ITAle] wae A g
1oL TS SA I AUE ek Hick B4 JolE ek Y=g
o wrae An o] Az sfeicile] el Heick

Loch et al(1982)& muoke 91gshe Ram vl g} ol sjon
Rl o] I3 7ok oA 70 Q7 Hlelzko R JEstal gk of
efak SRl whEyl 25olA] SIS /R S ke 71Eow @ ) shrek
Aol |9k SIE O A1l Aol 7TrE Hlolel S a1 ik EF U
2] Sjgom Agle] asler WX}, 7142, 2714 o el ey FAleta
Aelsta glek. T1ea o] mE A9t Aol SlR) HejEA el SIFoR i
ekt sk gk

ZQIZ0] 47} ARIE YAl MO AHIOLS: 11 FaAo] o Fas) A 9
O, 20154 HHEE) AAAAEH IO nhE 20254 cAbel Abale] wat F
60% ol 4to] SRS 7hal wish ket e,
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©]11(89.2% BME), &3 Ok} 4%@(86 59 =h8), 10%2] ¢157} olEylo] o1
= ol #31(85.5% BHE), 15t 80%7) QlE[YAL tIAE AHAAHL ZH w3
(84.4% =18), 3D= A|xk= x]Exm 2 AL 11(84.1% B1E), Q1L AllAIA A
glo]E S S8al= 2|x0] Ay SA511(82.9% 2HE), Arlst H olA) AlelE

SABIB8LT% BHE), v E2E gels 2} 5 10%7) AR st
©]11(78.2% 2H5), 3DE A4 Tto] HxR oA H1(76.4% 2hE), QlEA5o]
A 7IAr) 30%E A[A|51a1(75.4% BHE), 714 71710] 50% ool QlEYl E
Zlo] =]/ HrH69.9% =HE) (MIAPdAEH LA, 2015).
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oJAfe] wiate] Althol A Bete] Za4e o Fk 2T A BE Al
A 1 r 1 HpEl QAR H o2 e 4 ol Ae 25 grmgh
oln] o]} FaAe TS ot A el gl Zelck
. FRH 98 Q015
8275 A AT} kel St ARIS0] Hole] £t ARLES Ak Verizon
o

(2016)°] E}Efﬂ A1 E71E 7R ool QL SRR sl Sl s OIEM Bl
o dofutal Jlth= Zle o = Stk o7]A ol #=

d Hlole a2 ISEA = PARRECI Aot 122
ek 4= Qe ARaLE WelaL gl Alals R ARte] oA, 7uA
AL F-83E AT e BRE AR ERlth E NS sk aARA] 9

oM At dHlole f=, ek Fepd, w4 1Rlal 59 AR f9%t 2 4 e
E

1. Holg §&

37}342016)01 wEw <3 1= UEhd Z1xE 20154 71 we 3AL dk
§718H50130ck tlole] 3 AR 795710] Q) theE HEl W %)
827, AH Alelo] 1947, 33 7]o] 19374, L7} 1374, &7

= 2
A7 ~kelo] 115730130tk POS &-2of High Hekel4fo] szopgfell mhe} teamfi o]

Lo, 2
>1E 2 rlo
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20141d0]] 13 =

= wds 5y, o] FatolMe 340] %Cﬁkb:}
(# 1) 20153 HI0|E /= LHE B2 MM Hot At
Ak NS el = === 7|Et A
S4(72) 136 10 136 282
37 - #2]4(56) 6 2 10 18
FHan 0 0 1 1
A (23) 0 1 3 4
5(61) 3 8 18 29
o5 AT 18 1 19 38
TEU962) 14 94 687 795
2|EH(62) 18 20 77 115
AE 4G 12 12 170 194
734(55) 0 0 0 0
AZAGL - 33) 5 11 21 37
B2 0 6 1 7
o2 AH|2E61) 5 2 4 11
ZHEA(54) 10 4 39 53
TE BEO2) 4 122 67 193
FENAG3) 3 0 2 5
Al A4 - 45) 101 14 67 182
(42) 2 2 0 4
548 - 49) 1 3 11 15
A (22) 0 0 7 7
71} 109 0 161 270
A 447 312 1501 2,2260
=] Verizon(2016)
dlole] §& W= YL IHEU S0 ok Zuck chrE o gAY} 27
of &Jgk ZEolal w141 Sl 2siA o AWES s vk w12l 54
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877t "o ARt utoup AjulE HA o= o] PRk 9f7} o] Fofx]7|m=
E} olgfet tlofe] =& sh=tl Helol(malware), 2kl ol(spyware), 7] 1
]31 1]%)(phishing) 5-2] A EQofu) WiEo] o8 =t si75elut 3A4x=
2 o] 34 HPHES AH], 9] tjulo] Auser devices), Q12 ZAF T1E]AL Y ES
= %O A Sol ARRich v 9 d A7 AHE oSl vlgel EA

ol SolAl frAl Hrole] HFo] AEA o Skl Qi

Xéi«l A1 B 222 (ubiquitous)?] AJA 2= Qlslf HloTEE SAAIA FEA
w8 Aehs Aol vl B2 B Azt M2 s At dlolEE A
<8 Al ARR Ao ARt o7 2=t dels AR o] gAY sold
the Aok HlolE Eolut ol tieh |4 4 o] S7HHA] FEo=
Qlell FAAEC] B Al T1E0] vjelAEs S Akl 'R oAl ik o]
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AL AR A= Boluhal S EE AsolE o] Wb A=E- glolH
FloFdE mid YA =3t ololl we 7oA ot FofE glofat
=o7] flsl FoF] s A3HAl H ek AE o] H2015)= FoF] e
2T 342 o} o ez og 2odslal 7|¢A|So] /i HeF ARG 2]7]=X]
= AsiA ABEL Hgsto] f1Ee AStAIA Aol AT 78S 7St
EE sl Zlojth of7]efla] FeFolat Bpalal Qi g AILEI(EIEOl(PC
229, HIESIA 4], GAA], A~ ELe], 5)2] FAiehL Q= AZE o] &
T} Aglolu Axjsl=d] QojAe] oF 5% Uit

AL ARl ofsf oAl Algl KOl FoRE o8]k 549 BF =
= HoF FoF TR YlAEE L2 5 1093 1004 A0 of) o] 01 AL A= Bt
O 2= 30 g0l SAA Hr A= AZEQofuf Al

2

opio] ZTiE S TARERIE] FAS w] 918 QR LIS 4
gl Eﬂfé%}ﬂl w=ri] ofaigt o] uhe 4aiel) orom ol fEolt Al
2 0k2 4 gl ik weby 2ok ok el Fash e Wels me o)



SULE Sak Aol 2ol gk & 4 9lek

1Ok FOpES Tlskit] glold HHHOR 2711 Wio] Qli-d] ZEo1ge
ol WA B3 ok HOFHES AU o me] who] gltd] gk
3 X2k BoRST B Hekd BdE ARAY f-goka v Ao Fug
&40l & 4 9lrt
3. 1)d

o] ANFAIQl Golz AMGEIIL Gl wAoleh Golt Wake AbgSte] Sl
A MU 8108 o W) 2] <Al Bk oblsks 9
H(phish)oll 4§25t gli=dl o] T4l “Ph” of “Fish"e] Fho]z “Phve] Abg-o
RO SIS YL 5] AR of(Eel, Phresking s 23
o] #l7|(phreaks)2t 7o) 917] Ql= 87 g TR} TR 212 % AUk (WA,
2013). ofefat wALe. @Ale] BBl 7bg ARAIR) A8 o} (social engineering
B2 o Ae) Hiuh) WEE bl dAA Hleke B sjajege] Hofu
A A A1 AL BRE EFsHe WIS ik AP R0 14 $2
ERAAL ol A BE AMgAt 2 5l o] Tel A Welolzhe oby
AEgol7} X531 T /]dle] ullo] wi-v] ofe} the] my olulelo] AbgA}
S slolit 7ha Aol ESe] TolSe] g4 Ae dloleE iy ol g
Bl shAjul iR SATE ARISOA T14e] BRe A2l opy 4rES)
ol AXSA AHgAR] HME WAL AIS AR ZiE] g Qe

sl AL She Fa WAAES 2skE WA RAto] 89%e]1l F7HAr)
F2ASo) B%eld| ofSe] |t i ike Bl o] /]2 confidential)
U Aolil theo Rl el ujuw uSold:

ofdl WALS u]e] oS Alo] WALS Gt o] A AEHE BY Fas)
T} 4 glek o] SalA slof 3 A olele MeluskomA] sl 91
sk vlel Asfshat ko) s Auas sjel sol e 4ste)

Olv

|

e

I

K

4l o 4= Qs sjof sleh. w4 WA Wkl B S 4 gl
A i) ok gick. whuko R Q4] B oA oalsele Ak
ofuf AlEE velel QlxlaiA AekgtomAl w4 BAY aE B 4 gk
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4. Bt Xoj 971X 32 Hd™

Verizon(2014)of oI5 7| o)A i 7sAd o]
(LA, O, oTE AR S), 1t (s7N)el
th 0|5 Foll HRbIES ofalfstal Kot v 1] -4l 91 AR 4=tk
(#/El%, 2014). Verizon(2014)of] w2 dlo]e] §of SlojA] 90%o] o]

2 sjEo] olal a5l Verizon(2016)0) A= EH3E 20| HS Koz ¢
Verizon(2016)of w2 2015 WS glo]e] Alato|A 971A] A el
gol uehhs 32 wEe [03 1o dehifo] thieh Ro] A4S
(miscellaneous errors)o]al 1 th2-0 & Uz} 9 Aske] 2w AL8{(privilege
miuse)5s-© & Uehdth glolgl G0 QoA [18 2004 Hizo] A of 34
(web app attacks)o] g o] Lk 32 sjElo Uephiad) o]/ 4] gul2s:
AP 9 9 FZo] Blofe] faRiel JlolAl Fgel ol B4 wEslt) =
3] g Hofoa 7 wo| AREE ®HRAorh theo sl POS EHE(PO
Intrusions) = UFERS AL do]g] Abalo|A] 7P =0 v]8-S 2|3 theksl 25
MgBo] A AR Ut

(92

AQ

Miscellaneous Errors 11,347
Privilege Misuse 10,490
Physical Theft/Loss 9,701
Denial-of-Service 9,630
Everything Else 8,886
Crimeware 7,951
Web App Attacks 5,334

POS Intrusions 534
Cyher-espionage 247

Payment Card Skimmers 102

0% 10% 20% 30%

Percentage of incidents

Z=] : Verizon(2016)

[3Z 1] HIOIE] Aol AGIM 97IX| 324 mHH Hig H Bl=s
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Web App Attacks

POS Intrusions
Miscellaneous Errors
Privilege Misuse
Cyber-espionage
Everything Else
Payment Card Skimmers
Physical Theft / Loss
Crimeware

Denial-of-Service

Percentage and count of attacks that resulted in data breaches per pattern, DBIR 2016

525
197
172
155
125
86
56
49

Percentage of breaches

208

23] Verizon(2016)

[22 2] diole] K=ol AN 97iK| S THE

1) & oZ27old 34

9@O] B2 EHS B 712 A4 BgolH e

Yool Fick. olefe £F7} SHEAC ol i
BE ARG SR o9 74 gl sdoleti o 4
= o) A RIS A0) 0%} o] Frks AL
i Qieki o 4 gk

olEHlofA] 714 Wol ARgsl= offZe]7o]4o] Yojck. 2| BYOD(biring your

own device)7| SHAFERH A THFRE ItHpd 7]7]0]1A]

RS Sas] S8 wutel

o] chpshA| Mtskal e, mukl Qj Aske gi(wutel e Fa) Azt
E2120] 2ol w2 Il ALgAte] 69971 9 ofiel o]

1=
(7)Ao}, 2016). F5U| =9I~

A

49 ARSI 2102 Ueton], 200040 Jite] 71967 9 Eis mujel qi/g
e}

o8 438 0% o AFICKAA], 2016). Yol VYA O ARG YL F3

okl

P Soluban gli=d] ofefat 91 A AL CMS(EEIZ Te] A2g) Ei A4}
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A SE A2 A ohERloel AR F3 A S ARG
8ok A7tk Al il Aol dell A&l ciEeiAlelds

ARE SR8 54 o> AR rEe]E|, AR B Ao joH (K E

@, 2014). o oFEFlolA B 7]l vl s 2 ke g QliEep) 3t
7ol wiaf v EeteliAly e ARGARSO] Tes] e el Tt RS
JBEAY E 7 Aro] W AJo|ES sh=r| 1x|A] kil ol uk Abe ke o

S WOk FOPS T AT weBSbA| EHA WAL S BAXE) g

32

A

Ao
- = 1=
Hol wjsE oA Ha, W o) HEAE AT 7]/
, 2014).012f7k FAEL- 2RR1E HlofE f=ef 2l

=}
o) e)
Asi9) mso] ool ol

S o] g3 B2 |2 2ol AZet $IFe] Hat ek WAL A 22
2]

o)

2) POS(Point-of-Sale) &I¢!

POS+= Point Of Sales”2] ¢Folst A7 e]E ojv|shy
ol A g B ARt doljehs A Aol A 1) e s RS

g
= 9 AEsle] Hagh dyde] A7) gk o o] FojA|= AlLgle ofufeht(&
oA A - 254, 2015). POS AR BESLE, ol 7i=ey &
I Ao Q= PO eh|(Terminal) =2 -] o) hils gl A7 5
FHERs dlolele AR Aae] Sofl E8dny. Bt df| 2hsoRiE
FHEE o] dlgol et Fie AHT dloly A ¥ £4& Fdl v
5o 2

gL QUeH(RsE, 1997).
7HE7]EE Aaulf A7t ol |HA] S A dA R o] AR HlolE fES
3 A HE AP 95 POS
Aoletal sh=d] F= POS enjdo|uy FEZu7} FAtitolct o]k POS
AR5 0 A87IE ARE A=t f-85 AHoR Al ARGEAL =t
! A7 Fds] 2ok 34 didol
| SISHHIES, 2014).
2] POS Q] LA As OlEiL%ﬂ POS

o

A olst el A4 le] o) O g R o
alibale) ojelze] FAAES) b
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Axt AMASE Aol FEEC| /@it ¢

AU 2 Y 305 4 o B 22 AR Aol AR
3 4] 4EIo] b 71 2101 ofolelo} alAEE Weler] 2} AL
A UEE 2091 ) A9E AL eyl 5 Fal 44 22 4 ol
ofolel AL ofeieh TIEE 210l SAYIEE o] gale] BHOR YEYD B
Hlo] 23 4 QIEHRHF AR EAER), 2015). 91e] S Fa) POS AlZelo]
QI3 5 oA ATLEQOlZ AAA o]F el 1] ALGTHE ARE W) ¥
O, 2R o] 2] QF} v bR 2 e ZAAEE POS HYOR I
glole] &= olst wJal/k HEska Ak ol 2 ASS AR ] Arf 9
= e Az i BASL CBE 209) HAES AL b

FARNEE o]F A7) Sl B AdsiA kL Qlch

CA 114](2011)2] d-tol] w2 7] o] iAol vlsf 1T R Apike: o wo)
ARESHA| A QIR fEE oAl QF Bi= iRt 7Y ?ﬁjioﬂ HA| A SFALE
T8 AlAEA A PAE BE AYS AGEAl 8ok WE deR
AREARES] ghEo h A =3l Fl el Hagh 5 ol

T QolER olgf Ha} Hof
9 szefo Al Haio] IFle] FAsHA S7skal Qlek oA U AREARL ke
27} A0 2L 3]71310] Ay%smq 012310 7 e LE Abalof

YRS WA A RO A AR o2} St T U ARSoll SshA

Ak Q)RR TtE Lo ofaf ) HXVIE gtk 53] olefgh 34 afel Ujsatet

IF mTr
2
s
X
i
32,
-
b

S} (B mEL]) Afo]o] TR E alslal 9= W olwlis HhA] Zof| slLto|ct,
SEARE O] 739 Ui ARAR e Ate]] Ofsf oo A]=t] o] &-Ae] Fofst
LY RAse ol §A)7) 33%E: 74w 71 oo g A odx) o] 14%5
A2E) A 9 B e lgE ekt ol Be 49 A
o] ofsf] ofefgh e AR =A E|l=t] 2ol SolAl AR Aol ARl 57

o ols) AhelAE #Ae] 47} Soluar gl= FAolck

WAL ske] A ARgYo] B2 SRlelA Zb e e AHIsHe A
Elol} st %ﬂo o) WAL S7bEl) ek ARE 9] 9l Hstol ol
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[ Abstract]

The Study on Threats of Information Security
and Their Solutions in the Fourth Industrial
Revolution

Cho, Sung—Phil

The third industrial revolution, characterized by factory automation and informatization,
are moving toward the fourth industrial revolution which is the era of superintelligence
and supernetworking through rapid technology innovation. The most important
resources in the fourth industrial revolution are information or data since the most of
industrial and economic activities will be affected by information in the fourth
industrial revolution. Therefore we can expect that more information will be utilized,
shared and transfered through the networks or systems in real time than before so the
significance of information management and security will also increase. As the importance
of information resource management and security which is the core of the fourth
industrial revolution increases, the threats on information security are also growing so
security incidents such as data breeches and accidents take place more often. Various
and thorough solutions are highly needed to protect information resources from
security risks because information accidents or breaches seriously damage brand image
and cause huge financial damage to organization.

The purpose of this study is to research general trends on data breaches and accident
that can be serious threat of information security. Also, we will provide resonable
solutions to protect data from nine attack patterns or other risk factors after figuring
out each characteristic of nin attack patterns in data breaches and accidents.

Keywords: The Fourth Industrial Revolution, Information Security, Security Risks,
Solutions



