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ABSTRACT

Cyber hacking attacks and cyber terrorism are damaging to the lives of the people, and in the end, national security
is threatened. Cyber-hacking attacks leaked nuclear power cooling system design drawings, cyber accidents such as
hacking of Cheongwadae's homepage and hacking of KBS stations occurred. The Act on Information and
Communication Infrastructure Protection, Promotion of Information and Communication Network Utilization and
Information Protection, and the Personal Information Protection Act remove the responsibility for cyber attacks, but it
is difficult to prevent attacks by hackers armed with new technologies. This paper studies the development of cyber
security experts for cyber security. Build a Knowledge Data Base for cyber security professionals. Web hacking,
System hacking, and Network hacking technologies and evaluation. Through researches on the operation and
acquisition of cyber security expert certification, we hope to help nurture cyber security experts for national cyber
security.
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Fol g A3t Aol vl 2|5 2o 4 9t}
S0 3¢ 49 2HAYSE DDoS(Distributed
Denial of Service) &4, 74 7¢ &gt DDoS 34,
HESAHKBHRIZLE, S 7LE, NHEE 71 =) 9] /)
1A B o= A7, ¥ A (Phishing), T} (Pharming),
21| 4 (Smishing), 7F=AR], AAFEA = Ql8f 4
HNAA| waf HAY E= Q1] 8 HEE A1 7Y
AtolH A2 =H19] A=A FAA msiE 71A
tha1 @itk 2013y 3¥o] ¥HSE MBC, KBS, YTN
S T2 WSl tigt s AL WEAI A vt
= AR A3 2 skeioH2].

WA S 7pAfo|HIQEE O} AfolH] H k-2 913t i
77y dasta, Aerks sk, Awrks &35
et Awrlsitt 2% 245 Ao ER =7 A
of et 17} W s,

B =22 Afo]uiohn g 915k Ao]] R el AR} o
48 AT Aolure MR IS 1Tk Web
hacking, System hacking, Network hacking 5-of tjjst
HoF Knowledge(*]4))2 Data Base(DB)of| =215},
AtolH{ HQF M7= 7HE 913k Knowledge DBE 531t}
Web hacking, System hacking, Network hacking2] 7]<
W G7HE Sl AFolHEQE HETH AAF A2 E =4
G} B =Re Aol ARt 4% 29} X
SRS ATske], F7k9] Aol HQE S ket W
Q2 A| A5} Fhet.
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2.1, Web hacking

A(Web)& EApRto] oftl A, &4 So] T
Hejujtjo] YHE FAFOD AA 2
F Au)ath

Y Ao|ES] HoHE B &
o] & Fatol Aol gl Al2wlo] et o
ole 2 9 uhulok 22 9IS Eshet.

20133 OWASP(The Open Web Application Security
Project) Top 10[3]oll 4] &-& FofH oz Q1AM
(Injection), 215 9 A& 2] F 24, XSS(Cross Site
Scripting), FoFd 214 A4 k2, Het AR &, Wzt
dlo|E] =&, CSRF(Cross Site Request Forgery), &
A Fepgol Qi HEUE AR 5 chokar Hopgol
At

OWASP Top 10-2 2004 o]3 2 ufj 3ujc} ¢ of
ZelAlol Aol A 7H f1-lEt Fokd 107HA1& 4175t
o, ZF FoFd 9] e &7 2255 fEdel ¥
=2 Aoz dHA AcH4]

Table. 1 4 Techniques of typical web hacking

Type Content
It occurs when untrusted data is sent to the
soL interpreter as part of the command or query, and
X malicious data from the attacker can be fooled
Injection

into the interpreter to access unexpected
command execution or unauthorized data.

Some Zeroboard php programs have flaws that
Zero can run php files remotely, and you can run

Board computer commands to manipulate the screen or
manipulate the computer.

This occurs when an application sends data to a

Cross web _brow_ser with un_trqsted data yvithout proper

Site confirmation or _restrl(_:tlc_)n, aIIov_vln_g an attacker

Script to execute a script within the victim's browser,

thereby stealing the user's session, tampering
with the website, Can be redirected.

312 7P R 3 FHepd o2 AAE st
oFgoltt. F7HAEY 7o H P AIE (NCSC) o
Al =W ZE 71l A EH o] A] 7ol Eol oF-E-EAd
HebF b & Agstal sl
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2.2, System hacking

LA 7Nk 7 HFS Ao st
A} 5H= System(A] 228 o] 274 FAA %
R ulolet b 1o upe by st chop
FAYRE AET,

o
oW == 9 (Buffer overflow), 2™ A E & (Format
string) 7 22 714 o] kel Fokt AAHS 4
alof s Al2wlol) Hrsto] Telat kS AT
P& el

Y 18 YREAY 7 AE A P
A, AR 5 A RE A o] 87| 9L Lo A
=E|glek, oju) SHAE AkASE Al WiE 2L
WA F AUEAS o] T4} IPE AT 148 o]
st A7 AR 5 fEuas welsl 4eAwst 7}
A oo n], ARgE, AANUFEE 202 o
A= A
52,975
18,123
14,039
2011 2012 2013 2014 2015

Fig. 1 Number of national information network hacking
attempts (source : Ministry of the Interior)

ARl A A AGEE A
HEAESL 7V gk w7t §RA sk A
o|(Back door) 2 3tk W=ofe] FREL 27 v
of, 97 Mol ERo| Bk, 5tk FR7} 9k

2% A28 Sl A BhEH1 37H o
2 A2ge] FHopde BAY w ol Waolthi
oroll AYRAXY ofu AHEHE WEojel AL Al
28 AT Al AR Q1% 5 A4 ARE AR A
oF1 g golut A 2 glo] HshES molrt
Eolu], FAAE A9 Hx HYS W F, A4
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Table. 2 4 Techniques of typical system hacking

Type Content
It is possible to access the application
Back door | Program or system without relylng_on'normal
procedures such as user authentication for
accessing the system.
The C / C ++ compiler does not perform an
array bounds check to write data larger than
Buffer . .
overflow the de_clared size, and aIIc_)WS arbitrary data to
be written and executed in the stack or heap
area.
In the case of short words or passwords in
dictionary entries, a list of keyboard layouts,
Password | inferred words in user account information, or
Cracking | a case in which the length of passwords is not
set, the passwords are divided into weak
passwords.

2 3. Network hacking

Network(H| E )= JE7]7] Ateofl A G4
£ o]gsto] glofE FAE AlFstn, FA)] Thdv]et
A LRS- g HIE T A2 o] Atolw] AlA|
LU EYAE QAT FAlo] =1 gl Aol

HEQT weke AE YEY SN Mg
=gl Wz, 24, 942, 45 Y S 2
Y9 =nE FuE 0 Eshe 4G ofnlgirh.

71 2= 20154 4] DDoS A7k 37 E3o]
o). % 1233|7} WA E 9l 0.0, 187]07t 70.70%7} 2
AE|9, 69 B ThA BARGTHAFF AL ol

» 1o

40
30
20
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|
0
Jan. Feb. Mar. Apr. May. Jun.

Fig. 2 Monthly Attack Trend of DDoS in the first half of
2015 (source : DDoS trend analysis report for the first
half of 2015)

1139



H=HE S =

24 MBI RAS

Mol HEHe ol Ao 3L &
9o, AR RES HARE Jalof sht, &
AAeRE At 2 Rk =] %] ¢kt Qi

EFF 2015 317 B¢t 38% 71 E3He) 2% Alo]

549 B7lo] E it} 53he Ato|HF2 f|F o] A
U AN, 229} 71sES 2 A Y
A Q1 Ato|HFAE 97] 18] Ato]HERYF 7=
t DB &/ 9 Apo|HESt ME7 g FEAAE

AV g Eh Aol ehis AHsHs o7 34

£ UIS0] G of ke A

%o)7] w2
o Aol HA HEALARE Afo|u ko]
A T 2k BANS 2 o Hekls
e = 2 7] mjolth

wjehi] AolsBebHR) Al YR B S Beat 2
457} 24 & whEol A25L wFslor ek

EF Q1Y R B 5B Ao} Apo]n HOFAE R B
QEX| AJ} Al5-E B A 52E 2HORITHA]. o]} 1
7| 22 ARNE AG o] 29T we
o] =]t BRI} AAF TEL oI5
= Ao R RE Sasta] o2l o] YITHS]

Aol M HOLARL, A HEENUR A F S
Aol IO S $13f 4 Bashe, Jjel g un 5%
LB PREE AAHE 93] olsista 4
3 5 YES PCE} AvkEEo|H S A
Knowldge DB 41 W 2-2}9] iz & 73] 7jjeto]

82 o AAZTR]S VT

=
o
= ooy

=

o fo
ok

I, Afo|H{EOt M7} AMS I3t T}

3.1, Web hacking &7}

Yo e vhet, ¢ F271W © Y welof ot
X A)e By,

9 )7 0] 7] 59l Helo] IPERQIRE g Hatex o)
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3.3. Network hacking &7}

dESe) g L EFl dgk A, WEND 7|
ulo] ZAHFAlof Tt x| AL E stk

UIES A a7 A4 F 7= Wahd, A= AA

228, ZPFAM, S, 71 Rek &Ml ot A
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