KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 11, NO. 5, May. 2017 2762
Copyright (©2017 KSII

Fuzzy identity-based signature scheme
from lattice and its application in biometric
authentication

Xiaojun Zhang"?, Chunxiang Xu?, Yuan Zhang?
'School of Computer Science, Southwest Petroleum University, Xindu Avenue, No.8, Xindu Zone, Chengdu
610500, China
[e-mail: zhangxjdzkd2012@163.com]
25chool of Computer Science and Engineering, University of Electronic Science and Technology of China,
2006 Xi Yuan Avenue, West High-tech Zone, Chengdu 611731, China
*Corresponding author: Xiaojun Zhang

Received September 16, 2016; revised November 26, 2016; accepted March 16, 2017;
published May 31, 2017

Abstract

A fuzzy identity based signature (FIBS) scheme allows a signer with identity @ to generate a
signature which could be verified under identity @' if and only if wand @' are within a
certain distance of each other as judged by some metric. In this paper, we propose an efficient
FIBS scheme from lattice assumption, which can resist quantum-computer attacks. Without
using the Bonsai Tree technique, we utilize the lattice basis delegation technique to generate
the private key, which has the advantage of keeping the lattice dimension invariant. We also
prove that our proposed scheme is existentially unforgeable under an adaptive chosen message
and identity attack in the random oracle model. Compared with existing scheme, our proposed
scheme is much more efficient, especially in terms of communication overhead. Since our
FIBS scheme possesses similar error-tolerance property, it can be well applied in
post-quantum communication biometric authentication environments, where biometric
identifiers such as fingerprints, voice, iris and gait are used in human identification.
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1. Introduction

Shamir [1] first introduced the concept of identity based cryptography, in which the public

key of an entity can be easily computed from his arbitrary string, e.g. telephone number, an
e-mail address, IP address, and so on. While the corresponding private key can be generated by
the trusted Private Key Generator (PKG). Thus identity-based cryptography provides a more
convenient alternative to the traditional Public Key Infrastructure (PKI).

To tolerate small errors of the identity, in 2005, Sahai and Waters [2] first introduced fuzzy
identity based encryption (FIBE), in which identities are regarded as a set of descriptive
attributes instead of a string of characters in previous IBE system. They also showed that FIBE
can be used for a kind of application considered as attribute based encryption [3, 4]. In an
FIBE scheme, a user with the private key for identity @ is able to decrypt a ciphertext with
identity @' if and only if @ and @' are within a certain distance of each other as judged by
some metric. Thus, an FIBE scheme allows for a certain amount of error tolerance in the
identities.

A novel cryptographic primitive that is the signature analog of an FIBE scheme, we call it
fuzzy identity based signature (FIBS). An FIBS scheme allows a signer with the identity @ to
issue a signature which could be verified under the identity @' if and only if @ and @' are
within a certain distance of each other as judged by some metric. An important feature of FIBS
is that a private key associated with an identity rather than a master secret key of the PKG is
shared among signature generation servers, which is more desirable in practice. FIBS scheme
can be directly applied to IBS system which uses biometric identities. Consider the following
situation: for a verifier, how to confirm the signer is the very one who has signed the contract if
he had never known the signer? The signer should come to see the verifier with the contract
he signed, and the verifier would use a biometric reading and ask the signer to provide his
biometric information on the spot, the verifier can then construct the signer's public key from
the collected biometric information and verify the signature of contract successfully.

Yang et al. [5] first proposed the FIBS scheme based on Sahai and Waters's FIBE scheme
[2]. Subsequently, some FIBS schemes [6, 7, 8, 9] were proposed based on the traditional
cryptographic hardness assumptions. However, according to the proof in Shor [10], these
traditional hardness assumptions can be solved by a quantum computer in polynomial time.
Consequently, it is urgent to engage in researching cryptographic algorithms which can resist
guantum computer attacks, namely post-quantum cryptography. During the post-quantum
cryptography, the lattice-based cryptography has been regarded as the most important option
for resisting quantum computer attacks due to its attractive advantages. Firstly, lattice-based
cryptographic systems are based on worst-case hardness assumption while other known
cryptographic constructions are based on average-case hardness assumption. It means that
breaking the lattice-based cryptographic algorithm implies an efficient algorithm for solving
any instance of some underlying lattice problem [11]. Secondly, the main operations in
lattice-based cryptography are additions and multiplications over a moderate modulus, thus it
is suitable for low power devices. Recently, Agrawal et al. [12] constructed an FIBE scheme
from the hardness of the learning with errors (LWE). Inspired by this, Yao [13] constructed a
fuzzy identity based signature based on the small integer solution (SIS) assumption.
Particularly, with the Bonsai Tree technique in [14], the private key of each identity bit is
enerated by the fuzzy extract algorithm. As a result, the dimension of private key and signature
is expanded twice as much, thus the size of private key of each identity bit and the length of
fuzzy identity-based signature are also expanded twice as much.
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1.1 Our contributions

As far as we are concerned, before our proposed scheme, there is only one FIBS scheme from
lattice assumption [13]. Considering the needs to have more efficient fuzzy identity-based
signature which can be applied even in the presence of quantum-computer, in this paper, we
propose a new efficient fuzzy identity-based signature from lattice assumption. Without using
the Bonsai Tree technique, we utilize the lattice basis delegation technique to generate the
private key, which has the advantage of keeping the lattice dimension invariant. Meanwhile,
we employ additive homomorphic hash function [15] to realize our homomorphic linearly
lattice-based signature. We utilize the lattice basis delegation technique to construct fuzzy
extract algorithms for each identity bit, the original related short basis of which is different
from each other, while all the identities have a common short basis as the master secret key.
Due to this property, we can further use Shamir secret-sharing technique to construct fuzzy
identity-based signature. Moreover, we also prove that our scheme is existentially unforgeable
under an adaptive chosen message attack and identity attack (EU-ACMIA) in the random
oracle. Compared with existing lattice-based FIBS scheme, our proposed scheme is much
more efficient, especially in terms of the communication overhead.

2. Preliminaries

2.1 Background on lattices

Notation. Throughout this paper we say that a functione is negligible if it is smaller than all
polynomial fractions for sufficiently large n . We say that an event happens with
overwhelming probability if it happens with probability at least 1—¢(n) for some negligible

functione. We say that integer vectors v,,---,V, Z; are Z, -linearly independent if they are
linearly independent reduced moduloq . Let B be aset of vectorsasB =[b,,---,b, ] < R™",
| Bll=max]l bll (1<i<m) denotes the L, length of the longest vector in B . While
B= [616;] < R™™ denotes the Gram-Schmidt orthogonalization of the vectors b ,---,b,

taken in that order. We refer to B as the Gram-Schmidt norm of B . We denote
f(n)=0(g(n)) if f(n)=0(g(n)log® n)for some fixed constant.

In this section, we describe the basic definitions and properties of lattices that will be used
later. Throughout the paper, we let the parameters q=q(4), m=m(1), n=n(A) are

polynomial functions of the security parameter A .
Definition 1. Let B=[b,,---,b, 1< R™" be an mxm matrix whose columns are linearly

independent vectors b,,---,b,, € R™. The m-dimensional full-rank lattice A generated by B
istheset: A=L(B)={yeR":3s=(s,,---,5,,)€Z",y=Bs =Zsibi}.
i=1

Here, we introduce the integer lattices in [16].
Definition 2. For q prime, Ae Z;X”‘ andu e Z: , define:
m. n T
A(A)={eeZ™:FseZ;,e=A smodq }
€ m . —
Ay(A)={eeZ":Ae=0modq }



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 11, NO. 5, May 2017 2765

Ay(A)={eeZ"™:Ae=umodq}
- u u € u - - €1
Observe that if t € A, (A) then A, (A) = A, (A) +tand hence A (A) isashiftof A;(A).
Lemma 1. Let >3 be odd and m>5nlogq. There exists a probabilistic polynomial
time algorithm TrapGen in [17] that outputs a pair (A€ Z;™", T, € Z;"™) such that A is

statistically close to a uniform rank n matrix in Z;"" and T, is a basis for AqL(A) with

length ”TNA” <0O(nlogq)and [T, <O(nlogq) with all but negligible probability inn .
Discrete Gaussian on lattices. Here we briefly review the discrete Gaussian distribution
which is a useful tool in lattice-based cryptography. The discrete Gaussian function on R™
centered at vector ¢ with parameter & >0 is defined as ¢, . (X) =exp(—zll x—cl?) / 52

and @, (A) ZZ%,C(X)- The discrete Gaussian distribution over A with center ¢ and
XeA

parameter & isVy € A, Dy 5, (¥) = @5 (V) / 95,0 (A).

Hardness of ISIS assumption. The security of our fuzzy identity-based signature scheme is
based on the hardness assumption of the inhomogeneous small integer solution (ISIS) [18].

The ISIS assumption is given an integer g, a matrix A € Z;‘”“ ,asyndrome y € Z: and a real

number ¢, find a nonzero integer vector e € Z™ such that0 <|| ell < ¢, Ae = ymod q.
As described in [18], for any poly-bounded m,¢ = poly(n) and for any

prime g > ¢O(;/nlogn) , the average-case ISIS, , . assumption is as hard as approximating

the SIVP assumption in the worst case to within certain factors y(n) = ((5(\/5) :

Now we introduce a collection of one-way preimage sampleble functions [18], including
TrapGen, SampleD, SampleDom, SamplePre. Set the Gaussian smoothing

parameter J, 2||T~||O(1/Iog m) . The function f, is defined as f,(e)=Ae mod g, with
domain D, ={e€ Z":0< || < &,+/m} and range R, = Z.

TrapGen (1",1",q) : The probabilistic polynomial time (PPT) algorithm TrapGen (1",1", q)
has been described in Lemma 1.

SampleD (T, d;,€) : On input a basis T of a lattice A, the PPT algorithm SampleD
samples from a discrete Gaussian distribution over the lattice A around the center c € R"
with the standard deviation 6, .

SampleDom (A, ;) : Sample an X from D, for which the distribution of f,(X) is
uniform over R, .

SamplePre (A, T,Y,9,): The PPT algorithm executes as follows: First, via linear algebra

choose an arbitrary ze Z" such that Az=y mod . Then sample v from the discrete

Gaussian distribution DAL(A);; using SampleD(T,d,,—z) and output e € D, such that
qlR)o—z

e=27+V.
Now, we describe Agrawal et al. [19] lattice basis delegation technique, we first describe
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the distribution D, . as follows:
D,.., denotes the distribution on matrics in Zq which is defined as (D,, )"

conditioned on the resulting matrix being Z, -invertible. Here the parameter

o = \/n log qO(\/Iog m), and Z, -invertible means that the matrix R mod q is
invertible as a matrix in Z;" .

Lemma2. Let g>2,AeZ; " and Re Z™". Suppose R is sampled fromD, . Let T,
be a basis oqul(A) , there exists a PPT algorithm NewBasisDel( A,R,T,, J, ) that outputs a

random basis T, for A, (AR™) such that“TNB“SO(JIogm) , Where 4, Z“TNA“GR\/EO(IOQU2 m)O(logm).
Now we describe the algorithm SampleRwithBasis(A) which generates a matrix
R sampled from D, . along with a short basis of AqL(AR‘l) without any short basis of

Aj (A). The algorithm proceeds as follows:

(1) 1t runs the algorithm TrapGen(1",1",q) to generate a random rank n matrix
BeZ;™ andahbasis T, of A;(B).

(2) It samples r. € Z™ using the algorithm SamplePre(B,T;,a,0,) forie{l,---,m}.
Note that Br,=a, mod g, and r, is sampled from a distribution statistically close

to DAai(B) . The algorithm SamplePre repeats until r, is Z, -linearly independent of
q \P)OR

rl’ e ri71_

(3) Itoutputs Re Z™™ ={r,,---, 1, } and the basis T, of A, (B).

By construction, BR = Amod ¢ and thus B = AR™ mod q. Therefore, the basis T; is a
short basis of A, (AR™).

3. Fuzzy identity-based signature and the security model

The FIBS scheme consists of the following four algorithms.

FIBS.Setup(1*, params) : The PPT algorithm takes as input a security parameter 1¢ and
public parameters params that contain an error tolerance parameter t, and outputs the master
secret key mk and public key PP .

FIBS.Extract(PP,mk, @) : The PPT algorithm takes as input PP, the master secret key
mk and an identity » ={@,}_, , and outputs a private key associated with @, denoted by sk .

FIBS.Sign(PP, sk

associated with an identity « and a message M , and outputs the signature &, ,, .

M) : The PPT algorithm takes as input PP, a private key sk,

(o8

FIBS.Verify(PP,77,M,0,,,) : This deterministic polynomial time algorithm takes as
input PP, an identity 7 ={n}_, , such that |7 @[>t (where |[pN@[>t means the
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cardinality of the overlapped set| 7 " @|), the message M and the corresponding signature
6, » and returns a bit 7, where 7 =1 means that the signature is valid.

These algorithms must satisfy the standard consistency requirement. That is the FIBS
scheme demands that for any fixed @ ={w,};_,,and 7 ={n,}._; suchthat|7 " @[>t itholds

that Pr(FIBS Verify(PP,n, M, FIBS.Sign(PP, sk, ,M))) =1-negl(x).

3.1 Security model

Definition 3(EU-ACMIA). Let £ be a fuzzy identity based signature (FIBS) scheme. Let F
be a probabilistic polynomial-time adversary, and C be a challenger. The definition of
existentially unforgeable against adaptively chosen message and identity attacks (EU-ACMIA)
is described in the following game in which F interacts with the challenger C .

FIBS.Setup : The challenger C runs the Setup algorithm and provides the adversary F
the public parameters.

Phase 1: The adversary F declares the target identity @ ={@, }_, -

Phase 2: JF adaptively issues private key queries and signature queries for any identity
o={w}_ suchthat |one |<t.

Phase 3: The adversary F makes a number of different queries to the challenger C . Each
query can be described as follows:

Extract query: F issues private key query for any identity @ :{a)i}f:l such that
|oN @ |<t, the challenger C then runs the FIBS.Extract algorithm to obtain the private
key sk, and sendsitto F .

Sign query: The adversary F can query for any identity '’ Z{Ui(j)}f:1 such that
|77(” Mo |<t on any message M . To answer the Sign query, the challenger C runs the
algorithm FIBS.Extract to obtain the private key sk”m , then runs the algorithm
FIBS.Sign(PP,sknm ,M) to obtain the signatureHnm . andsendsitto 7.

Output: Finally the adversary F outputs (o' ,M",6. .). F succeeds if it satisfies
FIBS.Verify(PP,&,M",0 . .)=1and the set in @ Nn'" (where |&" Nn' [>t) were
not submitted to the private key Extract query and the Sign query, respectively.

We define F's successful probability as follows:

FIBS — AdV,,_semal 7. E1= Pr[FIBS Verify(PP, ", M*,H;* w) =11

The fuzzy identity-based scheme £ is existentially unforgeable against adaptively chosen
message and identity attacks, if FIBS — Advg, .cuialF, €] is negligible in the security
parameter x .

4. Fuzzy identity-based signature scheme from lattice assumption

In this section, we begin to describe our fuzzy identity-based scheme from lattice assumption.
Our construction is motivated by lattice-based linearly homomorphic signature scheme [20, 21]
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and the FIBS scheme in [13]. Moreover, we employ the lattice basis delegation technique in
[19] to extract the private key for each identity bit, and we make use of the GPV signature
scheme [18] and Shamir secret share technique to realize the construction of fuzzy
identity-based signature scheme. Additionally, to make sure the two algorithms SamplePre

and NewBasisDel run correctly, we need to set two secure Gaussian parameters d,, 9, , which
have been described as before. Our FIBS scheme consists of the following four algorithms:

FIBS.Setup(1", params) : On input a secure parameter n and params = (q,m,t,/, L, D,),
where g = poly(n), m>5nlogq, ¢ is the length of every identity string, t < ¢ is the error
tolerance parameter, L =O(nlogq), D, ={e € Z":0 <[ < &,+/m}. The PKG performs
as follows:

(1) Run the algorithm TrapGen(1",1",q) to generate 2/ uniform random matrices
P,.ezy" forall je{l,2,---,/}and 7 €{0,1} together with a full-rank set of vectors

. -

S;, = Ay (P;,)suchthatllS, II<L.

(2) Let H,:{0,1} — Z™™ be a secure hash function, and the output value of H, is

distributed as D, . Let H,:Z7 x{0,} — Z7 also be a secure collision-resistant hash

function.
(3) Output the public parameters PP = ({P, .},./1 <oy, H1» H,) and the master secret key

mk :{Sj,r}je[/:],re{o,l}'

FIBS.Extract(PP,mk,®) : The PKG takes the public parameters PP, an identity
o={w, -, 0,}e{0,1}, and the master secret key mk as input, and generates the private
key for @ ={w,,+,®,}€{0,1}" as follows:

(1) Evaluate S;, « NewBasisDel(P, , , H, (o, |eo] §).S;., . 5,) forall je{l,2,--, (3.
(2) Output the private key S, ={w,(S,,, .S, )}or o ={w,,---,®}.
FIBS.Sign(PP,S,,Vv,®) : On input PP, an identity o ={@,,---,®,}€{0,1}', and a

message V = (V,,V,, -,V )€ Z[;“ . The signer generates the fuzzy identity-based signature as

1,0 ! j,(Uj !

follows:
(1) Construct ¢ shares of v =(v,V,,---,v,) with a Shamir secret-sharing technique

applied to each coordinate of vindependently. That is, for each | €{L,2,---,m}, choose a
uniform random polynomial p, € Z [x] of degree t—1 such that p, (0) =v,. Construct

the k-th share vector v_k: (p,(k), py(k),-+, p,,(K)) € Z(;“ . Thus for all Z c{L,2,---,(}
such that |Z |>t , we can compute fractional lagrangian coefficients &  satisfying

V= Zafkv_k (modq). That is, we interpret &, as a fraction of integers, which we can also
keZ

evaluate (mod q).
(2) Compute n vectors p; = H, (vl i) e Z] forie{l,2,---,n}.
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(3) Compute the inner products f,; :(V_j,pi> , Where 1< j</ and1<i<n, and
parse f, = (f,--, )"

(4) Evaluate 6, < SamplePre(P, , (H(o; o] i), S),, . f;,6) for je{L, 2, 7},

(5) Output the signature 6, , ={v,(6,,6,,---,0,),»)}.

FIBS.Verify(PP,n,6, ) : To verify the signature 6, , ={v,(6,,6,,-,0,),} with respect to
the identity o ={w,,-:-, ®,} against an identityn ={n,,---,77,}. Let Z < [/] denote the set
of matching bits in @ and 77, that isZ=wnn . If |Z|Honn|<t, the receiver
outputs false . Otherwise, the receiver computes n vectors p, = H, (vl i) e Z(;“ for each
ie{l,2,---,n} and f=((V,p1>,(v,p2>,---,(V,pn>)T. The receiver accepts the fuzzy
identity-based signature if and only if both the following conditions are satisfied:

(1) 6, € D, such that 0< ||ej|| <§\m forall je{l,2,--, 0},

) Z:é’ij’mj(Hl(a)j lo| N6, =f . where & =] E is the corresponding

ez izjiez J 1
fractional lagrangian coefficient.
Otherwise, the receiver rejects.

4.1 Correctness

The correctness of our proposed FIBS scheme is elaborated as follows. Here we just consider
the case | Z [>t. For each j €{L,2,---, (}, the vector &; output by the algorithm FIBS.Sign

satisfying P, , (H, (@, o] )6, = f,and is drawn from a distribution statistically close
A5 P Gl ol 08 Thus for all je{l,2,---,(}, each 0, satisfies 0 <[l 6,/ < 51x/ﬁ

with overwhelming probability. Since:

D¢ P, o, (Hy(o) @l NTO, =D&

Jf;é,- (<p1,v_,->,<p2,v_,->,---,<pf,zv_,->f
=§(<pl,§,-v_,->,<p2,éjv_,->,-~-,<pn,§,-v_,->f
=E<pl,géjv_j>,<p2,gfjv_j>,~-,<§n,;z:jv_,-»T
=(f</31,i/6>,</02,V>,---,J<€pn,V>)T )

Thus, the verification equation » &, P;.,, (Hy(o;ll @l ]))76; = T holds.
jeZ

Therefore, if the fuzzy identity-based signature 8, , ={v,(6,,6,,---,6,), ®} is generated
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by the signer, and the condition | Z |<| @ n77 [> t holds, the receiver will accept the signature.
Otherwise, he rejects.

4.2 Performance comparison

Until now, as far as we are concerned, there is only one fuzzy identity based signature based on
lattice [13], whose advantages have been shown in the details of the performance comparison
with previous schemes [5, 6, 7, 8]. For simplicity, we give the following notations in Table 1.

Table 1. Notation
V4 the length of identity(attribute)
t the error tolerance parameter

|q , |pq the bit-length of an elementin 7 .7

the size of master public key, master secret key,

PP, mk» UPK,USK user public key, user secret key

TRand(Ext) the time of the algorithm RandBasis(ExtBasis)
TBasisDeI the time of the algorithm NewBasisDel
Tsampre the time of the algorithm Sample Pre

1 inner product in znzw

Mu, Mu’ scalar multiplication in z..7,

LS the length of fuzzy identity-based signature

CE CS.CV the computation cost of FIBS.Extrct, FIBS.Sign,

T FIBS.Very
ROM, SM random oracle model, standard model
HP hardness problem assumption

Now we only focus on giving the details of the performance comparison between our
scheme and the scheme in [13] in Table 2.The performance comparison includes the
communication overhead (PP, mk,UPK,USK, LS ), the computation cost (CE,CS,CV ),
hardness assumption, and the security model. From Table 2, we can see that both of the
schemes are based on lattice assumptions (SIS,ISIS), which can resist quantum computer
attacks. They are both proved in the random model. Fortunately, our scheme has obvious
advantages in terms of communication overhead, and the computation cost in our scheme is a
little less than [13]. The explanations can be illustrated as follows: Since the scheme in [13]

employs the linearly homomorphic signature scheme based on the k; -SIS problem [20],
together with the Bonsai Trees principles based on lattice [14], with the Bonsai Trees
technique, the dimension of the public key, private key and signature will expand twice as
much, and thus the corresponding size will also expand twice as much, this leads to much more
communication overhead. In addition, as the algorithm NewBasisDel in [19] mainly contains
the algorithm RandBasis, thus the computation of the algorithm NewBasisDel almost
equals to the algorithm RandBasis(ExtBasis) . While the computation cost needs to reside

in qu ,thus |, Mu are a little less than |, Mu’ respectively. This leads to more computation

cost in [13].
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Table 2. Performance comparison

2771

Scheme PP mk UPK USK LS
[13] 2(nml 20m?l 20nml, 4m?l 2mel
FIBS 2(nml, 20m’l, onml, om?l, (ml,

Scheme CE CSs Cv HP ROM/SM
[13] T and (ext) T sarmpre t(nl’+Mu’) SIS ROM
FIBS T2 PO T sampre t(nl + Mu) ISIS ROM

5. Security analysis

In this section, we begin to prove that our fuzzy identity-based scheme (FIBS) is existentially
unforgeable against adaptively chosen message and identity attacks (EU-ACMIA) in the
random oracle model. Here we assume a challenger that takes as input the precondition ISIS
assumption, simulates the hash queries, Extract queries and Sign queries, and finally
outputs a solution of the ISIS assumption.

Theorem 1. Our proposed fuzzy identity-based signature scheme is EU-ACMIA secure in the

random oracle model provided that the ISIS,, , . ., (where & = (¢1)°5,/mt ) assumption

holds.
Proof. Let the adversary F be a probability polynomial-time adversary which can attack
the security of EU-ACMIA in our proposed scheme with a non-negligible probability. We will

construct a challenger C, who will also run F as a subroutine to solve an ISIS;, . 4

instance with a non-negligible probability, thus can lead to a contradiction.
FIBS.Setup: First of all, we assume that the challenger C receives an ISIS instance

(E,F)ezgx’""ng , where F=Df" (D=(¢1)?) is a sufficiently large constant),
£ =V, )V o) (Y, o)) and for each i €1, 2,1}, o = H, (V' i) e Z].
C's goal is to output a nonzero short vector 6" e Z "satisfying E6" =F, 0<|l 6'll<¢ .
Parse E asE =E|ll E,ll---I E,, where E; € Z;"" for j=1,2,---,¢. C samples / random
matrices R,,R;,---,R; <D, ...

The adversary F announces to C the target identity @ which it intends to attack, then
C constructs the public parameters PP ={Q,,Q,} as follows:

(1) Set Plya{:ElRf , szw;:EzR; P =E,R, , and denote the set by
Ql :{Pj,w;}le[(/] '
(2) Set ¢ matrices PJ_;} eZ;™, je{l,2,--,(}, and denote the set by Q, ={Pj*;?}je[(].

For each query for H,,H,, C maintainslistsL,, L,, respectively in its local storage. They

are set to be empty initially. The adversary F queries for the values of H,, H,, Extract and

FIBS.Sign algorithm as follows:
H, hash query: When F requests the hash value of the identity  ={@,,---,®,}, C
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performs as follows:

(1) If @ is in the L list, C returns (H, (@, |o]|1), H,(@, |@]2), -, H, (o, |#]|0)) to the
adversary F .

(2) If o is not in the L list, and if w=w , C performs as follows. For

each je{l,2,---,/}y , C stores (o, a)J,RJ,QJw ,L) into L list, where
Qi :QmJf = Pij,;(R;)'lz E; . Finally, C returns (R,---,R) to the adversary F .
Otherwise, with the querying for @ # @ ", for each je{L2,---, %}, ij e{Pj'wf;}je[[],C
executes the algorithm SampleRwithBasis( Pijj) to obtain random matrix R. o, <7D,
and a short basis S},wj forAql(Qj'wj). Finally, C stores (w,@;,R;,, ,Q;, S, ) into the
L, list, and returns (R, , ,R
H, hash query: For query for the value of H, on (v,i), C returns h,,, if it exists in L,

R,,,) tothe adversary F .

2,0, !

list. Otherwise, C randomly chooses h,, € Z;', stores (V,i,h,,) into L, list, and returns

h,; to the adversary F .

Extract query: Considering a query for the private key of an identity @, although C does
not know the master private key {S; },4/j.con it €an construct the private key for w

where| @ Nwl|<t. Given a):{a)l,---,a)[},forallje{1,2,---,£}, (w,0,,R ij_,S}w_)

j? J’U'
.S

j,{uj’“. f(z)

isin L, list, C directly returns (S, ) to the adversary F . Otherwise, for

1a)1’ )
each j e{l,2,---,(}, the challenger C runs the algorithm SampleRwithBasis( j’wj) (where

mxm

Pi.o e{PJ_ ~}jqn ) to obtain random matrix R;, < D, and a short basis S'jwj for
2 ! !

A;(Q;,,) where Q; , =P, (R, )" Then, C stores (»,0;,R;,, .Q;,,.S;,,) intothe
g

j,a)j"“ ({0

L, list. Finally, C returns (S, ) to the adversary F .

Lay? T
Sign query: Given an identity ' ={@,,"--,®,}and a message V'€ Z!", C simulates the

query for the private key of the identity " , and guarantees that{«’, co R Q , S} w._ }jem

which satisfies @' N@” |<t is in the L, list. The challenger C generates the fuzzy
identity-based signature of (@', V") as follows:

(1) Cfirst constructs ¢ shares of V' =(V;,V,,---,V, ) € Z{" using a Shamir secret-sharing
technique applied to each coordinate of V' independently as before. That is, C

gets {V.,V,,--,V.} , such that v’:ngv_k’ (mod g ), where & = [] —_ is the

keZ izk, |eI
corresponding fractional lagrangian coefficient.

(2) Calculate n vectors p, = H, (V' i) e Z7 for ie{l,2,---,n}.

(3) Compute the inner products f;; :(v_'j,pi'> , Where 1< j</¢ and1<i<n, and
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parse fj' = (fj"l,---, fj"n)T.
(4) Evaluate 6, < SampIePre(Pj’m.J GREAE j))’l,S}yw;, f., &) for je{Ll 2, 3.

Finally, C outputs the fuzzy identity-based signature 8,, , ={V',(6,,6,,":+,6,),®} and
sends it to the adversary F .

Output: After performing a number of queries above, the adversary F produces a valid
forgery {V, (6, ,6,,-++,6,),» }of the target identity ™. We can see that the distribution of
the challenger's output is statistically indistinguishable from the distribution of the output in
the real fuzzy identity-based signature scheme. Since {V,(€;,6;,---,6,),» }is a valid

forgery, thus for each j €{1,2,---, (}, 6?; € D, and there exists a subset Z < {1,2,---,/} and
| T |=t s.t.Zéij]wf(Hl(w; )70, =", where f"=((V', ), (V',p), (V' pp)) ", and
jeZ !

[

for each i e {L,2,---,n}, p, =H, (Vi) e Z(;“. Without loss of generality, we consider the
case that the subsetZ ={1,2,---,t}, as {v',(8,,6,,--,6,),w }is a valid forgery, then get
0< 6?; I< 51\/5 , 1< j </ and the equation as follows:

Pl'wl*(Hl(a)l* @ 1)_1510:_'— Pz,a,;(Hz(a); o 2)_19526’2*"'+ Pt,@*(Hz(a)t* o t)_lftet* =f
Furthermore, we get that:
(lel(Hl(a); 60*||1)_1'--P[’(07(H1(a); a).k||f)_l)(égl€1*7'"’é:té’t*’oi"'!o)—r =f".
Since:
Fi’a{(Hl(a); o™ 1)71 = Plywl*(Rl*)il

=E,P,,. (Hi(o;|0*[2)" =P, .(R)™"
=E,.P . (Hi(&|0X[)" =P, .(R)™ =E,

Therefore, (El E,lI---I E,))(&8,,-++,£6],0,--+,0) = £ Since D=(¢1?, and it has
been proved in [12] that D&; € £ and |D§j|£(£!)3 for all je{l,2,---,(} to clear the
denominators of &, (j €{L2,-+,4}).So (E |E,|-|E[)N(D&E -, DES,0,-++,0)" = Df .

Thus the equation P(D&@,,++, DS, ,0,--+,0)" = F holds. For each Hj*, o<l 6?;||§§1\/E.
as 0 =(D&6,, -, DEG,0,+-,0)", we have 0 <l &71< (¢1)°5,</mt . Finally, the challenger C

can run the adversary A as a subroutine to output &~ as a solution of the 1SIS

{n,m2,q,(¢)° 5;/mt}
assumption with a non-negligible probability. Consequently, we conclude that our proposed
fuzzy identity-based scheme is EU-ACMIA secure in the random oracle model.

6. Application to biometric authentication
Now we show how our FIBS scheme is used in biometric authentication. A biometric

authentication system is essentially a pattern-recognition system that recognizes a person
based on a feature vector derived from a specific physiological or behavioral characteristic that
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the person possesses [22]. Since biometrics cannot be lost or forgotten like, e.g. computer
passwords, biometric have the potential to offer higher security and more convenience for the
users. We adopt the biometric authentication model described in [23]. It consists of two phases:
an enrollment phase and an authentication/Verification phase.

Enrollment Phase

(1) First, Alice goes with her biometric data through an enrollment phase at a certification
authority (CA). During this procedure the properties of her biometric data are measured with
specialized equipment. We model the measurement data as a feature vector

o={w, 0, 0}e{0,8 .
(2) From the measurement data, the private key S, is derived using the algorithm

NewBasisDel in FIBS.Extract.

(3) Then the reference data (6,,6,,---,6,) stored in the database is obtained by applying
FIBS.Sign to S, using “Alice” as the message. Then the certification authority (CA) stores
f=(("Alice", p),(" Alice", p,),-,("Alice", p.))" (o, =H, (" Alice" i)eZQ1 for each i €{l1,2,---,n})
together with the reference data and the biometric measurement data.

(4) CA then erases the private key S, the message “Alice” and all the intermediate data
physically.

Authentication/verification phase

(1) When Alice wants to authenticate herself to Bob at a later point in time, a measurement
that extracts analog data 7 of her biometric data is taken. Alice sends

f =(("Alice", p),(" Alice", p,),---,(" Alice™, p.))" (p,=H, (" Alice"| )eZ; and 77 to CA.

(2) Bob computes f’=({"Bob",p,),{("Bob", p,), -,("Bob", p,))", and randomly
choose (£;,¢,,7++,¢,), where £, eZl, j=12---,/. Finally, Bob returns f’and
(gl’gzi""gz‘) to CA.

(3) CA finds the reference data (6,,6,,---,6,) and biometric measurement data @ by
searching f = (("Alice", p,), (" Alice", p,),---, (" Alice", p.)) .

(4) CA computes the set Z=wnn and returns {9}}1.61 and @ to Alice, where
49; =0,+¢;, 1=12--,1.

(5) Then, Alice sends (w,{@j}jez,"Alice", f'=(("Bob", p,),("Bob", p,),---,("Bob", p,))")
to Bob by a secure channel.

(6) Finally, Bob first get {6, },_; , each 60, = 49; —¢; j=12---,1, then checks whether
f'=(("Bob", p,),("Bob", p,),---,{"Bob", p,))" is right, where 0,eD,for all jeT,

and whether the following equation holds:
&Py, (Hy(o, o] D)6, = (¢ Alice™, p), " Alice, p,), -+ " Alice”, p,))’

jeT
0-i . . . . - .
Where §j = H —— is the corresponding fractional lagrangian coefficient. If it holds,
izjier J 1
Alice passes the authentication. Otherwise, Alice fails the authentication.
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7. Conclusions

In this paper, we have proposed a new construction of fuzzy identity-based signature (FIBS)
based on lattice assumption, which can resist quantum computer attacks. Our proposed
scheme takes advantage of the lattice basis delegation technique to keep the lattice dimension
unchanged, thus the size of the fuzzy identity-based signature length is invariant and much
shorter. Moreover, our proposed scheme is proved existentially unforgeable under an adaptive
chosen message and identity attacks (EU-ACMIA) in the random oracle model. Compared
with the previous lattice-based FIBS scheme [13], our proposed FIBS scheme is more efficient,
especially in terms of the communication overhead. Due to the feature of FIBS that user's
identity is viewed as a set of descriptive attributes instead of a string of characters, our FIBS
scheme can be well applied in biometric authentication even in the post-quantum
cryptographic communication environments. The extension to an efficient fuzzy
identity-based signature scheme from lattice in the standard model is our future work.
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