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Abstract

Crypton is a SP-network block cipher that attracts much attention because of its excellent
performance on hardware. Based on Crypton, mCrypton is designed as a lightweight block
cipher suitable for Internet of Things (1oT) and Radio Frequency ldentification (RFID). The
security of Crypton and mCrypton under meet-in-the-middle attack is analyzed in this paper.
By analyzing the differential properties of cell permutation, several differential
characteristics are introduced to construct generalized & -sets. With the usage of a generalized
o -set and differential enumeration technique, a 6-round meet-in-the-middle distinguisher is
proposed to give the first meet-in-the-middle attack on 9-round Crypton-192 and some
improvements on the cryptanalysis of 10-round Crypton-256 are given. Combined with the
properties of nibble permutation and substitution, an improved meet-in-the-middle attack on 8-
round mCrypton is proposed and the first complete attack on 9-round mCrypton-96 is proposed.
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1. Introduction

Crypton [1] is one of the fifteen candidates for AES [2]. Inspired by Square [3], Crypton

has a SPN structure and owns many advantages that attract much attation, such as: identity
of encryption and decryption, well-proven security, excellent performance on hardware and
general applicability for various platforms. There are two versions of Crypton, Crypton v0.5
[4] and Crypton v1.0 [1]. The designers proposed Crypton v1.0 by modifying the key
schedule and S-boxes in Crypton v0.5. With the development of 10T, RFID, Smart City[5]
and Ad Hoc network[6], the security of these systems[7,8] becomes popular and the demand
of block ciphers suitable for these resource-constrained environments is increasing. In 2006,
Lim et al. [9] designed a lightweight block cipher mCrypton based on Crypton. The analysis
on the security of Crypton and mCrypton could further develop the research on SPN-based
block ciphers.

Many researchers have done deeply research on Crypton and mCrypton in recent years. In
2010, Mala et al. [10] gave an impossible differential attack on 7-round Crypton. In 2011,
Wei et al. [11] proposed a related-key impossible differential attack on Crypton. In 2013,
Kang et al. [12] gave the collision attacks on Crypton-192/256 and mCrypton -96/128. In
2014, Song et al. [13] proposed the biclique attacks on full-round Crypton -256 and
mCrypton -128. Hao et al. [14] analyzed the security of mCrypton under meet-in-the-middle
attack. In 2015, Shakiba et al. improved the biclique attacks on full-round Crypton [15] and
mCrypton [16]. Jeong et al. [17] improved the biclique attack on full-round mCrypton. In
2016, Hao [18] introduced several meet-in-the-middle attacks on 10-round Crypton-256. Li
and Jin [19] gave meet-in-the-middle attacks on 8-round mCrypton-96 and 9-round
mCrypton-128. In CRYPTON 2016, Derbez et al. [20] proposed a search algorithm for
generalized meet-in-the-middle attack and impossible differential attack. They simply
estimated the security of 11-round Crypton-256, 9-round mCrypotn-96 and 10-round
mCrypton-128 under meet-in-the-middle attack but without complete attacks.

Meet-in-the-middle attack was first proposed by Diffie and Hellman [21] in 1977. It is a
powerful tool in the analysis of AES-like block cipher. In FSE 2008, Demirci et al. [22]
introduced a 5-round meet-in-the-middle distinguisher to attack AES. In ASIACRYPT 2010,
Dunkelman et al. [23] proposed several techniques to further improve the attacks on AES
which are widely used now. In EUROCRYPT 2013, Derbez et al. [24] improved the meet-
in-the-middle attacks on AES with the rebound-like idea. In FSE 2014, Li et al. [25]
proposed key-dependent sieve technique to reduce the memory complexity and attacked 9-
round AES-192 with a 5-round distinguisher. In 2015, Li et al. [26] gave the first 6-round
distinguisher with the property of the linear transformation to attack 10-round AES-256.

In Section 2, notions used in this paper and the descriptions of Crypton and mCrypton are
given. Section 3 proposes the related properties of Crypton and mCrypton. Section 4 presents
the meet-in-the-middle attacks on Crypton with the usage of generalized ¢ -sets and
properties of bit permutation. Section 5 gives the improved meet-in-the-middle attacks on 8-
round and 9-round mCrypton. Section 6 concludes the whole paper.
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2. Preliminaries

2.1 Notations

The following notations are used in the rest of this paper.
X, : The i-th round state after key addition o ;
y, : The i-th round state after nonliner substitution y ;
z,: The i-th round state after bit permutation 7 ;
w, : The i-th round state after cell transposition 7 ;

X

ol () - The j-th column of x;

X : The j-th row of X ;

i,row(j) *

k. : The i-th round subkey;

k: The i-th round subkey after 7 oz™, satisfies k, =zoxz(k});
X.[j1: The j-th cell of x;

<< a: Left rotation of 32-bit word by a bits;

<<, . Left rotation of each byte in 32-bit word by i bits.

2.2 Description of Crypton

Crypton is a SPN-based block cipher family. The block size is 128-bit and the key size is
64 +32k(0<k <6). It has 12 rounds and which are numbered 1 to 12. A 128-bit state of
Crypton can be indexed as Fig. 1 shows. The number i means the i-th byte of the 128-bit
state, (i=0,1,...,15).

2 | A -
3121710 Ay |Gy | Gy, | gy
_ T16(5]4 ay | a, | a, | a,
1) 918 A,y | Gy | @y | Gy
I5(14]13]12 a,; | a, | a, | ay,

Fig. 1. The state of Crypton

The round function is consisted of four transformations: nonlinear transformation y, bit
permutation = , byte transposition z, key addition o . The details are shown below:
Nonlinear Substitution y : There are 4 different 8-bit S-boxes S (0<i<3), for
S,=S;", S,=S,". Crypton applies two different layers, y, inthe odd round and y, inthe
even round.
Bit Permutation 7z : By using four masking bytes m, =0xfc,m = 0xfc,m, = Oxcf,
m, = 0x3f , the bit permutation = mixes each column with 7, (0<i<3):
by 8
by Ch
a

2

b I
b, 8,

b, =@ (m Ad).

i+ j+kmod4
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There are two layers applied in Crypton, =, inthe odd round and =, in the even round.
7, (A) = (75 (A°), 77, (A*), 7, (A), 7 (A%)), 7, (A) = (, (A°), 77 (A), 72, (AY), 7, (A”)).
Byte Tansposition 7z : Move the (i,j)-th byte to the (j,i)-th position as
B=r(A)<b,=3q;.
Key Addition o : The subkey is XORed to the corresponding state.

The whole encryption of Crypton needs to XOR the pre-whitening key at the beginning
and add an output transformation ¢, =zox, oz to ensure the identity of encrypton and

decryption. Similarly, we define ¢ =zox, o7.

The key schedule of Crypton utilizes the master key to generate 52 32-bit words to
construct 13 subkeys. The key schedule can be divided into two phase:

Generating Expand Keys Fill 0 to the left of the master key to get a 256-bit key
K =k,,..kk,. Divide K into 8 32-bit words:

U[0]=kk,k,k,  V[0]=k kk.k
U] =k, k,koks VL =Kk k Kk
U[2] = Kpkpokiskis V21 = Kyakoikioks,
U[3] = KyoKpskpskpe V3] = KyyKookyr Ko
Using U,V , generate expand keys E,:
1 U'=rox,oyU)V'=rom,oy(V);
2 fori=0to4
E.[l1=U Ti]®(®]_,V Ti])
E[i+4]=V i1®@® Uil
Generating Round Keys With the usage of 8 expand keys E, (k), 13 round constants
C.[i] and 4 masking constants MC, generate 13 round keys:
1 Compute the first two round keys K_,[0,...,7]. For i=0,1,2,3, compute
K.[i1=E[il®C,[0]®MC,, K [i+4]=E][i+4]®C,[1]®MC;
2 Comput the remaining 11 round keys.
For the even round,

{E.[3], E.[2], E,[1], E,[0]} < {E.[0]"%, E,[3]"%, E,[2]°*°, E,[1]°*},
K. [4r +i]<« E[[i]®C,[r]®MC,,(i=0,1273);
For the odd round,
{E.[7].E.[6], E.[5], E.[41} < {E.[6]", E.[5]"®, E.[4]°¢ , E,[7]°},
K [4r +i]« E[4+i]®C[r]®MC,,(i=0,12,3).

2.3 Description of mCrypton

mCrypton is a reduced vesion of Crypton with a block size of 64-bit and three key sizes of
64-bit, 96-bit and 128-bit called mCrypton-64, mCrypton-96 and mCrypton-128 respectively.
All of them have 12 rounds. The round function is similar with that of Crypton which
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contains four transformations: nonlinear substitution y , bit permutation = , nibble
transformation 7, key addition o .

Nonlinear substitution » contains four 4-bit S-boxes S,(0<i<3) that satisfy S, =S,
S, =S

Bit permutation 7z applies 4 column permutations z,(0<i<3) to mix the state with four
masking nibbles m, = 0xe,m, =0xd, m, = 0xb, m, = 0x7 .

Nibble transformation 7 and key addition o are similar with those in Cypton.

The full encryption of mCrypton adds a pre-whitening key at the beginning and adds an
output transformation ¢=rzoxzoz. The key schedules for mCrypton-64/96/128 are different,
more details can refer [9].

3. Properties of Crypton and mCrypton

Here are some properties of Crypton and mCrypton used in the rest of paper.
Proposition 1 The transformation zoz combined with the transformation ¢g=rozor

is equivalent a byte permutation as shows and it satisfies 7, oz, =7, o7, .

3.2 10 4012 8
7 6 5 4| . [5113 9
e ‘o
1110 9 8 6 2 14 10
15 14 13 12 7 315 11

Proof Taking the odd-round Crypton as an example, considering the truncated
difference, we omit the key addition o and then combine the transformation 7oz with
p=romor toobtain zox, oz, .Let a be the input difference that satisfies 7oz, o7z, (a)=c.

Ifweset c'=7(c) and b=rx,(a),there mustbe 7,0z (a)=c'.
b, =m,a, ®ma, ®ma, ®m,a,, C;'=mb, ®mb, ®mb, ©myb,
b, =mya, ®ma, ®m,a, ®m.a,, ¢,'=m,b, ®mb, ®mib, S mpb
b, =ma, ®m,a, ®ma, ®mya, ¢, '=mb, ®mb, ®mb, ®m,by
by =m,a, ®ma; ®mpa, ®mag Cg'=mb, ®mb, ®m,b, & m;by
Sowecanget c,'=a,,c,'=a;,C, =a,,C, ' =a, directly. Similarly, each column is a

permutation.
Proposition 2 For mCrypotn, the combination of 7oz and ¢=rozor isequivalenttoa

nibble permutation as follows:

3 2 1 0 12 8 40
7 6 5 4| |13 9 5 1
e .
1 10 9 8 14 10 6 2
15 14 13 12 15 11 7 3

Proposition 3 When the input difference of = in Crypton is active only on two bytes
and the output difference is active on two bytes, there are only four possible groups in which
X presents nonzero difference:

I. For x=0x1,0x2,0x3,
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(x,%,0,0) = (x,0,0,x),

(x,0,%,0) = (x,0,x,0),

(x,0,0,%) = (x,x,0,0),
Il. For x=0x4,0x8,0xc,

(x,%,0,0) > (x,x,0,0),

(x,0,x,0) = (0,x,0,x),

(x,0,0,x) = (0, x,x,0),
I1l. For x, =0x10,0x20,0x30,

2665

(0,%,x,0) = (0,0, x, x),
(0,%,0,x) = (0, x,0,x),
(0,0,%,xX) = (0,%,x,0);

(0,%,x,0) = (x,0,0,x),
(0,%,0,x) = (x,0,x,0),
(0,0,x,x) = (0,0,%,x);

X, = 0x10,0x11,0x12,0x13,0x20,0x21,0x22,0x23,0x30,0x31,0x32,0x33,

(*,%,0,0) = (0,%;,%,,0),
(0,0,%,%) = (x,0,0,x),

(x,0,0,%) = (0,0,%, %),
IV. For x, =0x40,0x80,0xc0,

(0,%,%,0) = (x,%,0,0),
(0,%,,0,%,) = (0,%,,0,X,),
(x,,0,%,,0) > (X,,0,X%,,0);

X, = 0x40,0x44,0x48,0x4c,0x80,0x84,0x88,0x8¢c,0xc0,0xc4,0xc8,0xcc ,

(%,%,0,0) = (0,0, %, %),
(0,0,%,%) = (%,%,0,0),
(%,0,0,%) = (%,,0,0,x,),

(0,%,%,0) = (0,%,%,0),
0,%,,0,%,) > (x,,0,x,,0), .
(x,,0,%,,0) > (0,%,,0,X,).

Proposition 4 When the input difference of =~ in mCrypotn is active only on two nibbles
and the output difference is active on two nibbles, there are totally 28 differential

characteristics:
I. For x, =0x1, Xx,=0x1,0x5,
(%,%,0,0) = (%,,0,0,x,),
(X,,0,%,,0) = (x,,0.,x,,0),
(%,0,0,%) = (x,,%,,0,0),
Il. For x, =0x2, Xx,=0x2,0xa,
(%,%,,0,0) = (x,,%,,0,0),
(x,,0,%,,0) > (0,x,,0,x,),
(%,,0,0,x) = (0.,x,,%,,0),
. For x=0x4,
(x,%,0,0) — (0, x, x,0),
(x,0,%,0) - (x,0,x,0),
(x,0,0,x) = (0,0, x, x),
IV. For x=0x8,
(x,%,0,0) — (0,0, x, ),
(x,0,%,0) = (0, x,0, x),
(%,0,0,x) = (x,0,0, x),

(0,%,%,0) = (0,0,%,,%,),
(0,x,,0,x,) = (0,x,,0,X,),

(0,0%%) = (0.%,%,0);

(0,%,,%,,0) = (x,,0,0,x,),
(0.x,,0,x,) = (X,,0,X,,0),

(0,0%.%) = (0,0.%.%);

(0,%,%,0) = (x,x,0,0),
(0,%,0,x) — (0, x,0,x),
(0,0,x,x) = (x,0,0,x);

(0,%,%,0) = (0, x, x,0),
(0,x,0,x) = (x,0,x,0),
(0,0,%,x) = (x,x,0,0).

Proposition 5 When the input difference of = in Crypton is active on three bytes and

the output difference is active on one byte,

presents nonzero difference:
I. For x=0x1,0x2,0x3,

there are four possible groups in which x

(x,X,%,0) = (0,x,0,0) ;

Il. For x=0x4,0x8,0xc,

(X,%,%,0) —> (0,0,%,0) ;
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I1l. For x=0x10,0x20,0x30,

(x,%,%,0) - (0,0,0,x) ;
IV. For x=0x40,0x80,0xc0,

(x,%,%,0) > (x,0,0,0) .

Proposition 6 When the input difference of ~ in mCrypotn is active only on three
nibbles and the output difference is active on one nibble, there is only 1 differential
characteristic:

(0x8,0x8,0x8,0) — (0x8,0,0,0) .

Proposition 7 [19] Let a[0,1,2,3] be the input of =~ in Cryptonand b[0,1,2,3] be the

output. If a[3]||b[2,3] are fixed, the remaining five bytes can take 256 values.

Proposition 8 [14] Given one pair of input difference and output difference of S-box,
there is one pair of input and output can be determined on average.

4. Meet-in-the-Middle Attacks on Crypton-192/256

We use two generalized & -sets to construct two new 6-round meet-in-the-middle
distinguishers to give the first attack on 9-round Crypton-192 and improve the attack on 10-
round Crypton-256.

4.1 A New Meet-in-the-Middle Attack on 9-Round Crypton-192/256

Definition 1 [19] For a set of 256 Crypton states{y;, Y;,..., Y>>}, if these elements satisfy

y;[j] = yg[j], j€{0,1,2,4,5,6,8,9,10,12,13,14,15} and z‘z[j]: zg[j], j€{0,1,2,4,5,6,8,...,15}
for 0<i<255, we call this set a generalized & -set of Crypton.

Combined with the properties of 7, the first 6-round meet-in-the-middle distinguisher
suitable for Cypton-192 is given by Theorem 1.

Theorem 1 For the generalized &-set of Crypton {y?,y;,..,y:"}, select the first 32
values {y;,v;,...ys'} to encrypt 6 rounds. If the pair {y;,y }(0< j<255) satisfies the
truncated differential characteristic shown in Fig. 2, the corresponding 496-bit ordered
sequence (x[0,2]® x[0,2], X2[0,2] @ x;[0,2],...,x:'[0,2] ® x{[0,2]) could take 2" possible
values.

The gray bytes depict nonzero difference and the white bytes are inactive in Fig. 2.

Proof First, the 496-bit ordered sequence (x;[0,2]® x][0,2],...,x'[0,2]® xJ[0,2]) could
be determined by the following 36 bytes:

x[12,13]] x}[0,1,2,3,4,5,6, 71| ¢ || k.s[0,2,4,6,8,10,12,14]| k. [0,8] .
Known the value of Ay,, deduce Az, and Ax, because z~ and o are linear. Knowing
x)[12,13] can deduce Ay:[12,13] and AXx,[0,1,2,3,4,5,6,7]. Then deduce Ax; with the
knowledge of x{[0,1,2,3,4,5,6,7]. Knowing x; can decuce yj.) and encrypt it to get
y;[0,8] and Ay.[0,8] with k,[0,2,4,6,810,12,14]|k[0,8] . Then because of
Ay;[0,8] = AX[0, 2] : we can get the sequence
(x[0,2]® x°[0, 2], X2[0, 2] ® X°[0, 2]...., x2*[0, 2] ® x°[0, 2]) .

Next, the 36 bytes can be represented by the following 23 bytes:

AZJ[3,7111 x[12,13] ] X{[0,1,2,3,4,5,6,7]] Y[0,2,4,6,8,10,12,14] || y>[0,8] || Ay;[0] .
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On the one hand, known Az)[3,7]| x?[12,13]] x}[0,1,2,3,4,5,6,7] we can deduce Ax;.On
the other hand, knowing y°[0,8]| Ay[0,8] can deduce Ay;[0,2,4,6,8,10,12,14]. Then we
obtain Ay; . According to Proposition 8, we can get one pair x; ||y, on average to deduce
the corresponding keys k.[0,2,4,6,8,10,12,14]| k_,[0,8] .

As Az)[3,7] can only take 256 possible values and Ay°[0] can take 15 values in total,

the 496-bit sequence (x[0,2]® x°[0,2],x2[0,2]® xJ[0,2],...,x'[0,2] ® xJ[0,2]) can take 2'"
possible values.

Xy W,
k(..’ - ; : r ﬂi

X, Vs A Wy

|| L1
X, ¥, z, oWy
VY | Ty T H o

s |
i F FL: H o

Xg

k“.__{)_ﬂ

Fig. 2. 6-round meet-in-the-middle distinguisher

When the values of Ay,[3,7,11] are 0, Az)[3,7] are equal to O with a probability of 27°.
Set the differences Az([0,1,2,3,8,9,10,11] to nonzero and other bytes to zero with a
probability of 27%. When there are only {0,2}-th byte to be nonzero in Az}, the probability
is 2. There are only 15 possible values of Ay.[0,8] with a probability of 2%. So the

probability of this distinguisher is 27*.

With the usage of this distinguisher, we can extend one more round forward and two more
rounds backward to give the 9-round attack on Crypton-192 as Fig. 3 shows. The gray bytes
depict nonzero difference and the white bytes are inactive. The slashed bytes are the subkey
bytes needed to be guessed. The whole attack can be divided into two phases:
Precomputation Phase and Key Recovery Phase.

Precomputation Phase: With the usage of time and memory tradeoff technique, three
tables T,,T,,T, are estibalished to reduce the time complexity of key recovery phase.

Table T,: Store 22 possible 496-bit sequences (x[0,2]@® x[0,2],...,x.'[0,2]® x[0,2])
with a time complexity of 2 x2°x6/9~2"* 9-round Crypton encryptions and a memory
complexity of 2'° x496/128 ~ 2'*° Crypton states.
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Table T,: Store the encryption from y,[0] to z, ., " Decrypt z, .. ' to get y,[0]
with a 40-bit key K, o0 [l Kes[0]. Take Ky o) I Kes[011] Zg 00 @S Index to store y,[0]
with a time complexity of 2% x2* x2/9~2%* 9-round Crypton encryptions and a memory

complexity of 2 /16=2% Crypton states.
Table T, : Store the encryption from y,[2] to z, ., ' Wwhich is simialr with the table T,.

Key Recovery Phase: We need to find a plaintext pair suitable for Fig. 3 and construct
the ordered sequence (x:[0,2]® x[0,2],%2[0,2]® x[0,2],...,x3'[0,2]® x’[0,2]) to match the
table T,.

1. Choose 2* structures: a set of 2% plaintexts are all possible 128-bit values with
{0,1,2,4,5,6,8,9,10,12,13,14}-th running over all values and others fixed constants. We need

2% pairs to get 1 pair that satisfies the truncated differential characteirstic shown in Fig. 3.
2. Filter those pairs that the ciphertext difference on {1,3,5,7,9,11,13,15}-th bytes are 0

and others are active. 2**x2* =2 plaintext pairs remain.

3. Do these following substeps for each of 2'** pairs:
3.1 Guess Ay,[0,2] todeduce Ax,[0,1,2,3,8,9,10,11]. Known the ciphertext difference,

deduce Ay,[0,1,2,3,8,9,10,11] . Deduce x,[0,1,2,3,8,9,10,11]|| y,[0,1,2,3,8,9,10,11] and
k;,[0,1,2,3,8,9,10,11] according to Property 8.

3.2 For each deduced key k3,[0,1,2,3,8,9,10,11], deduce Ay,[0,2]. Guess 15 possible
values of Ax,[0,2]. Then deduce x,[0,2]]| y,[0,2] and k[0,2].

3.3 Guess Ax,[3,7,11] to deduce Ay,[0,1,2,4,5,6,8,9,10,12,13,14]. Known the plaintext
difference, deduce Ax[0,1,2,4,5,6,8,9,10,12,13,14]. Then according to Property 8, deduce
x[0,1,2,4,5,6,8,9,10,12,13,14]|| y,[0,1,2,4,5,6,8,9,10,12,13,14] and the corresponding key
k,,[0,1,2,4,5,6,8,9,10,12,13,14].

3.4 For each deduced key k,[0,1,2,4,5,6,8,9,10,12,13,14], deduce Ax,[3,7,11]. Guess
256 possible values of Ay,[3,7,11]. Deduce x,[3,7,11]] y,[3,7,11] and k,[3,7,11].

3.5 For those keys in 3.3 and 3.4, choose a plaintext P° and encrypt it to get y;[3,7,11]
and wl°[0,1,2,4,5, 6,8,9,10] . Known Ay,[3,7,11], get y‘2[3,7,11] and decrypt them to get
w'[3,7,11]. Because w![0,1,2,4,5,6,8,9,10] isequalto w’[0,1,2,4,5,6,8,9,10], we can
deduce P'[0,1,2,4,5,6,8,9,10,12,13,14] . With the knowledge of P'[3,7,11,15] = P°[3,7,11,15]
obtain the plaintext P' and its corresponding ciphertext.

3.6 With the knowledge of k[0,2]|k,,[0,1,2,3,8,9,10,11], look up the table T, and T,
to obtain the sequence (x[0,2]® x[0,2],X[0,2]® x{[0,2],...,x'[0,2] ® x[0,2]) . If the
sequence lies in the table T, select the key as a candidate. If not, discard the key. A wrong
key pass the test with a probability of 27° x 27 =27,

4 There remains 1+ 2" x 2% x15%x 2% x 28 x 27 »~1 key
k,,[0,1,2,4,5,6,8,9,10,12,13,14]|| k,,[3,7,11]] k,[0,2]]Ik ,[0,1,2,3,8,9,10,11]. Exhaust the rest

bytes to recover the master key.
The details of this attack are shown in Fig. 3. Theorem 2 anlyzes the complexity of this
attack.
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Theorem 2 With the usage of a 6-round distinguisher, the meet-in-the-middle attack on 9-
round Crypton is proposed with a time of complexity of 2"°*, a memory complexity of 2"
and a data complexity of 2.

Proof In the precomputation phase, the construction of the table T, needs a time
complexity of 2"* 9-round Crypton encryptions and a memory of 2'®° Crypton states.

In the key recovery phase, Step 3.6 contributes the main time complexity. In Step 3.6, we
need to look up the table T, that we translate the unit of time complexity into 9-round
Crypton encrypton [10]. Its time complexity is 2% x 2" x15x 2% x2° x2° x 27" x 6/ 9 ~ 2'*°
9-round Crypton encryptions.

el

‘ H:_:_:"'

2

Fig. 3. Meet-in-the-middle attack on 9-round Crypton

4.2 Improved Meet-in-the-Middle Attack on 10-Round Crypton-256

255

Definition 2 For a set of 256 Crypton states {y;,v;,...,y>°}, if the elements in this set
satisfy vilil=yoLil, j<€{0,1,2,4,5,6,8,...,15} and
2[i1=22[j1,j €{0,1,2,4,5,6,8,9,10,12,13,14,15} for 0<i<255 , we call this set a

generalized ¢ -set of Crypton.
We can construct another 6-round distinguisher with this generalized & -set. Theorem 3
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shows the details of the new 6-round distinguisher in the dashed box of Fig. 4. The gray
bytes depict non-zero difference and the white bytes are inactive.

Theorem 3 For the generalized &-set of Crypton {y;,v,,...y>"}, select the first 32
values {y;,v;,...ys'} to encrypt 6 rounds. If the pair {y;,y }(0< j<255) satisfies the
truncated differential characeristic shown in the dashed box of Fig. 4, the corresponding 496-
bit ordered sequence (x:[0,2]® xJ[0,2],%2[0,2]® xJ[0,2],...,x*[0,2] ® x{[0,2]) could take
2% possible values.

Then attack 10-round Crypton-256 by extending one more round forward and three more

rounds backward. This attack contains two phases: Precomputation Phase and Key Recovery
Phase.

Precomputation Phase: Establish 5 tables T,,T,,T,,T,,T,.
Table T,: Store 2** possible 496-bit sequences (x[0,2]® x°[0,2],...,x3'[0,2]® x[0, 2])
with a time complexity of 2%?x32x25/10=2*° 10-round Crypton encryptions and a

memory complexity of 27% x 496/128 = 2**° Crypton states.
Table T,:Exhaust Az,'[2,10].Take AC,, asindextostore Y, .. -

Table T,:Exhaust Az,3,11].Take AC_,
Table T,:Exhaust Az,'[0,8]. Take AC,,, asindextostore Yy, ..o -
Table T,:Exhaust Az, '[1,9].Take AC, asindextostore Y, ... -

Key Recovery Phase: 1. Choose 2% structures: a set of 2* plaintexts are all possible
128-bit values with {0,1,4,5,8,9,12,13}-th running over all values and others fixed constants.
We need 2'® pairs to get 1 pair that satisfies the truncated differential characteirstic shown
in Fig. 4.

2. Do these following substeps for each of the 2'* pairs:

2.1 Guess Ay,[0,1,2,3,8,9,10,11] to deduce Ax,.Known the ciphertext difference,

deduce Ay,,.Look up the table T,,T,,T,,T, todeduce x|y, and k.

as index to store Y, o -

2.2 With the usage of key schedule, deduce k, from k. Encryptthe 2 plaintext
pairs for one round with the 2% keys in 2.1 to filter those keys lead Az[0,1,4,5,8,9]

nonzero with a probability of 27.
2.3 For the remaining deduced keys in 2.2, compute Ay,[0,1,2,38,9,10,11] .Guess

Ay,[0,2] to deduce Ax[0,1,2,3,8,9,10,11] . Then deduce
%,[0,1,2,3,8,9,10,11]|| ,[0,1,2,3,8,9,10,11] and k[0,1,2,3,8,9,10,11] according to Property
8.

2.4 For the remaining keys k., deduce k[0,2] according to key schedule .

2.5 Known k,,, we can compute Ax,[3,7]. Guess 256 possible values of Ay,[3,7] to
deduce x,[3,7]|ly,[3,7] and k_[3,7].

2.6 Choose a plaintext P° and encrypt it to get w’[0,1,2,4,5,6] and y;[3,7]. Known
AY,[3,7], we can get y,[3,7,11] and decrypt them to get w’[3,7]. Because w,[0,1,2,4,5,6]
is equal to w/[0,1,2,4,5,6], we can deduce P'[0,1,4,5,8,9,12,13]. With the knowledge of
P[j1=P°[jl, j<{2,36,7,10,11,14,15}, obtain the plaintext P' and its corresponding
ciphertext.
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2.7 With the knowledge of k[0,2]] k[0,1,2,3,8,9,10,11]|k;,, look up table T, and T,
to obtain the sequence (x[0,2]® x[0,2],X[0,2]® x;[0,2],...,x'[0,2] ® x[0,2]) . If the
sequence lies in the table T, select the key as a candidate. If not, discard the key. A wrong
key pass the test with a probability of 272 x 2% =272

4 There remains 1+ 2% x 2% x 2 x 2 x2°x 22 ~1 key k_[3,7]]Ik[0,1,2,3,8,9,10,11]
Ik, - Exhaust the rest bytes to recover the master key.

Theorem 4 With the usage of a 6-round distinguisher, the meet-in-the-middle attack on
10-round Crypton-256 is proposed with a time of complexity of 2°*7, a memory
complexity of 27“° and a data complexity of 2.

Proof In the precomputation phase, the comstruction of the table T, needs a time
complexity of 2°*° 10-round Crypton encryptions and a memory of 2°** Crypton states.

In the key recovery phase, Step 2.2 encrypts 2'*° pairs for one round with 2* keys. The
time complexity for each plaintext is equivalent to 0.5 round Crypton encryption. The total

time complexity is 2" x 2% x2x0.5/10 ~ 2**" 10-round Crypton encryptions.
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Fig. 4. Meet-in-the-middle attack on 10-round Crypton
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5. Meet-in-the-Middle on mCrypton-96/128

We utilize Property 6 to construct a new generalized & -set and give the attacks on 8-round
and 9-round mCrypton with a 5-round and 6-round distinguisher respectively.

Definition 2 For a set of 512 mCrypton states {x,x;,..,x;"}, if these satisfy
%[i1=x[il, i€{0,1,2,4,56,8910,12,..,15} and y,[j]® y,[j1=0x8,je{3,7,11}, we call
this set a generalized ¢ -set of mCrypton.

5.1 Improved Meet-in-the-Middle Attack on 8-Round mCrypton-96/128

Theorem 5 proposes a 5-round meet-in-the-middle distinguisher of mCrypton. The details
are shown in Fig. 5. The gray nibbles depict non-zero difference and the white nibbles are
inactive.

Theorem 5 For the generalized &-set of mCrypton {x;,x;,...,x;"'}, select the first 64
values to encrypt 5 rounds. If the pair {x},xJ}(0< j<63) satisfies the truncated differential
path in Fig. 5, the 252-bit ordered sequence (y;[3]® y;[3], Y7[3]1® YZ[3],.., V3 [3] @ y=°[3])
could take 2% possible values.

Proof First, the 252-bit ordered sequence (y°[3]@® y;[3], y2[3]® yZ[3],..., Yo [3] @ y°[3])
could be determined by the following 29 nibbles:

%[3, 7,121 3 [12] || ,T0,1,2, 3] || X 1 k.s[0,4,8,12] || k,[3].-

Known Ax;, deduce Ay, and Ax, because = and o are linear. Knowing xZ[12]
can deduce Ayi[12] and Ax,[0,1,2,3]. Then deduce Ax, with knowledge of x0[0,1,2,3].
Knowing x{ can decuce y; and encrypt it with k[0,4,8,12]| k[3] to get y[3]. Then
we can get (y;[3]® y;[3], y;[31® y;[3]...., y; [31® y;°[3]) -

Next, the 29 bytes can be represented by the following 23 bytes:

AX}[3,7,11] 1| Ay;13, 7,111 [| % [12] 1| %;[0,1,2,3]1] y; [0,4,8,22] || 7 [3] 1| Ay;[3]

As Ax)[3,7,11] can only take 512 possible values and Ay,[3,7,11] can take 1 value in
total, the 252-bit sequence (y7[3]® y:[3], y7[3]1® Yi[3],..., YS[3]® y°[3]) can take 2%
possible values.

In our meet-in-the-middle attack on 8-round mCrypton, we store all the possibles
distinguishers in a hash table in precomputation phase and match them in key recovery phase.

Precomputation Phase: Establish the table T to store 2* possible values of 252-bit
sequences (y;[3]® y;[3], y;[3]1® y;[3],.... y; [31@ y;°[3]).

Key Recovery Phase: 1. Choose 2% structures: a set of 2* plaintexts are all possible
64-bit values with {0,1,2,4,5,6,8,9,10,12,13,14}-th running over all values and others fixed

constants. We need 2'® pairs to get 1 pair that satisfies the truncated differential
characteirstic shown in Fig. 5.
2. Filter those pairs that the ciphertext difference on {0,1,2,4,5,6,8,9,10,12,13,14}-th bytes

are 0 and others are active.There remains 2% plaintext pairs.
3. Do these following substeps for each of 2% pairs:
3.1 Guess Ay,[0] to deduce Ax,[12,13,14,15]. Known the ciphertext difference, deduce

AY,[12,13,14,15] . Deduce x,[12,13,14,15]|| y,[12,13,14,15] and k[12,13,14,15] according
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to Property 8.

3.2 Guess 2° possible values of Ax,[3,7,11]. Deduce Ay,[0,1,2,4,5,6,8,9,10,12,13,14]
and Ax][0,1,2,4,5,6,8,9,10,12,13,14] with the knowledge of plaintext difference. Then obtain
x,[0,1,2,4,5,6,8,9,10,12,13,14]| y,[0,1,2,4,5,6,8,9,10,12,13,14] and
k,,[0,1,2,4,5,6,8,9,10,12,13,14] .

3.3 Choose a plaintext P° and encrypt to get y’[0,1,2,4,5,6,8,9,10,12,13,14]. Known
Ay,[0,1,2,4,5,6,8,9,10,12,13,14], get yi[0,1,2,4,5,6,8,9,10,12,13,14] and decrypt them to get
P[0,1,2,4,5,6,8,9,10,12,13,14] . With the knowledge of P'[3,7,11,15] = P°[3,7,11,15], obtain
the plaintext P' and its corresponding ciphertext.

3.4 With the knowledge of k;,[12,13,14,15], decrypt the ciphertexts to obtain the sequence
(Y7[31@ Y:[31, S [31 @ YZ[3],--, Y7 [31 @ y2°[3]) . If the sequence match in the table T, select
the key as a candidate. If not, discard the key. A wrong key pass the test with a probability of
253 x 2—252 — 2—199 .

4Thereare 1+2%°x2°x2'x2" ~1 key
k,,[0,1,2,4,5,6,8,9,10,12,13,14] || k:8[12,13,14,15] remaining.
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Fig. 5. Meet'-in-the-middle attack on 8-round mCrypton

Theorem 6 With the usage of a 5-round distinguisher, the meet-in-the-middle attack on 8-
round mCrypton is proposed with a time of complexity of 2", a memory complexity of 2%
and a data complexity of 2°.



2674 Cui et al.: Improved Meet-in-the-Middle Attacks on Crypton and mCrypton

Proof In the precomputation phase, the construction of the table T needs a time
complexity of 2% x2°x2/8=2" 8-round mCrypton encryptions and a memory of

2% x4 =2 Crypton states.
In the key recovery phase, Step 3.4 owns the main time complexity. We need to look up

the table T with a time complexity of 2% x2*x2°x2°/8=2" 8-round mCrypton
encryptions.

5.2 A New Meet-in-the-Middle Attack on 9-Round mCrypton-96/128

Similarly with Theorem 5, a new meet-in-the-middle attack on 9-round mCrypton-96/128 is
proposed in this subsection. The details are shown in Fig. 6. The gray nibbles depict non-
zero difference and the white nibbles are inactive. The slashed bytes are the recovered
subkey nibbles.

Theorem 7 For the generalized &-set of mCrypton {x;,x;,...,x;"'}, select the first 32
values to encrypt 6 rounds. If the pair {x,x)}(0< j<31) satisfies the truncated
differential path in Fig. 6, the 248-bit ordered sequence
(%[0,2]® x2[0,2],x2[0,2] @ xJ[0,2],...,x3"[0,2] @ xJ[0,2]) could take 3x2" possible values.

Proof First, the 248-bit ordered sequence (x:[0,2]® xJ[0,2], X[0,2] ® xJ[0,2],...,x:'[0, 2]
®x7[0,2]) could be determined by the following 36 nibbles:

x°[3, 7,110 X2 [12] || x°[0,1, 2, 3] || x° || k[0, 2, 4,6,8,10,12,14] || k.. [0,8] || k., [0, 2] .

Known Ax;, deduce Ay, with the usage of Property 7 and Ax, because = and o are

linear. Knowing xJ[12] can deduce Ay;[12] and AXx,[0,1,2,3]. Then deduce Ax; with

knowledge of x{[0,1,2,3] . Knowing x can decuce y, and encrypt it with

k.[0,2,4,6,8,10,12,14] || k.. [0,8] || k.,[0,2] to  get x[0,2] . Then  get
([0,2]® x°[0, 2], X2[0,2] ® X’[0, 2], .., x2*[0, 2] @ x°[0,2]) .
Next, the 36 bytes can be represented by the following 23 bytes:
AXJ[3,7,11]|| AyJ[3,7,11] || x[12] || 0,1, 2,3] || Yo[O, 2,4,6,8,10,12,14] ||
y7[0,8111 y5[0, 2] 1 Ay; [0]

As AxJ[3,7,11] can only take 512 possible values, Ay][3,7,11] can take 1 value in total
and Ayg[0] can take 3 value with the usage of Property 5, the 248-bit sequence
(%[0,2]® x7[0,2], X’[0,2]® x][0,2],...,x.'[0,2] ® xJ[0,2]) cantake 3x2"" possible values.

This attack contains two phases: precomputation phase and key recovery phase.

Precomputation Phase: Precompute and store 3x2" values of 248-bit sequences
(x[0,2]1® x2[0, 2], X2[0, 2] ® X°[0, 2],..., x3*[0,2] @ x°[0,2]) in the table T.

Key Recovery Phase: 1. Choose 2" structures: a set of 2* plaintexts are all possible
64-bit values with {0,1,2,4,5,6,8,9,10,12,13,14}-th running over all values and others fixed
constants. We need 2'° pairs to get 1 pair that satisfies the truncated differential
characteirstic shown in Fig. 6.

2. Filter those pairs that the ciphertext difference on {1,3,5,7,9,11,13,15}-th bytes are 0
and others are active. 2" plaintext pairs remain.

3. Do these following substeps for each of 2" pairs:

3.1 Guess Ay,[0,2] to deduce Ax,[0,1,2,3,8,9,10,11]. Known the ciphertext difference,
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deduce Ay,[0,1,2,3,8,9,10,11] . Deduce x,[0,1,2,3,8,9,10,11]]| y,[0,1,2,3,8,9,10,11] and
k;,[0,1,2,3,8,9,10,11] according to Property 8.

3.2 Guess 2° possible values of Ax,[3,7,11]. Deduce Ay,[0,1,2,4,5,6,8,9,10,12,13,14]
and Ax[0,1,2,4,5,6,8,9,10,12,13,14] with the knowledge of plaintext difference. Then obtain
x[0,1,2,4,5,6,8,9,10,12,13,14]| y,[0,1,2,4,5,6,8,9,10,12,13,14] and
k.,[0,1,2,4,5,6,8,9,10,12,13,14].

3.3 Choose a plaintext P° and encrypt it to get y’[0,1,2,4,5,6,8,9,10,12,13,14]. Known
Ay,[0,1,2,4,5,6,8,9,10,12,13,14], get y,[0,1,2,4,5,6,8,9,10,12,13,14] and decrypt them to get
P'[0,1,2,4,5,6,8,9,10,12,13,14] . With the knowledge of P'[3,7,11,15] = P°[3,7,11,15], obtain
the plaintext P' and its corresponding ciphertext.

3.4 With the knowledge of k,[0,1,2,3,8,9,10,11], decrypt the ciphertexts to obtain the
sequence (x:[0,2]® x[0, 2], x:[0,2] ® x[0,2],...,x:'[0,2] ® xJ[0,2]) . If the sequence lies in the
table T, select the key as a candidate. If not, discard the key. A wrong key pass the test with
a probability of 3x 27" x272% =27,

4 There remains 1+2"7 x2° x2°x2%% ~1 key k,[0,1,2,4,5,6,8,9,10,12,13,14]

Ik ,[0,1,2,3,8,9,10,11].
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Fig. 6. Meet-in-the-middle attack on 9-round mCrypton
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Theorem 8 With the usage of a 6-round distinguisher, the meet-in-the-middle attack on 9-
round mCrypton is proposed with a time of complexity of 2%?, a memory complexity of

2%° and a data complexity of 2%.
Proof In the precomputation phase, the construction of the table T needs a time

complexity of 3x2" x2°x2/9~2"* 9-round mCrypton encryptions and a memory of

3x2"" x4 =2%° Crypton states.
In the key recovery phase, Step 3.4 contributes the main time complexity. We need to look

up table T with no more than 27 x2° x2°x2°/9~2%** 9-round mCrypton encryptions.

6. Conclusion

The security of Crypton and mCrypton under meet-in-the-middle attack is analyzed in this
paper. We concentrate on the differential properties of 7 and construct various generalized
o -sets by introducing several new differential characteristics. With the usage of a new
generalized ¢ -sets, the first 6-round meet-in-the-middle distinguisher suitable for Crypton-
192 is found and the first meet-in-the-middle attack on 9-round Crypton-192 is proposed.
We also improve the attack on 10-round Crypton-256. By using the differential properties of
7 and y, we give a new generalized ¢ -set to construct 5-round and 6-round

distinguishers to attack 8-round and 9-round mCrypton respectively. At the same condition,
the attacks in this paper could attack these two reduced-round ciphers with less resource.
Each cipher should be well evaluated before it come into widespread use. The comparison of
main meet-in-the-middle attacks on Crypton and mCrypton is shown in Table 1.

Table 1. Comparison of Main Meet-in-the-Middle Attacks on Crypton and mCrypton*
Type Round | Data | Time | Memory | Refer.
8 2113 2155 2138 [15]

9 217 [ 213 2" [ Sect. 3.1

9 2113 2245.05 2241.17 [14]

9 217 [ 213 2" [ Sect. 3.1
10 2113 2245.05 2241.59 [14]
10 2113 2246 2209.59 [14]
10 21T [ 22T 2" [ Sect. 3.2

Crypton-192

Crypton-256

11 - - - [16] **

8 2: 232 222 [15]

8 2 2 2 Sect. 4.1
mCrypton—96 9 257 233 233 [16] P

9 2% | 2%% 2%0% | Sect. 4.2

9 253 2112 2106 [15]
mCrypton-128 9 2% | 2%% 2%0% | Sect. 4.2

10 255 2117 2103 [16]

*Precomputation included
**\Without complete attack
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