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Error Recovery Technigue for Improving Reliability of Embedded Systems

Sunghoon Son*

Abstract

In this paper, we propose a fault tolerance technique which enables embedded systems to run

without interruption while its operating system and tasks fail.

In order to improve reliability, the

proposed scheme makes an embedded system run as a virtual machine on virtual machine monitor. It

also prepares a contingency virtual machine at which periodical backups of the embedded system are

saved. When an error occurs in the main virtual machine, the corresponding standby virtual machine

takes a role of the main virtual machine and continues its operation. Especially such backups and

switches of virtual machines are performed with minor performance degradation by manipulating page

table entries in virtual machine monitor. By conducting performance evaluation studies, we show that

the proposed scheme makes embedded system robust against errors while it does not degrade the

performance of the system significantly.
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1. Fault tolerance for embedded systems
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2. Virtualization for embedded systems
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[Il. Design and Implementation of Error
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1. Memory layout of the proposed system
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Fig. 1. Memory layout of the proposed system
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2. Memory data structures
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VML1's struct vm

Fig. 2. Page tables and related data structures

o} oI 713] QA vhe ko] AQkE 7MF Bl mUE]
ol AF%%]% o)A Hlole F B P 3 WA W
2o 3 o)A Ho|RE WA MY Fh FUE
%%%m. wé ol FeAl Hmel 9o, U PAE A

o
g
<
s
lo
-\
51}

i

o2
18,
k1
o,
i)
o
D)
i)
o
il
-3
>

i}
M og
e
2 &
> 4
m:
3
e}
)
o
)
o
D)

r

o}
I3 Zi"]‘jr.
5 59
g dEZ 719
2 BUHE 7P MAlE
7] 98 ZF 7P wWAlmbe} struct v ©)2hs -EA)
active_pt®} backup_pt 2=
EJH 7Hd wAle] do)A] Hl o] &3}
w19 Ho|#] glo| &g 7He 7| A Hrt.
o= 24 active_ptE T3 F4 W3]
7 sk TR WAl RUHE 0 RFE

"ok
=

S
Hoe

E‘mrﬂr
A
_O‘L

-lﬂ mlm
Iy
< ¥

[U

A5, 747t o }

=
ot 2
N
o

oz
2

AzHo] 4
o] 0144
2737 94

=

RIS
e e ofN

=9 g wEgh gk 7Y Hal BUEE AZE 29 AA
el 7 Ezae o HAlEY doA HelEs 3
task_pt[ 19} task_backup_pt[]2l= wWES 7FAx Q.

3. Error recovery
7P Ml RUEE A2E 52 ol 7 male] ApA]skar
A= wEE] el oigk Wels skl o
7IRke 2 BTE ety olejgt i
et A28 Bal FUHE 29T o R ot =
A Qe 2 = °ﬂf\1 ARbsh= Al=gdA e -] oS Al
O~

28} sho] Ml ST A ATE vl
st ol M B HUEE Baz 424 el el
2 M3 Q) Wl ol ol 3hel

wAl 7E e Esa ) o] AR A

= sk 2= 5] o
oz wed & gtk 53 gl wx
s

vl ]
@ O] @®) an
YMM backup backup Recovery backup
M1 VM2 of VM1 VM2
VM2 L
(1) VM2 (7) An error:
occurs in
preempt VM1 VMA I
(3) VM2 (9) VM2
resumes resumes!
(4) VM1 (10) VM1 preempt
preempt VM2 VM
(6) VM1 (12) VM1 resumes
resumes: from error

Fig. 3. Backup and recovery scenario
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Fig. 4. Recovery from error generated by guest OS
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V. Performance Evaluation
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IOPTIONS: I18n

Corplled on May 2 2@11, D@:39:27.

port fdevjtryse

Press CTRL-A Z for help on special keys

EZBOOT# go 0x33€00088

Starting VMsquare ...

Initializing VM Slot...
Initializing VMI... done. [€x338840800]
Initializing scheduler... dene. [RR]

Initializing time... done. [6x03066000]

done. [BxE0009064]

SLar Ling VMO... done.
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VMSquares create 3 uCj0S-11-3 Bx32600006 0x32860000 60
VMSquares list

a VMe Bx33100206 RUNNING (ex08018cd4)
1 uCf0s-I1-1 Bx360000206 SHUTDCUWN (ex00008600)
2 uC/f0s-11-2 Bx31600306 SHUTDCUN (€x00000600)
3 uC/f0s-11-3 Bx32000306 SHUTDCUN (@x00008600)
WMSquare> boot 1

WMSquare> boot 2

VMSquares list

] VME ox3:foanee RUNNING (6x00018b40)
1 uC/f0s-1I1-1 9x360600906 RUNNING (6x0000284c)
z uC/f0s-11-2 9x31600906 RUNNING (6x000088a7)
3 uC/f0s-11-3 Ox32000000 SHUTDGWN (0x00008000)
VMSqudr e

vMsquaras

wMsquare> hoot 3

*RRAVMM panic

PC 1s at alloc_pmem+Ex30

LR is at reload_text+6x20

pc : Ox3@227cc8 Lr : 0x382125=0 psr : 60086013

sp : 0x37bedd2e ip : fp :

rig: @ rg rg : Bx378a11d8

r7 : @xdeeeend2 ré : Ox37becdOO rs : 9x860000€8 r4 : 9x376%a860
r3 @ @x38227cH8 r2 : r1: ré : 9x3762a860
[

Crror recovered by the kermel

VM3 is restarting at ©6x32066600

WMSquares list

] VMO Ox32100000 RUNNING (0x00018b40)
1 uCj0s-I1-1 Ox30000300 RUNNING (82000046 7)
z ucj0s-I1-2 0x31608300 RUNNING (6%0008288C)
3 uc/os-T1-3 Bx37800006 RUNNTNG (axeanaalds)

115200 8N1

Minicom 2.5 vT1682 0ffline

Fig. 6. Demonstration of error recovery
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