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A Tor Security Policy using Exit Relay Methodology
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ABSTRACT

+

Tor proxy tool is studied which is most frequently used for ransomeware to penetrate into sensitive
information. It will be researched for the malicious methods to spread virus by using Tor and considered
a countermeasure to prevent them. We present exit relay methodology for Tor security policy, simulate
it, and get a probability to detect the ransomeware. And we compare it with TSS technology which
is able to protect the attack via virtual server on exit relay.
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Fig. 1. Grouping of Routers by Allocating to Ports,
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Fig. 2. Adding some Routers by TSS Exit Policy.
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Fig. 3. Before Allocating Virtual Router to 21 Port,
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Fig. 5. Statistical Analysis of Cascading Network Routing.
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Fig. 6. Routing Map after Cascading.



Algorithm 1, Proposed Algorithm for Exit Relay Metho—
dology

// global variable, to check
// if a packet is arrived
// exit relays on the router map

bool flag = false;
List exit_relays,

Routing(flag) {
if (flag == true) { // when a packet is arrived
Cascading(packet)
}

else if (flag == false) { // wait until packet

is arrived
while(1) {
if (is packet arrived?)
flag == true;
}
}

next = first relay from exit_relays;

while (next) {
Mirror(exit); // check if the virus is
next = next relay from exit_relays

} until (next == null);

}

Cascading(packet) { // to get an appropriate path
router_map = Statistics(bandwidth, density);
// build up the router map from old
bandwidth,
and packet density statistically
exit_relays.add(router_map);
// find out the exit relays from the
router_map
return exit_relays;

}

Mirror(exit) {
if(is virus in packet at exit) {
Clean(virus); //  cast out the virus
}
else {
Destination(exit); // check if the exit relay
is destination
}
}
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Table 2, Result of Simulation

no. of packets no. of packets percentage
to enter to detect (%)
100 100 100
500 500 100
1,000 630 63
1,500 630 45
2,000 780 39
5,000 2,700 54
7,000 4,460 63
10,000 4,460 44
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