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A Study on Trusted Routing Scheme for Secure Path and Secure Data
Transmission in MANET

Yang Hwanseok

through the established route.

{Abstract)

Recently, MANET has been used in many fields as the range of applications increases.
However, the dynamic topology that MANET has makes it difficult to route and provides
the cause of exposure to security vulnerabilities. Therefore, the security features that can be
robust to many attacks must have been applied in the routing technique provided in the
MANET. In this paper, we propose a secure routing method that secure route is established
by reliability evaluation of nodes and secure data communication has applied through key
exchange mechanism. The proposed technique used hierarchical structure for efficiency of
reliability evaluation of nodes. The reliability of nodes is performed by trust management
node and reliability of nodes managed periodically is broadcasted. And the key exchange for
secure data transmission is dene without CA as the certificate issuing organization. This
allows fast key exchange and the integrity of data transmission improved. The proposed
technique improves the security of the data transmission because a secure route to the
destination node is established by the reliability evaluation and the data transmission is
performed after the key between the source node and the destination node is exchanged

Key Words : Secure Routing, Routing Attacks, Trust Evaluate Technique, MANET
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