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Abstract: In this paper, we investigate the tradeoff between security and reliability for a multi-hop 
protocol in cluster-based underlay cognitive radio networks. In the proposed protocol, a secondary 
source communicates with a secondary destination via the multi-hop relay method in the presence 
of a secondary eavesdropper. To enhance system performance under the joint impact of 
interference constraint required by multiple primary users and hardware impairments, the best relay 
node is selected at each hop to relay the source data to the destination. Moreover, the destination is 
equipped with multiple antennas and employs a selection combining (SC) technique to combine the 
received data. We derive closed-form expressions of the intercept probability (IP) for the 
eavesdropping links and the outage probability (OP) for the data links over a Rayleigh fading 
channel. Finally, the correction of our derivations is verified by Monte-Carlo simulations.     

 
Keywords: Underlay cognitive radio, Cluster-based multi-hop transmission, Physical-layer security, Outage 

probability, Intercept probability, Rayleigh fading channel  
 
 
1. Introduction 

Multi-hop transmission [1, 2] is an exciting technique 
where the simple idea is relaying the information from the 
source to the destination via many intermediate hops. As a 
result, less transmit power, a lower interference level, 
higher coverage, and higher spectrum efficiency are 
obtained while guaranteeing similar data transmission 
quality. In traditional multi-hop protocols, the source data 
are relayed hop-by-hop from a source to a destination [1, 
2]. Although this protocol is easy to implement, it may not 
perform well in fading environments. To mitigate the 
effect of the fading channels, diversity relay methods can 
be used efficiently in multi-hop networks. Cooperative 
multi-hop protocols have been proposed and analyzed [3, 

4], where intermediate nodes (relays) receive the source 
data from the previous nodes, and then process the 
received data appropriately before forwarding them to the 
next hop. An et al. [5] proposed cooperation-based multi-
hop transmission protocols in which cooperative 
communication [6] is used to enhance the reliability of the 
data transmission at each hop. Cluster-based multi-hop 
schemes were investigated [7, 8], where the diversity 
transmission between two adjacent clusters is realized, 
relying on channel state information (CSI) between the 
nodes in two clusters. The results obtained in [3-8] showed 
that the cooperative multi-hop relay protocols provide high 
diversity gain, and they significantly reduce the outage 
probability (OP) and error rates, compared with the 
traditional multi-hop transmission protocols.  
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Recently, multi-hop transmission protocols in underlay 
cognitive radio networks have gained a lot of attention. 
Underlay cognitive radio [9-11] is an efficient solution to 
obtain spectrum efficiency while guaranteeing continuous 
data transmission for the secondary network. In this 
technique, secondary users (SUs) can use the same 
licensed bands as primary users (PUs) provided that 
interference caused by their operations is lower than an 
interference threshold set by the PUs [9-11]. To improve 
performance for the secondary networks under the impact 
of the interference constraint and fading channels, 
cooperative relay techniques [12, 13] have been proposed. 
There are several studies addressing the diversity multi-
hop transmission protocols in underlay cognitive radio 
networks. In particular, the authors in [14, 15] proposed 
algorithms to find an opportunistic route between a 
secondary source and a secondary destination. Sang et al. 
[16] evaluated the outage performance of a cluster-based 
multi-hop underlay cognitive radio scheme over a 
Rayleigh fading environment.   

Physical-layer security (PLS) is a simple technique to 
obtain security for wireless systems without using complex 
cryptographic methods [17]. Recently, the PLS issues in 
underlay cognitive radio have become a hot topic. In [18], 
the authors proposed various relay and jammer selection 
schemes to enhance secrecy performance for secondary 
networks. Duy and Son [19] investigated secured 
communications in multicast underlay cognitive radio 
network. Zou et al. [20] studied the security-reliability 
tradeoff for cooperative cognitive networks by evaluating 
the intercept probability (IP) at the eavesdropper and the 
outage probability (OP) at authorized nodes. The published 
work [21] proposed relay selection methods to improve the 
outage performance for the data link as well as to reduce 
the intercept possibility of the eavesdropping link. 
Moreover, those authors took into account the hardware 
impairment level when calculating the IP and OP values. 

In this paper, we propose a cluster-based multi-hop 
transmission protocol in underlay cognitive radio networks 
in the presence of multiple PUs and one secondary 
eavesdropper. The main contributions of this paper are as 
follows: 
·Similar to [16], the diversity relaying technique with a 

relay selection method is employed on each hop to 
improve the reliability of the data transmission. In 
particular, partial channel state information (CSI) is 
used to select the next node to forward the source data 
to the next hop. Moreover, in order to enhance the 
diversity gain on the last hop, unlike [16], we propose 
a receive diversity scheme in which the secondary 
destination is equipped with multiple antennas and 
employs selection combining (SC) technique to 
combine the received data. 

· We assume that the secondary eavesdropper can 
receive the source data from all of the hops between 
the source and the destination (while the eavesdropper 
in [21] only overhears on the last hop).  

·In order to evaluate the performance of the proposed 
protocol, we first give an exact expression of the end-
to-end (e2e) signal-to-noise ratio (SNR) for the data 
link; we then derive cumulative distribution function 

(CDF) for this SNR. From the obtained CDF, an exact 
closed-form formula of the e2e OP over Rayleigh 
fading channel is derived. Furthermore, we provide an 
approximate closed-form expression of the OP in 
order to determine the diversity gain for the proposed 
system.  

·In the same manner, we give an exact closed-form 
expression for the intercept probability (IP) at the 
eavesdropper. 

· Monte-Carlo simulations are shown to verify the 
mathematical derivations. The results show that the 
simulation and theoretical results are in agreement, 
which verifies the correction of our analysis.  

·The results show that the proposed method can obtain 
high diversity order which equals the minimum value 
of the number of relays at the clusters and the number 
of antennas equipped at the secondary destination. 
Moreover, the number of hops, the number of nodes 
in each cluster, the position of the eavesdropper and 
the hardware impairment level significantly affect the 
OP and IP values.     

 
The rest of this paper is organized as follows. The 

system model of the proposed protocol is described in 
Section 2. In Section 3, the performance of the protocols is 
analyzed. The simulation results are presented in Section 4 
to verify the theoretical analysis. Finally, the paper is 
concluded in Section 5. 

2. System Model 

In Fig. 1, we present the system model of the proposed 
protocol in the underlay cognitive radio network. In this 
model, the secondary source ( )S  attempts to transmit its 

data to the secondary destination ( )D  via the cluster-based 
multi-hop scheme with the presence of M primary users, 
denoted by 1 2P ,P ,..., PM . We assume there are K clusters 
between S and D, and the j-th cluster has jN  secondary 

1 RelaysN

( )P 1,2,...,m m M=

S

Cluster 1

Cluster 2

Cluster K2 RelaysN

RelaysKN

D
antennasL

E

Fig. 1. Cluster-based multi-hop relay protocol in 
underlay cognitive radio network.  
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nodes, where 1K ≥ , 1, 2,..., ,j K=  and 1jN ≥ . We also 
assume that source S and the relays are equipped with a 
single antenna and operate in half-duplex mode, while 
destination D is equipped with L antennas. This system 
model can be applied to the cluster-based wireless sensor 
networks [22] where the source and the relays play the role 
of single-antenna wireless sensor nodes while the 
destination is a base station (or center home).  

Next, we introduce notations and definitions used in this 
paper. First, we denote 11 2R , R ,...,R jN

j j j
− and R jN

j  as the 

nodes in the j-th cluster. Second, we denote R c
j  as the 

selected relay at the j-th cluster for receiving and forwarding 
the received data to the next hop. Consider the data 
transmission between secondary transmitter X and secondary 
receiver Y, where { }X S, R ,k

j∈  { }Y R , D,E,P ,k
j m∈  

1, 2,..., ,j K=  1, 2,k =  ..., jN  and 1,2,..., ;m M=  the 
signal received at Y due to the transmission of X can be 
expressed as  

 
 ( )Y X XY Y .t rz P h x nχ χ= + + +                  (1) 

 
In (1), XP  is the transmit power of the secondary 

transmitter X,  x  is the transmitted data, XYh  is the 
channel coefficient between nodes X and Y, Yn  is the 
Gaussian noise at secondary receiver Y, tχ  is hardware 
noise caused by impairments in transmitter X, and rχ  is 
hardware noise caused by impairments in receiver Y. As in 
[23, 24], the noises tχ  and rχ  can be modeled as 
Gaussian random variables (RVs) with zero-mean, and 
their variances can be given, respectively, by 

 
 2 2 2 2 2

X, Y, X XY, | | ,
t rt r P hχ χσ ξ σ ξ= =                 (2) 

 
where 2

X,tξ  and 2
Y,rξ  are constants characterizing the level 

of the hardware impairments.  
From (1), the instantaneous SNR received at Y is given 

by 
 

 
( )

2
X XY

XY 2 2 2
X, Y, X XY 0

2
X XY

2
XY X XY 0

| |
| |

| | ,
| |

t r

P h
P h N

P h
P h N

ψ
ξ ξ

κ

=
+ +

=
+

          (3) 

 
where 0N  is the variance of the Gaussian noise, which is 
assumed to be the same at all of the receivers and 

2 2
XY X, Y,t rκ ξ ξ= +  is the total level of hardware impairments.  

For ease of presentation and analysis, we denote Dκ  as 
the total level of hardware impairments on the data links, 

{ } { }( )X S,R , Y R ,Dk k
j j∈ ∈ ; Eκ  is the total level of 

hardware impairments on the eavesdropping links, 

{ } { }( )X S, R , Y Ek
j∈ ∈ ; and Pκ  is the total level of 

hardware impairments on the interference links, 

{ } { }( )X S, R ,Y Pk
j m∈ ∈ . 

Before transmitting the data, transmitter X must adapt 
its transmit power to satisfy the interference constraint 
required by the primary users as in [21]: 

 

 
( ) ( )

P
X 2

P XP1,2,...,

,
1 max | |

mm M

IP
hκ

=

=
+

               (4) 

 
where PI  is the interference constraint, and XPm

h is the 
channel coefficient between secondary transmitter X and 
primary user Pm .  

From (3) and (4), the obtained SNR on the data and 
eavesdropping links can be given, respectively as 
 

 
( )

( )

2
XY

2
XP1,2,...,

XY 2
D XY

2
XP1,2,...,

| |
max | |

,
| | 1

max | |

m

m

m M

m M

Q h
h

Q h
h

ψ
κ
=

=

=
+

                     (5) 

 
( )

( )

2
XE

2
XP1,2,...,

XE 2
E XE

2
XP1,2,...,

| |
max | |

,
| | 1

max | |

m

m

m M

m M

Q h
h

Q h
h

ψ
κ
=

=

=
+

                     (6) 

 
where  
 

 
( )

P

P 0

.
1

I
Q

Nκ
=

+
 

 
Assume that all the channels are Rayleigh fading; 

channel gains 2
XY| |h  are exponential random variables 

(RVs). We also denote 
1

, 2
R ,R

| |i k
j j

i k
j hγ

−
=  as the channel gain 

of the link between nodes 1R i
j−  and R k

j , where 

11,2,..., ji N −=  and 1,2,..., jk N= . In addition, note that 

( )0R Si i≡ ∀ . Assume that RVs ,i k
jγ  are independent and 

identically distributed, i.e., they have the same CDF and 
PDF, which are given as 

 

 
( ) ( )
( ) ( )

,

,

1 exp ,

exp ,

i k
j

i k
j

j

j j

F x x

f x x

γ

γ

λ

λ λ

= − −

= −
                  (7) 

 
Respectively, where jλ  is the parameter of the RV ,i k

jγ  
and is modeled as in [6]:  

 
 ,j jd βλ =                                (8) 

 
where jd  is the link distance between nodes belonging to 
cluster j-1 and cluster j, and β  is the path-loss exponent, 
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which varies from 2 to 6. 
Similarly, we denote 

1

2
R ,E

| |i
j

i
j hϕ

−
=  and 

1

, 2
R ,P

| |i
j m

i m
j hψ

−
=  

as the channel gains of the 1R Ei
j− →  and 1R Pi

j m− → links, 

respectively. Also, i
jϕ  and ,i m

jψ  are exponential RVs with 

parameters jΩ  and jΔ , respectively, where j jf βΩ =  and 

j jg βΔ =  with jf  as the distance between the nodes in the 
(j-1)-th cluster and eavesdropper E, while jg  is distance 
between the nodes in the (j-1)-th cluster and the primary 
users.  

Now, we will describe the operation of the proposed 
protocol. The data transmission is split into 1K +  
orthogonal time slots. In the first time slot, the source 
transmits its data to the selected relay ( )1R c  which belongs 
to the first cluster. The relay selection method can be given 
as the following strategy [16]: 

 
 ( )

1

, ,
1 1 11,2,...,

R : max .c i c i k

k N
γ γ

=
=                   (9) 

 
Eq. (9) implies that relay 1R c  is considered as the best 

candidate if the channel gain between this node and the 
source is highest.  

Combining (5), (6) and (9), the instantaneous SNR 
obtained by the best relay ( )1R c  and eavesdropper E can be 
expressed by 
 

 
, max

1 1
D,1 , max

D 1 1

/
,

/ 1

i c

i c

Q Z
Q Z
γ

ψ
κ γ

=
+

                     (10) 

 
max

1 1
E,1 max

E 1 1

/ ,
/ 1

i

i

Q Z
Q Z
ϕ

ψ
κ ϕ

=
+

                      (11) 

 
respectively, where  ( )max ,

1 11,2,...,
max .c m

m M
Z ψ

=
=  

Then, relay 1R c  will decode the source data, and then 
re-encode and forward the encoded data to the next hop in 
the second time slot. 

Generally, the selected relay of the (j-1)-th cluster 
( )1R c

j−  will communicate with relay R c
j  of the j-th cluster 

in the j-th time slot. Similar to (9), relay R c
j  is chosen as 

follows: 
 

 ( ), ,

1,2,...,
R : max .

j

c c c c k
j j jk N
γ γ

=
=                   (12) 

 
Also note that the relay selection process in (12) can be 

executed in a distributed manner [25], where the relays in 
the j-th cluster will set a timer to find the best candidate.  

As in (10) and (11), we can write the obtained 
instantaneous SNR of the 1R Rc c

j j+→  and R Ec
j → links, 

respectively, as 
 

 
, max

D, , max
D

/
,

/ 1

c c
j j

j c c
j j

Q Z
Q Z
γ

ψ
κ γ

=
+

                     (13) 

 
max

E, max
E

/
,

/ 1

c
j j

j c
j j

Q Z
Q Z
ϕ

ψ
κ ϕ

=
+

                       (14) 

 
where ( )max ,

1,2,...,
max .c m

j jm M
Z ψ

=
=  

Let us consider the last hop where relay R c
K  of the K-

th cluster sends the data to destination D in the (K+1)-th 
time slot. Because the destination uses the SC technique to 
combine the received data, the instantaneous SNR received 
at the secondary destination (D) can be formulated as 

 

 ( )
( )

, max
1 1

D, +1 , max1,2,...,
D 1 1

, max
1 11,2,...,

, max
D 1 11,2,...,

/max
/ 1

max /
,

max / 1

c l
K K

K c cl L
j K

c l
K Kl L

c l
K Kl L

Q Z
Q Z

Q Z

Q Z

γ
ψ

κ γ

γ

κ γ

+ +

=
+ +

+ +=

+ +=

⎛ ⎞
= ⎜ ⎟⎜ ⎟+⎝ ⎠

=
+

             (15) 

 
where ( )max ,

1 11,2,...,
max ,c m

K Km M
Z ψ+ +=

= and ,
1

c l
Kγ +  is the channel gain 

between R c
K and the l-th antenna at the destination. Also 

note that RVs ,
1

c l
Kγ +  have an exponential distribution with 

parameter 1 1,K Kd βλ + +=  where 1Kd +  is the link distance 
between node R c

K  and destination D.  
Then, the received SNR at the eavesdropper in this 

time slot is given as 
 

 
max

1 1
E, +1 max

E 1 1

/
,

/ 1

c
K K

K c
K K

Q Z
Q Z
ϕ

ψ
κ ϕ

+ +

+ +

=
+

                  (16) 

 
To prevent the eavesdropper from combining the 

received data using maximal ratio combining (MRC) 
technique, the source and the selected relays employ the 
randomize-and-forward (RF) technique [19, 26] in which 
codebooks of the source data are generated randomly on 
each hop. 

Next, combining (10), (13), and (15), we can formulate 
the end-to-end SNR of the data link as follows: 

 
 ( )e2e D,1,2,..., 1

min .jj K
ψ ψ

= +
=                       (17) 

3. Performance Evaluation 

In order to derive the CDF of e2eψ  in (17), we have to 
calculate the CDF of D,jψ . Indeed, from (13), we obtain 

 

 

( )

( )( )

( )

D,

, max

, max
D

, max
D

D

,

Dmax
D

/
Pr

/ 1

Pr 1 /

1, if 1/

Pr , if  <1/
1

j

c c
j j
c c
j j

c c
j j

c c
j

j

Q Z
F x x

Q Z

x Q Z x

x

x x
Z x Q

ψ

γ
κ γ

κ γ

κ

γ
κ

κ

⎛ ⎞
= <⎜ ⎟⎜ ⎟+⎝ ⎠

= − <

≥⎧
⎪

⎛ ⎞= ⎨ <⎜ ⎟⎪ ⎜ ⎟−⎝ ⎠⎩

  (18) 
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From (18), when D <1/x κ , CDF ( )
D,j

F xψ  can be 
formulated by 

 

 

( ) ( )

( ) ( )

D,

, max

, max

D

0
D

Pr
1

,
1

j

c c
jj

c c
j j

Z

xF x Z
x Q

xF y f y dy
x Q

ψ

γ

γ
κ

κ
+∞

⎛ ⎞
= <⎜ ⎟⎜ ⎟−⎝ ⎠

⎛ ⎞
= ⎜ ⎟⎜ ⎟−⎝ ⎠
∫

      (19) 

 
where ( ), .c c

j
F
γ

 and ( )max .
jZ

f  are the CDF and PDF of RVs 
,c c

jγ  and max
jZ , respectively. 

Since ( ), ,

1,2,...,
max ,

j

c c c k
j jk N

γ γ
=

=  the CDF of ,c c
jγ  can be 

given as  
 

 ( ) ( ) ( )( ), ,
,

1,2,...,
Pr max .

j

c c c k
j jj

N
c k
jk N

F x x F x
γ γ

γ
=

⎛ ⎞= < =⎜ ⎟
⎝ ⎠

    (20) 

 
Combining (7) and (20), the CDF of ,c c

jγ  is obtained by 
 

 
( ) ( )( )

( ) ( )

,

1

1 exp

1 1 exp ,

j

c c
j

j

j

N

j

N
u u

N j
u

F x x

C u x

γ
λ

λ
=

= − −

= + − −∑
          (21) 

 
where 

j

u
NC  is the binomial coefficient.  

Similarly, we can obtain the CDF of max
jZ  with  

 

( ) ( )( ) ( )( )max
,

1,2,...,
Pr max 1 exp .

j

M
c m
j jZ m M

F y y yψ
=

= < = − −Δ (22) 

 
Therefore, the PDF of max

jZ  can be given as 
 

 
( ) ( ) ( )( )

( ) ( )( )

max

1

1

1
0

exp 1 exp

1 exp 1 .

j

M

j j jZ

M
v v

M j j
v

f y M y y

C M v y

−

−

−
=

= Δ −Δ − −Δ

= − Δ − + Δ∑
    (23) 

 
Substituting (21) and (23) into (19), after some 

manipulations, we obtain 
 

 
( ) ( )

( )
( ) ( )

D,

1

1
1 0

D

D

1 1

1
.

1 1

j

j j

N M
u v u v

N M j
u v

j j

F x C C M

x Q
u x v x Q

ψ

κ
λ κ

−
+

−
= =

= + − Δ

−
×

+ + Δ −

∑∑
       (24) 

 
In the same manner, the CDF of D, +1Kψ  can be given as 
 

 
( ) ( )

( )
( ) ( )

D, +1

1

1 1
1 0

D

1 1 D

1 1

1
.

1 1

K

L M
u v u v

L M K
u v

K K

F x C C M

x Q
u x v x Q

ψ

κ
λ κ

−
+

− +
= =

+ +

= + − Δ

−
×

+ + Δ −

∑∑
     (25) 

Next, the CDF of e2eψ can be formulated as 
 

( ) ( )( ) ( )( )e2e

1

D, D,1,2,..., 1
1

Pr min 1 1 Pr
K

j jj K
j

F x x xψ ψ ψ
+

= +
=

= < = − − <∏   

( )( )D,

1

1

1 1 .
j

K

j

F xψ

+

=

= − −∏  (26) 

 
Substituting (24) and (25) into (26) yields 
 

 

( )
( ) ( )

( ) ( )

( ) ( )
( ) ( )

e2e

1
1

1 D

1 01 D

1
1

1 1 D

1 0 1 1 D

1

1 1

1 1

1 1
.

1 1

j
j

u v u vNK M
N M j

u vj j j

u v u vL M
L M K

u v K K

F x

C C M x Q

u x v x Q

C C M x Q
u x v x Q

ψ

κ

λ κ

κ
λ κ

+ +
−

−

= ==

+ +
−

− +

= = + +

= −

⎡ ⎤− Δ −
⎢ ⎥

+ + Δ −⎢ ⎥
⎣ ⎦

⎡ ⎤− Δ −
⎢ ⎥×

+ + Δ −⎢ ⎥⎣ ⎦

∑∑∏

∑∑

      (27) 

 
From (18) and (27), the end-to-end outage probability 

of the proposed method can be computed exactly by 
 

 ( ) ( )
e2e

D

e2e
D

1, if 1/
OP=Pr

,if  <1/
th

th
th thFψ

γ κ
ψ γ

γ γ κ

≥⎧⎪< = ⎨
⎪⎩

       (28) 

 
where  
 

 

( )
( )

( )

( )
( )

e2e

1
1

1

1 01 D

1
1

1 1

1 0 1 D 1

1
1

1

1
,

1

j
j

u v u vNK M
N M j

th
u vj j j

u v u vL M
L M K

u v K K

C C M
F

u v

C C M
u v

ψ γ
λ ρ

λ ρ

+ +
−

−

= ==

+ +
−

− +

= = + +

⎡ ⎤− Δ
⎢ ⎥= −

+ + Δ⎢ ⎥
⎣ ⎦
⎡ ⎤− Δ
⎢ ⎥×

+ + Δ⎢ ⎥⎣ ⎦

∑∑∏

∑∑
   (29) 

 
with ( )D D/ 1 / .th th Qρ γ κ γ= −  

Next, we evaluate the value of OP at high Q values, i.e., 
Q → +∞ . Using (21), we can approximate the CDF of 

,c c
jγ  in (19) as 
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Substituting (23) and (30) into (19), we obtain 
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Similarly, we can approximate CDF ( )
D, +1K

F xψ  as 
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Using (31) and (32), the asymptotic closed-form 

expression of the OP can be expressed as follows: 
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    (33) 

 
Using the asymptotic expression of the OP obtained in 

(33), the definition of the diversity gain in [27, Eq. (17)), 
and ( )D D/ 1 / ,th th Qρ γ κ γ= −  the diversity order of the 
proposed system can be calculated as follows: 
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Next, we focus on deriving the intercept probability for 

the eavesdropping links. At first, we have to formulate the 
CDF of the SNR ( )E, 1, 2,..., 1j j Kψ = + . Similar to (18), it 
can be obtained as follows: 
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In the same way we derived (24), we can obtain the 

exact closed-form expression for ( )
E,j

F xψ  as 
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  (36) 
 
Using (36), we can formulate the probability that 

eavesdropper E can overhear the source data successfully 
on the j-th hop (or the IP at the j-th hop) by 
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Here, we have some remarks. 
·When eavesdropper E can decode the source data 

successfully on the j-th hop, this node will stop 
overhearing during the remaining hops. 

·The condition where eavesdropper E can overhear 
successfully on the j-th hop requires the data 
transmission on previous hops (between the nodes 
R c

k  and 1R ,c
k +  with 1,2,..., 1,k j= −  to be successful.    

 
Therefore, the average IP of the eavesdropping link can 

be formulated as 
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In (38), 1IP is the probability that the eavesdropper 

obtains the data correctly on the first hop, whereas IPj is 
the intercept probability on the j-th hop. Moreover, 

( )D, E,Pr ,k th k thψ γ ψ γ≥ <  is the probability that the data 
transmission and interception on the k-th hop is successful 
and unsuccessful, respectively. 

From (13) and (14), we can express probability 
( )D, E,Pr ,k th k thψ γ ψ γ≥ <  in the following form:  
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If ( )D Emin 1/ ,1/thγ κ κ< , (39) can be rewritten as 
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where ( )E E/ 1 / .th th Qρ γ κ γ= −  

Substituting (7), (21), and (23) into (40), after some 
careful manipulations, we can obtain (41) as follows: 
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Substituting (37) and (41) into (38), we obtain the exact 
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closed-form expression of the IP.  

4. Simulation Results 

In this section, we provide Monte-Carlo simulations in 
order to verify the theoretical derivations. In the simulation 
environment, we consider a two-dimensional plane in 
which the coordinates of the secondary source S , the 
secondary relays k

jR , the secondary destination D , the 
secondary eavesdropper E and the primary users are (0,0), 

( )( )/ 1 ,0j K + , (1,0), ( Ex , Ey ), and ( Px , Py ), 
respectively. Therefore, the distances are calculated as, 

( )( )1/ 1jd K j= + ∀ , ( ) ( )( )2 2
E E1 / 1jf j K x y= − + − + , 

and ( ) ( )( )2 2
P P1 / 1jg j K x y= − + − + . In all simulations, 

we assume that path-loss exponential β  is equal to 3.  
In Fig. 2, we present the outage probability of the 

proposed scheme as a function of Q  in dB. In this 
simulation, the number of primary users is 2 ( )2 ,M =  and 

the primary users are placed at position ( )0.5, 0.5− − . 

Eavesdropper E is assumed to be located at ( )0.5,0.5 . We 

also assume that destination D has two antennas ( )2L = , 

and the number of nodes in each cluster is 3 ( )3jN j= ∀ . 

For the hardware impairments, the values of Dκ , Eκ  and 

Pκ  are assigned as 0.1, 0.1 and 0, respectively. Finally, 
outage threshold thγ  is set to 0.1. We can observe from 
this figure that the outage probability decreases when the 
value of Q  increases. In addition, with higher number of 
hops (a higher value for K), the proposed system also 
obtains better performance due to the short distance 
between two adjacent clusters. It is also seen from Fig. 2 
that the simulation results (Sim) match very well with the 

theoretical results (Theory-Exact), which verifies the 
correction of our derivations. Moreover, at high Q  regions, 
the asymptotic values (Theory-Asym) rapidly converge to 
the exact ones and the diversity gain obtained equals 2 for 
all values of K.    

Fig. 3 presents the intercept probability as a function of 
Q  in dB when 3,M =  D E 0.2,κ κ= =  P 0,κ =  2,L =  

( )3 ,jN j= ∀  E E 0.5,x y= =  P P 0.5,x y= = −  and 2.thγ =  
It can be seen in Fig. 3 that the value of the IP increases 
with the increasing of Q and K. Moreover, we can see that 
the IP significantly increases with higher number of hops. 
It is due to the fact that when the number of hops increases, 
eavesdropper E can overhear the source data more times. 
Again, the simulation and theoretical results are in good 
agreement, which validates the theoretical analysis. 

In Fig. 4, we investigate the security-reliability tradeoff 
by presenting IP as a function of OP when 2,K =  

 

Fig. 2. Outage probability (OP) as a function of Q in dB 
when 2,M =  2,L =  ( )3 ,jN j= ∀  D 0.1,κ =  E 0.1,κ =

P 0,κ =  E 0.5,x =  E 0.5,y =  P 0.5,x = −  P 0.5,y = −  and 1.thγ =

 

Fig. 3. Intercept probability (IP) as a function of Q in dB 
when 3,M =  2,L =  ( )3 ,jN j= ∀  D 0.2,κ =  E 0.2,κ =

P 0,κ =  E 0.5,x =  E 0.5,y =  P 0.5,x = −  P 0.5,y = −  and 2.thγ =

 

 

Fig. 4. Intercept probability (IP) as a function of outage 
probability (OP) when 2,K =  1 2 5,N N L= = =  D 0.1,κ =

E 0.1,κ =  P 0.1,κ =  E 0.5,x =  E 0.5,y =  P 0.5,x = −  P 0.5,y = −

and 1.5.thγ =  
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1 2 5,N N L= = =  D E P 0.1,κ κ κ= = =  E E 0.5,x y= =  Px =  

P 0.5,y = −  and 1.5.thγ =  As we can see in this figure, the 
IP increases with the decreasing of OP. It is also seen from 
Fig. 4 that with the same value of OP, IP decreases with 
higher number of primary users (M).  

Similar to Fig. 4, Fig. 5 shows that in order to obtain a 
high quality of service (QoS) for the data link (i.e., a low 
OP), the proposed system suffers from a high IP. In Fig. 5, 
the system parameters are set as follows: 1,K =  1 4,N =  

3,L =  2,M =  E E 0.5,x y= =  P P 0.5,x y= = −  and 1thγ = . 
In this figure, we consider various scenarios where the 
hardware impairment levels of the data links ( )Dκ and the 

eavesdropping links ( )Eκ change from 0.1 to 0.3. We can 
see that the value of the IP is lowest when the hardware 
impairment level of the data links is lower than that of the 
eavesdropping links, i.e., D E0.1, 0.3κ κ= = . 

Fig. 6 investigates the impact of the position of the 
eavesdropper on the intercept probability with 2,K =  

1 7,N =  2 5,N = 3,L =  D E P 0,κ κ κ= = =  P P 0.5,x y= = −  
and 2.thγ =  In this figure, we fix Ey  at 0.5 while changing 

Ex  from 0 to 1. As we can see, the value of IP depends on 
the position of the eavesdropper. Moreover, the value of IP 
is highest when Ex is about 0.5.   

5. Conclusion 

In this paper, we analyzed the security-reliability 
tradeoff for a multi-hop transmission protocol in cluster-
based underlay cognitive radio networks. In particular, the 
outage and intercept performances were evaluated via both 
simulations and theory. The interesting results obtained in 
this paper are as follows: 
·The proposed protocol obtains a high diversity order 

which equals the minimum value of the number of 
relays at the clusters and the number of antennas 
equipped at the secondary destination. 

·The outage performance can be enhanced by increasing 
the number of hops. However, the intercept 
probability also increases with higher number of hops.  

· There exists a tradeoff between security and 
reliability, i.e., in order to obtain high outage 
performance, the proposed system suffers from a high 
intercept probability from the secondary eavesdropper. 

·To enhance security for the proposed protocol, the 
authorized nodes such as the source, relays and 
destination, should be equipped with good transceiver 
hardware (to reduce the hardware impairment level on 
the data links). 

·The position of the secondary eavesdropper significantly 
impacts the intercept probability.  

·With the same value for outage probability, the value 
of the intercept probability decreases with higher 
number of primary users.  
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